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1 Reason for Change

This CR proposes to add functions APIs to support the following requirements dedicated to M2M/IoT:
	CMAPI-M2M-001
	The OpenCMAPI Enabler SHALL be able to request an IMSI attach.
	1.1

	CMAPI-M2M-002
	The OpenCMAPI Enabler SHALL be able to request a GPRS attach.
	1.1

	CMAPI-M2M-003
	The OpenCMAPI Enabler SHALL be able to request a PDP Context Activation.
	1.1

	CMAPI-M2M-004
	The OpenCMAPI Enabler SHALL be able to support and activate/deactivate the Network Friendly Mode.
	1.1

	CMAPI-M2M-005
	The OpenCMAPI Enabler SHALL be able to query the current state of the Network Friendly Mode.
	1.1

	CMAPI-M2M-006
	The OpenCMAPI Enabler SHALL be able to configure the Back-off Base Interval (time between re-attempts of whatever action previously failed). 
	1.1

	CMAPI-M2M-007
	During the countdown of the Back-off Timer, the OpenCMAPI Enabler SHALL NOT be able to proceed to actions such as requesting IMSI attach/GPRS attach/PDP Context Activation/SMS-MO (error message includes the time left of the Back-off Timer).
	1.1

	CMAPI-M2M-008
	The OpenCMAPI Enabler SHALL be able to retrieve the relevant cause codes sent in case of denial of service by the network.
	1.1


Table 1: M2M/IoT related Functional Requirements
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add functions in a new section dedicated to M2M/IoT – 7.23
6.2 M2M/IoT APIs

6.2.29 CMAPI_IoT_IMSI_Attach()
The CMAPI_IoT_IMSI_Attach() function is used to request an IMSI attach or detach.

	Prototype

	dword CMAPI_IoT_IMSI_Attach (dword deviceID, dword IMSIRegistration)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	IMSIRegistration

	Input
	To proceed to IMSI attach or detach:
· 0x00000000: detach
· 0x00000001: attach


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds)

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.30 CMAPI_IoT_GPRS_Register()
The CMAPI_IoT_GPRS_Register() function is used to request an GPRS attach or detach.

	Prototype

	dword CMAPI_IoT_GPRS_Register (dword deviceID, dword GPRSRegistration)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	GPRSRegistration

	Input
	To attach or detach to GPRS:
· 0x00000000: detach
· 0x00000001: attach


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds)

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.31 CMAPI_IoT_Set_PDPContext()
The CMAPI_IoT_Set_PDPContext() function is used to define a PDP context.

	Prototype

	dword CMAPI_IoT_Set_PDPContext (dword deviceID, dword PDPContextID, dword PDPType, UTF8* APN)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	PDPContextID
	Input
	The numerical identification of the PDP Context. The parameter is local to the modem interface and is used in other PDP context-related functions.

	PDPType
	Input
	The type of PDP (Packet Data Protocol):
· 0x00000001: IP

· 0x00000002: PPP - PS data over GPRS or UMTS (PS connection with PDP type PPP)
· 0x00000004: IPv6

· 0x00000008:X.25

	APN
	Input
	Primary APN used for this connection


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00000160
	The PDP context ID is invalid

	0X00000161
	The PDP Type is invalid

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds).

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.32 CMAPI_IoT_GetPDPContextList()

The CMAPI_IoT_GetPDPContextList () function is used to get the list of currently defined PDP Contexts.

	Prototype

	
dword CMAPI_IoT_GetPDPContextList (dword deviceID, PDPContext* pPDPContextList, dword* pPDPContextListSize, dword* pPDPContextListCount)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pPDPContextList
	Output
	The List of PDP contexts

	pPDPContextListSize
	Input/Output
	The size of the buffer on input or if insufficient contains the necessary size.

	pPDPContextListCount
	Output
	The total number of elements in the array of pPDPContextList


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X30000033
	The buffer is not sufficient to hold the data, the pPDPContextListSize will contain the minimum number of bytes required.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.33 CMAPI_IoT_GetPDPContextIPAddress()

The CMAPI_IoT_GetPDPContextIPaddress () function is used to retrieve the IP address of the PDP context concerned.

	Prototype

	
dword CMAPI_IoT_GetPDPContextIPAddress (dword deviceID, dword contextID, UTF8* pPDPContextIPaddress)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	contextID
	Input
	The PDP context concerned

	pPDPContextIPaddress
	Output
	The IP address of the PDP context concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000003
	Buffer not large enough

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00000160
	The PDP context ID is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.34 CMAPI_IoT_Activate_PDPContext()
The CMAPI_IoT_Activate_PDPContext() function is used to activate or deactivate a PDP context.

	Prototype

	dword CMAPI_IoT_Activate_PDPContext (dword deviceID, dword state, dword contextID)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	state

	Input
	To activate or deactivate a context:
· 0x00000000: deactivate
· 0x00000001: activate

	contextID
	Input
	The PDP context concerned


	Return Values

	Value
	Description

	0X00000000
	The function succeeded. 

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000130
	The device is not in a power state which allows this operation.

	0X00000160
	The PDP context ID is invalid

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds).

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.35 CMAPI_IoT_SetNFM()

The CMAPI_IoT_SetNFM() function is used to set up (enable or disable) the Network Friendly Mode of the modem if supported. 

	Prototype

	
 dword CMAPI_IoT_SetNFM (dword deviceID, dword setNFM)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	setNFM

	Input
	To enable or disable the Network Friendly Mode of the modem:
· 0x00000000: disable
· 0x00000001: enable


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000121
	The device does not offer this capability

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.36 CMAPI_IoT_GetNFM()

The CMAPI_IoT_GetNFM() function is used to return the current state of the Network Friendly Mode of the modem (enabled or disabled). 

	Prototype

	
dword CMAPI_IoT_GetNFM (dword deviceID, dword* pStateNFM)




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pStateNFM
	Output
	To indicate if the Network Friendly Mode is enabled or not:

· 0x00000000: disabled

· 0x00000001: enabled


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000121
	The device does not offer this capability

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.37 CMAPI_IoT_SetBack-OffBaseInterval()

The CMAPI_IoT_SetBack-OffBaseInterval() function is used to configure the Back-off Base Intervals of the modem (time between re-attempts of whatever action previously failed). 

	Prototype

	
 dword CMAPI_IoT_SetBack-OffBaseInterval (dword deviceID, UTF8* Back-offBaseIntervals)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	Back-offBaseIntervals
	Input
	The Back-off Base Intervals to be set up. Each interval is interpreted in amount of seconds (of maximum four digits) and should be separated by the character “,” .

Example: 60, 120, 240, 480, 960, 1920, 3840


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000121
	The device does not offer this capability

	0X00000130
	The device is not in a power state which allows this operation.

	0X00000164
	The back off time interval is invalid

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


6.2.38 CMAPI_IoT_GetBack-OffTimer()

The CMAPI_IoT_GetBack-OffTimer() function is used to retrieve the time left of the back-off Timer. 

	Prototype

	
 dword CMAPI_IoT_GetBack-OffTimer (dword deviceID, dword* pTimeLeft)



	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned

	pTimeLeft
	Output
	The time left of the back off timer to be able to proceed to actions such as requesting IMSI attach/GPRS attach/PDP Context Activation/SMS-MO (in seconds) 


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000121
	The device does not offer this capability

	0X00000130
	The device is not in a power state which allows this operation.

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 2:  Add PDPContext data structure in section 6

6.2.39 PDPContext
	Definition PDPContext

	This prototype defines a structure which describes a PDP context.



	Field Name
	Type
	Description

	PDPContextID
	dword
	The numerical identification of the PDP Context. The parameter is local to the modem interface and is used in other PDP context-related functions.

	PDPType
	dword
	The type of PDP (Packet Data Protocol):
· 0x00000001: IP

· 0x00000002: PPP - PS data over GPRS or UMTS (PS connection with PDP type PPP)
· 0x00000004: IPv6

· 0x00000008:X.25

	APN
	UTF8*
	Primary APN used for this connection

	PDPaddress
	UTF8*
	Optional - The address formatted in compliance with [RFC5952] and [RFC4291].

If the value is null or omitted, then a value may be provided by during the PDP startup procedure or a dynamic address will be requested. 

	DataCompression
	byte
	Optional - A numeric parameter that controls PDP data compression
· 0: Off (default if value is omitted)
· 1: On
· Other values are reserved.

	HeaderCompression
	byte
	Optional - A numeric parameter that controls PDP header compression
· 0: Off (default if value is omitted)
· 1: On
· Other values are reserved.


Change 3:  Add error code for send SMS (7.15)

CMAPI_SMS_Send()
The CMAPI_SMS_Send() function is used to send SMS.

	Prototype

	dword CMAPI_SMS_Send (dword deviceID, dword systemID, SMSRecord* pRecord)  




	Parameters

	Field Name
	Mode
	Description

	deviceID
	Input
	The ID of the device concerned.

	systemID
	Input
	The radio system either 3GPP or 3GPP2 to which the function apply when the device is a multi-mode device.

· 0x00000000: 3GPP

· 0x00000001: 3GPP2

	pRecord
	Input
	The message needs to be sent

Note: pPhoneNumber and pMsgContent in the record are available to use to send the message. The message SHALL NOT be stored automatically after sending.

If the message is a reply message, the msgID SHALL be the same as the replied one.  This case is to address the REPLY PATH issue, see TP-RP in 3GPP TS 23.040.

If the message is a new sending one, the msgID SHALL be 0.


	Return Values

	Value
	Description

	0X00000000
	The function succeeded.

	0X00000001
	A fatal error has occurred. 

	0X00000101
	The deviceID references a non-existing device or a device which is not open

	0X00000104
	The device does not contain hardware which supports this operation.

	0X00000107
	System not supported by the device

	0X00000130
	The device is not in a power state which allows this operation.

	0X00005006
	The SMS record is invalid

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds)

XXXX is the time left in seconds - example 0X40010360 means 360 seconds are left

	0XF0000001
	The security request supplied when the API was opened does not grant privilege to access this functionality. You may close and reopen the API with updated credentials to perform this operation.


Change 4:  Add error codes related to M2M/IoT in section 9
	0X00000160
	The PDP context ID is invalid

	0X00000161
	The PDP Type is invalid

	0X00000164
	The back off time interval is invalid


	0X30000033
	The buffer is not sufficient to hold the data, the pPDPContextListSize will contain the minimum number of bytes required.


	M2M/IoT related Error Codes

	
	List of errors related to M2M/IoT

	0X4001XXXX
	Operation cannot be done – Back off timer in place – time left is indicated by the 4 last digits (in seconds)

XXXX is the time left in seconds - example 0X40010360 means 360 seconds are left

	0X401MMCME
	Error codes related to GSM Mobility Management where MM indicates the Mobility Management Cause code and CME the code for Mobile Equipment error.

	0X402GMCME
	Error codes related to GPRS Mobility Management where GM indicates the GPRS Mobility Management Cause code and CME the code for Mobile Equipment error.

	0X403SMCME
	Error codes related to Session Management where SM indicates the Session Management Cause code and CME the code for Mobile Equipment error.

	0X404XXCMS
	Error codes related to other reasons where XX indicates other Cause code and CMS the code for Mobile Equipment specific error.


Change 5:  Add CMEE error codes in section 9

6.3 CMEE codes
The following tables are listing possible GSM Mobile Equipment error codes and GSM network error codes.
	Causes Codes Related to GSM Mobility Management

	MM

Code
	CME

Code
	Cause 
	Reason 
	Action proposed

	2 
	
	IMSI unknown in HLR 
	This cause is sent to the MS if the MS is not known (registered) in the HLR. This cause code does not affect operation of the GPRS service, although it may be used by a GMM procedure. 
	

	3 
	103 
	Illegal MS 
	This cause is sent to the MS when the network refuses service to the MS either because an identity of the MS is not acceptable to the network or because the MS does not pass the authentication check, i.e. the SRES received from the MS is different from that generated by the network. 
	

	4 
	
	IMSI unknown in VLR 
	This cause is sent to the MS when the given IMSI is not known at the VLR. 
	

	5 
	
	IMEI not accepted 
	This cause is sent to the MS if the network does not accept emergency call establishment using an IMEI. 
	

	6 
	106 
	Illegal ME 
	This cause is sent to the MS if the ME used is not acceptable to the network, e.g. blacklisted. 
	

	11 
	111 
	PLMN not allowed 
	This cause is sent to the MS if it requests location updating in a PLMN where the MS, by subscription or due to operator determined barring is not allowed to operate. 
	

	12 
	112 
	Location Area not allowed 
	This cause is sent to the MS if it requests location updating in a location area where the MS, by subscription, is not allowed to operate. 
	

	13 
	113 
	Roaming not allowed in this location area 
	This cause is sent to an MS which requests location updating in a location area of a PLMN which restricts roaming to that MS in that Location Area, by subscription. 
	

	17 
	615 
	Network failure 
	This cause is sent to the MS if the MSC cannot service an MS generated request because of PLMN failures, e.g. problems in MAP. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	22 
	42 
	Congestion 
	This cause is sent if the service request cannot be processed because of congestion (e.g. no channel, facility busy/congested etc.) 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	32 
	132 
	Service Option Not Supported. 
	This cause is sent when the MS requests a service/facility in the CM SERVICE REQUEST message which is not supported by the PLMN. 
	Additionally, device should not retry the attempt on the same PLMN unless prompted externally to do so (i.e. modem should not automatically retry). 

	33 
	133 
	Requested Service Option Not Subscribed 
	This cause is sent when the MS requests a service option for which it has no subscription. 
	Additionally, device should not retry the attempt unless prompted externally to do so (i.e. modem should not automatically retry). 

	34 
	134 
	Service option temporarily out of order 
	This cause is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	38
	
	Call Cannot be identified
	This cause is sent when the network cannot identify the call associated with a call re-establishment request.
	

	Causes Codes Related to GPRS Mobility Management

	GM

Code
	CME

Code
	Cause 
	Reason 
	Action proposed

	7 
	107 
	GPRS Services Not Allowed 
	This cause is sent to the MS if it requests an IMSI attach for GPRS services, but is not allowed to operate GPRS services. 

	

	8 
	
	GPRS services and non-GPRS services not allowed 
	This cause is sent to the MS if it requests a combined IMSI attach for GPRS and non-GPRS services, but is not allowed to operate either of them. 
	

	9 
	
	MS identity cannot be derived by the network 
	This cause is sent to the MS when the network cannot derive the MS's identity from the P-TMSI in case of inter-SGSN routing area update. 
	

	10 
	
	Implicitly detached 
	This cause is sent to the MS either if the network has implicitly detached the MS, e.g. some while after the Mobile reachable timer has expired, or if the GMM context data related to the subscription does not exist in the SGSN e.g. because of a SGSN restart. 
	

	14 
	111 
	GPRS services not allowed in this PLMN 
	This cause is sent to the MS which requests GPRS service in a PLMN which does not offer roaming for GPRS services to that MS. 
	

	16 
	
	MSC temporarily not reachable 
	This cause is sent to the MS if it requests a combined GPRS attach or routing are updating in a PLMN where the MSC is temporarily not reachable via the GPRS part of the GSM network. 
	

	
	148
	unspecified GPRS error 
	
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	Causes Codes Related to Session Management

	SM

Code
	CME

Code
	Cause 
	Reason 
	Action proposed

	25 
	
	LLC or SNDCP failure 
	This cause code is used by the MS indicate that a PDP Context is deactivated because of a LLC or SNDCP failure ( e.g. if the SM receives a SNSM-STATUS.request message with cause "DM received " or " invalid XID response) 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	26 
	
	Insufficient resources 
	This cause code is used by the MS or by the network to indicate that a PDP Context activation request or PDP Context modification request cannot be accepted due to insufficient resources. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	27 
	134 
	Unknown or missing access point name 
	This cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name was not included although required or if the access point name could not be resolved. 
	Additionally, do not retry with same APN unless device is power cycled. 

	28 
	
	Unknown PDP address or PDP type 
	This cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the PDP address or type could not be recognised. 
	Additionally, do not retry with same PDP address and/or type unless device is power cycled. 

	29 
	149 
	User authentication failed 
	This cause code is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication (e.g. rejected by Radius) 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	30 
	
	Activation rejected by GGSN 
	This cause code is used by the network to indicate that the requested service was rejected by the GGSN.
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	31 
	
	Activation rejected, unspecified 
	This cause code is used by the network to indicate that the requested service was rejected due to unspecified reasons. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	32 
	132 
	Service option not supported 
	This cause code is used by the network when the MS requests a service which is not supported by the PLMN. 
	Additionally, device should not retry the attempt on the same PLMN unless prompted externally to do so (i.e. modem should not automatically retry). 

	33 
	133 
	Requested service option not subscribed 
	This cause is sent when the MS requests a service option for which it has no subscription. 
	Additionally, device should not retry the attempt on the same PLMN unless prompted externally to do so (i.e. modem should not automatically retry).

	34 
	134 
	Service option temporarily out of order 
	This cause is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	35 
	
	NSAPI already used 
	This cause code is used by the network to indicate that the NSAPI requested by the MS in the PDP Context activation is already used by another active PDP Context of this MS. 
	Device may choose to use a different NSAPI, or retry after the context using the required NSAPI has been deactivated. 

	36 
	
	Regular PDP Context deactivation 
	This cause code is used to indicate a regular MS or network initiated PDP Context deactivation. 
	

	37 
	
	QoS not accepted 
	This cause code is used by the MS if the new QoS cannot be accepted that were indicated by the network in the PDP Context Modification procedure. 
	N/A 

	38 
	615 
	Network Failure 
	This cause code is used by the network to indicate that the PDP Context deactivation is caused by an error situation in the network. 
	Additionally, retry retries may be attempted, but no more frequently than once every 60 seconds

	39 
	
	Reactivation requested 
	This cause code is used by the network to request a PDP Context reactivation after a GGSN restart. 
	Additionally, the device may re-establish the PDP Context. 

	40 
	
	Feature not supported 
	This cause code is used by the MS to indicate that the PDP Context activation initiated by the network is not supported by the MS. 
	N/A

	Causes Codes Related to other reasons

	XX
Code
	CMS
Code
	Cause 
	Reason 
	Action proposed

	
	8
	Operator determined barring
	This cause indicates that the device has tried to send a mobile originating short message when the device's network operator or service provider has forbidden such transactions.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	10
	Call barred
	This cause indicates that the outgoing call barred service applies to the short message service for the called destination.
	SMS back-off, blocking immediately any new SMS TX request sent 

	 
	21
	Short message transfer rejected
	This cause indicates that the equipment sending this cause does not wish to accept this short message, although it could have accepted the short message since the equipment sending this cause is neither busy nor incompatible.
	SMS back-off, blocking immediately any new SMS TX request sent 

	 
	27
	Destination out of service
	This cause indicates that the destination indicated by the Device cannot be reached because the interface to the destination is not functioning correctly. The term "not functioning correctly" indicates that a signalling message was unable to be delivered to the remote user; e.g., a physical layer or data link layer failure at the remote user, user equipment off-line, etc.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	28
	Unidentified subscriber
	This cause indicates that the subscriber is not registered in the PLMN (i.e. IMSI not known).
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	29
	Facility rejected
	This cause indicates that the facility requested by the Device is not supported by the PLMN.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	30
	Unknown subscriber
	This cause indicates that the subscriber is not registered in the HLR (i.e. IMSI or directory number is not allocated to a subscriber).
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	38
	Network out of order
	This cause indicates that the network is not functioning correctly and that the condition is likely to last a relatively long period of time; e.g., immediately reattempting the short message transfer is not likely to be successful.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	41
	Temporary failure
	This cause indicates that the network is not functioning correctly and that the condition is not likely to last a long period of time; e.g., the Device may wish to try another short message transfer attempt almost immediately.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	42
	Congestion
	This cause indicates that the short message service cannot be serviced because of high traffic.
	SMS back-off, blocking immediately any new SMS TX request sent 

	 
	47
	Resources unavailable, unspecified
	This cause is used to report a resource unavailable event only when no other cause applies.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	50
	Requested facility not subscribed
	This cause indicates that the requested short message service could not be provided by the network because the user has not completed the necessary administrative arrangements with its supporting networks.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	69
	Requested facility not implemented
	This cause indicates that the network is unable to provide the requested short message service.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	81
	Invalid short message transfer reference value
	This cause indicates that the equipment sending this cause has received a message with a short message reference which is not currently in use on the MS-network interface.
	SMS back-off, blocking immediately any new SMS TX request sent

	 
	148
	 Unspecified GPRS error
	
	 

	17
	 
	 Network failure 
	This cause is sent to the MS if the MSC cannot service an MS generated request because of PLMN failures, e.g. Problems in MAP.
	SMS back-off, blocking immediately any new SMS TX request sent

	21
	
	Congestion
	This cause is sent if the service request cannot be processed because of congestion (e.g. no channel, facility busy/congested, etc).
	SMS back-off, blocking immediately any new SMS TX request sent


Table 2: CMEE Codes

Change 6:  Modify CellularProfileType in section 6

CellularProfileType

	Definition CellularProfileType

	This prototype defines a structure which describes a Cellular Profile Type




	Field Name
	Type
	Description

	CellularProfileID
	dword
	The identification number of the Cellular Profile

	CellularProfileName
	UTF8*
	The name of the Cellular Profile

	UserName
	UTF8*
	The user name associated to the APN

	Password
	UTF8*
	The password associated with the APN

	PDP Type
	dword
	The type of PDP (Packet Data Protocol):
· 0x00000001: IP

· 0x00000002: PPP - PS data over GPRS or UMTS (PS connection with PDP type PPP)
· 0x00000004: IPv6

· 0x00000008:X.25

	APN
	UTF8*
	Primary APN used for this connection

	APN2
	UTF8*
	Optional – Secondary APN

	APN3
	UTF8*
	Optional – Tertiary APN

	AccessNumber
	UTF8*
	(Optional) Access number - sequence to dial to establish the connection (*99# or *99***1#  are commonly used as default)

Note: this sequence is optional as it may be asked in “old” network using 2G technologies for example

	Address
	IPAddress
	The IP address

	PrimaryDNS
	IPAddress
	The primary DNS

	SecondaryDNS
	IPAddress
	The secondary DNS

	AuthType
	dword
	The Authentication Protocol type:

· 0x00000000: CHAP only

· 0x00000001: PAP only

· 0x00000002: Automatic

	UseDhcpForIP
	boolean
	Use DHCP for IP address. If this is true, then the IP field is unused.

	UseDhcpForDNS
	boolean
	Use DHCP for DNS address. If this is true, then the PrimaryDNS and SecondaryDNS fields are unused.

	TimeoutSeconds
	dword
	The time out in seconds

	WINSPreferred
	IPAddress*
	Optional - The preferred WINS (Windows Internet Naming Service)

	WINSAlternated
	IPAddress*
	Optional - The alternated WINS (Windows Internet Naming Service)

	ServingPLMNs
	UTF8*
	Optional - List of possible serving PLMNs (MCCMNC numerical values separated by a coma and a space ”, ”) on which the profile can be used (i.e.; MCCMNCvalue1, MCCMNCvalue2, ...., MCCMNCvaluen). 

If the list is empty then the CellularProfile is valid for any PLMN.

The check is done at the API level.

	PCRequestedQoS
	QoSStructure*
	Optional - Requested QoS for Primary Context.

	PCMinimumQos
	QoSStructure*
	Optional - Minimum acceptable QoS for Primary Context

	PCTFT
	TrafficFlowTemplateType*
	Optional - Traffic Flow Template indicating the parameters values to be used for Packet Filtering in the Primary Context.

	PCDataCompression
	byte
	Optional - A numeric parameter that controls PDP data compression for Primary Context (applicable for SNDCP only) (refer to [3GPP TS 44.065]). Possible values defined in [3GPP TS 27.007].

	PCHeaderCompression
	byte
	Optional - A numeric parameter that controls PDP header compression (refer to [3GPP TS 44.065] and [3GPP TS 25.323]). Possible values defined in [3GPP TS 27.007].

	SecondaryContext1
	SecondaryContextType*
	Optional - 1st Secondary Context (if a null pointer value then no 1st SecondaryContext)

	SecondaryContext2
	SecondaryContextType*
	Optional - 2nd Secondary Context (if a null pointer value then no 2nd SecondaryContext)

	SecondaryContext3
	SecondaryContextType*
	Optional - 3rd Secondary Context (if a null pointer value then no 3rd SecondaryContext)

	SecondaryContext4
	SecondaryContextType*
	Optional - 4th Secondary Context (if a null pointer value then no 4th SecondaryContext)

	SecondaryContext5
	SecondaryContextType*
	Optional - 5th Secondary Context (if a null pointer value then no 5th SecondaryContext)

	SecondaryContext6
	SecondaryContextType*
	Optional - 6th Secondary Context (if a null pointer value then no 6th SecondaryContext)

	SecondaryContext7
	SecondaryContextType*
	Optional - 7th Secondary Context (if a null pointer value then no 7th SecondaryContext)

	SecondaryContext8
	SecondaryContextType*
	Optional - 8th Secondary Context (if a null pointer value then no 8th SecondaryContext)

	SecondaryContext9
	SecondaryContextType*
	Optional - 9th Secondary Context (if a null pointer value then no 9th SecondaryContext)

	SecondaryContext10
	SecondaryContextType*
	Optional - 10th Secondary Context (if a null pointer value then no 10th SecondaryContext)

	SecondaryContext11
	SecondaryContextType*
	Optional - 11th Secondary Context (if a null pointer value then no 11th SecondaryContext)

	SecondaryContext12
	SecondaryContextType*
	Optional - 12th Secondary Context (if a null pointer value then no 12ve SecondaryContext)

	SecondaryContext13
	SecondaryContextType*
	Optional - 13th Secondary Context (if a null pointer value then no 13th SecondaryContext)

	SecondaryContext14
	SecondaryContextType*
	Optional - 14th Secondary Context (if a null pointer value then no 14th SecondaryContext)

	SecondaryContext15
	SecondaryContextType*
	Optional - 15th Secondary Context (if a null pointer value then no 15th SecondaryContext)

	SecondaryContext16
	SecondaryContextType*
	Optional - 16th Secondary Context (if a null pointer value then no 16th SecondaryContext)

	isWlanAllowed
	dword
	To indicate if the profile is allowed to use WLAN (in case of offload for example – depending on dedicated service) or not:

· 0x00000000: Not allowed to use WLAN

· 0x00000001: Allowed to use WLAN

	maintainCellular
	dword
	To indicate if the PS connection shall be maintained during WLAN Access

· 0x00000000: do not maintain PS connection

· 0x00000001: Keep PS connection during WLAN Access
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