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1 Reason for Change

The purpose of this change is to make the document to follow the general OMA stile and to point to IETF specs in general and to 3GPP / 3GPP2 as extensions only
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

Non
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to agree with this CR
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

10.
Security
(Normative)

10.1
General

The SIP Push enabler SHOULD rely on and reuse security features and mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence will be the assumed as the basis for the security architecture. The access level security mechanism will be provided by the SIP/IP core network. The SIP/IP Core is assumed to provide user authentication and integrity. The SIP/IP Core SHALL provide confidentiality protection of SIP signalling as defined in [RFC 3261]. 

When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, , mutual authentication between the user and the SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203] and [3GPP2 S.R0086-0]. 

The Push Sender Agent and the Push Receiver Agent SHALL rely on the authentication and confidentiality mechanisms provided by the underlying SIP/IP Core network to accomplish user identity verification. 
When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS it needs to ensure, during registration, that the registered SIP Push users public and private address is allocated and authorized to be used by that User in order to prevent spoofing attacks. Note that the user plane security is not a part of the SIP/IP Core Security. SIP Push implementing enablers must ensure that user plane security is addressed through the options available for the user plane transport protocols, e.g. MSRP, or HTTP (in the case of content redirection).
10.2
Trust Model

The SIP Push trust model for SIP signalling is based on the SIP/IP Core trusted network model with hop-by-hop security and proxy authentication. 


It SHALL be possible to assert, by the SIP/IP Core according to [RFC 3261], the public identities of the Push Sender Agent when the Push Sender Agent is acting as the originating user agent.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.S0013-004-A], [3GPP TS 33.203], [3GPP TS 33.210],  with the clarifications given in this sub section
10.3
SIP Signaling Security

The SIP signalling security mechanisms/features described here cover signalling and user messaging using SIP messages.

10.3.1
Integrity and confidentiality protection

The integrity and optional confidentiality protection mechanism SHALL be used as specified in [RFC 3261]. 


10.3.2
Assurance of user identity

For assurance of user identities and for source origin authentication of SIP Signalling, Push Using SIP SHALL use P-Asserted-Identities according to [RFC 3325 ].

If the Push Sender Agent acts as an originating UA then it SHALL support P-Asserted-Identities according to [RFC 3325]
For the trust of identity to be enforced, the SIP IP Core SHALL support P-Asserted-Identities according to [RFC 3325]
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.S0013-004-A], [3GPP TS 33.203], [3GPP TS 33.210],  with the clarifications given in this sub section.
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