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1 Reason for Change

The scope of the document indicates its intent to specify SIP Push as an application layer protocol that interacts with any SIP/IP core network that supports the SIP-PUSH –AD architectural requirements. The document also cites 3GPP IMS and 3GPP2 MMD as examples of SIP/IP core network architectures. However, specific references to 3GPP IMS and 3GPP2 MMD specifications throughout the document (e.g., Sections 7.2.2.1, 7.2.2.2) do not reflect this intent, and may potential make it harder for future revisions to reference other SIP/IP core networks. In order to support the intent of the document, it is proposed to create a new normative appendix where the references to specific SIP/IP core network architecture such as 3GPP IMS and 3GPP2 MMD are specified.  This appendix can be extended in the future for other SIP/IP core network architectures. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Create a new appendix to collect the additional requirements for specific networks complying with 3GPP IMS and 3GPP2 MMD instead of spreading the requirements across multiple sections. If this is agreed to, recommendations to modify other sections are also included in this CR.
Legend:

Author’s notes and questions are highlighted using a green background
Any links, or new sections and sub-sections are highlighted using a yellow background
6 Detailed Change Proposal

Change 1:  Suggest updating the reference to [PushSIPArch], and to add a new reference for RFC3680 (“reg” Event Package).
	[PushSIPArch]
	"OMA-AD-SIP_Push_AD-V1_0-20071203-D ", Open Mobile Alliance(.  URL:http//www.openmobilealliance.org/ 

	[RFC3680]
	Rosenberg, J., “A Session Initiation Protocol (SIP) Event Package for Registrations”, RFC 3680, March 2004.


Change 2:  Add a new normative Appendix X, as indicated below
Appendix X
SIP/IP Core Network Considerations 
The SIP Push Architectural Model, specified in [PUSHSIPArch], specifes the SIP/IP core functional requirements for using SIP Push. Two SIP/IP network architectures that meet these requirements are considered by this version of the document. They include the 3rd Generation Partnership Project (3GPP) IP Multimedia Subsystem (IMS) and the Third Generation Partnership Project 2 (3GPP2) Multimedia Domain (MMD). Additional requirements and considerations for implementing SIP Push within these architectures are specified in the following sub-section. Other SIP/IP Core Network Architectural considerations may be added in the future.

X1 3GPP IMS and 3GPP2 MMD Network Architectures
Within the context of 3GPP IMS and 3GPP2 MMD networks, SIP Push should be considered as the primary mechanism for push-based services. When the SIP/IP core complies with the 3GPP IMS or 3GPP2 MMD specifications, the following additional requirements and considerations apply:

X1.1 Architecture Compliance
The Push Sender Agent and Push Receiver Agent SHALL comply with the 3GPP IMS or 3GPP2 MMD requirements, mechanisms and procedures, such as session establishment, according to rules and procedures of  [3GPP TS 24.229] and [3GPP2 X.S0013-004-A], respectively. Specifically:

· The P-1 reference point defined for the Push Receiver Agent SHALL conform to the Gm reference point when the Push Receiver Agent is implemented on the UE, or to the ISC reference point when the Push Receiver Agent is implemented on an Application Server, as specified in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A], respectively. 

· The P-2 reference point defined for Push Sender Agent shall conform to the ISC reference point as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A], respectively.

X1.2 Registration Procedures

In order for the Push Sender Agent to be aware of a registration request (SIP REGISTER) from the Push Receiver Agent, when implemented on the UE, the SIP/IP Core Network can initiate a third-party REGISTER request upon receiving a registration request from the Push Receiver Agent. Such third party registrations can be triggered based on a filter criteria set for REGISTER requests that indicate support for SIP Push as specified in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A]. Alternatively, the Push Sender Agent can subscribe to the “reg” event package as specified in [3GPP TS 24.229] and [3GPP2 X.S0013-004-A].
X1.3 Security Considerations
The 3GPP IMS and 3GPP2 MMD Network Architectures provide for mutual authentication and integrity protection between the Push Receiver Agent (when implemented on a UE) and the Push Sender Agent (if implemented as part of a trusted network element), as well as confidentiality protection of SIP signalling. Access network security requirements to accomplish these are specified for 3GPP IMS and 3GPP MMD in [3GPP TS 33.203] and [3GPP2 S.R0086-0], respectively. Inter- and Intra-domain security procedures for accomplishing secure communication between trusted network elements is specified in [3GPP TS 33.210] for 3GPP IMS and [3GPP2 S.R0086-0] for 3GPP MMD.

Specific requirements are listed below:

· Push Sender Agents (in the role of an Application Server) and Push Receiver Agents (implemented on the UE or as part of an Application Server) in 3GPP IMS networks SHALL comply with all applicable security  requirements and procedures, such as mutual authentication, in [3GPP TS 33.203], [3GPP TS 33.210] and [3GPP TS 24.229] for 3GPP IMS, and [3GPP2 S.R0086-0] and [3GPP2 X.S0013-002-A] for 3GPP MMD. 
· When the Push Sender Agent, in the role of an IMS Application Server, is not part of a trusted network element (intra-domain security is not sufficient), it SHOULD authenticate and establish secure communications to Proxies or Push Receiver Agent as specified in [3GPP TS 33.210] for 3GPP IMS and [3GPP2 S.R0086-0] for 3GPP MMD.
· It SHALL be possible to assert the Push Sender Agent when it is acting as the originating user agent, by the SIP/IP Core, as specified in [3GPP TS 24.229] and [3GPP2 X.S0013-002-A] for 3GPP IMS and 3GPP2 MMD, respectively.

Author’s notes:

1. The following is not required since mutual authentication is mandated in 3GPP and now supports Digest procedures as well. The reworded requirement in the first bullet item above address all possible cases.
· When the User Equipment contains USIM/ISIM or UIM/R-UIM, mutual authentication between the user and the IMS SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203]. 
Change 3:  Modifying Section 7.1.1 based on the new Appendix
7.1.1 Procedures at the Push Receiver Agent

Push Receiver Agents MAY support use of the MESSAGE method for SIP Push. Push Receiver Agents that support use of the MESSAGE method for SIP Push SHALL disclose this capability through:

· a published User Agent Profile

· inclusion of the MESSAGE method in the method feature tag of the Contact header [RFC3840] as sent in REGISTER

· inclusion of the MESSAGE method in the method feature tag of the Accept-Contact header [RFC3841] as sent in SUBSCRIBE 
Upon receiving an incoming MESSAGE,

1. 
2. If an Application Resource Identifier is present,, the Push receiver Agent SHALL store the Application Resource Identifier according to the rules and procedures., as defined in [RFC3841] and section 9.2.
3. If push content is contained in the body of the MESSAGE request, the Push Receiver Agent SHALL pass the received push content to the targeted push application.

4. If the content is indirectly referenced in the MESSAGE request per [RFC4483], the Push Receiver Agent SHALL retrieve the push content at the indicated location, and pass the content to the targeted push application.
5. The Push Receiver Agent SHALL generate a success response in accordance to [RFC3428] and the procedures of the SIP/IP Core.

Change 4:  Modify Section 8.1 to remove specific references to 3GPP

8.1 Overview




SIP provides a registration function, using the SIP REGISTER request, which allows users to upload their current locations for use by the SIP/IP core. The registration process can also be used by the SIP/IP core to perform authentication and authorization procedures prior to granting network access. 

Whenever a Push Receiver Agent performs registration with the SIP/IP core and indicates support for SIP Push, the SIP/IP core can notify the Push Sender Agent via a third-party registration, as specified in [RFC 3261]. Alternatively, the Push Sender Agent can subscribe to the “reg” event package, as specified in [RFC 3680]. For specific SIP/IP Network Architecture Considerations, refer to Appendix X.
8.2 Procedures at Push Receiver Agent
The Push Receiver Agent SHALL register, re-register and de-register to the SIP/IP Core according to rules and procedures of [RFC3261] with the clarifications in the following subsection.

When the Push Receiver Agent registers it performs the following steps:

1. SHALL generate a SIP REGISTER request; 
2. MAY include a Application Resource Identifier of each supported push resource in the Contact header as feature tag  +g.oma.pusheventapp (see Section 9.2).
3. SHALL include a Require header with the option tag “pref” according to rules and procedures of [RFC3840]; 
When the Push Receiver Agent reregisters, or deregisters, it performs the following steps:
1. SHALL generate a SIP REGISTER request.
2. If the client needs to remain registered the Push Receiver Agent SHALL reregister with the SIP/IP Core without including each of the SIP Push feature-tag.  
3. If the client also needs to deregister from the SIP/IP Core, the Push Receiver Agent SHALL send a SIP REGISTER request with an Expires header set to 0.


Change 5:  Modify Section 10 (Security) to remove specific references to 3GPP IMS and 3GPP MMD.

10 Security
10.1 General
The SIP Push enabler SHOULD rely on and reuse security features and mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence is assumed as the basis for the security architecture. Access level security mechanisms will be provided by the SIP/IP core network, including user authentication and integrity. The SIP/IP Core SHALL provide confidentiality protection of SIP signalling as defined in [RFC3261]
For Push Receiver Agents implemented on trusted or untrusted network elements, authentication and secure communication channels can be established using intra-network security procedures provided by the SIP/IP core. In certain cases confidentiality of SIP Signaling may also be required, e.g., SIP methods such as SIP NOTIFY or SIP MESSAGE that contain sensitive profile data. 
The Push Sender Agent and the Push Receiver Agent SHALL rely on the authentication and confidentiality mechanisms provided by the underlying SIP/IP Core network to accomplish user identity verification. 
Note that the user plane security is not a part of the SIP/IP Core Security.  SIP Push implementing enablers must ensure that user plane security is addressed through the options available for the user plane transport protocols, e.g. MSRP, or HTTP (in the case of content redirection).
For applicability to specific SIP/IP core environments please refer to Appendix X.The following sub-sections provide detailed security requirements for the SIP Push enabler.



10.2 Trust Model
The SIP Push trust model for SIP signalling is based on the SIP/IP Core security trust model which SHALL provide hop-by-hop security, proxy authentication, and intra-domain security. When intra-domain security is not sufficient, e.g., the Push Receiver Agent is not part of a trusted network component, then the SIP/IP core SHOULD provide security mechanisms for authentication and secure communications between the SIP/IP core and the Push Receiver Agent.. 


10.3.1 Integrity and confidentiality protection

Any SIP/IP core used to support the SIP Push enabler SHALL be capable of providing the necessary security mechanisms to enable authentication, integrity protection and confidentiality of SIP Signaling between the Push Receiver Agent and the Push Sender Agent. This includes, but is not limited to, credentials, authentication mechanisms, and security protocols.



10.3.2 Source Origin Authentication



Push Receiver Agents and Push Sender Agents SHALL use the security mechanisms provided by the SIP/IP core to ensure source origin authentication. One way to accomplish this is using the P-Asserted-Identity  header as specified in [RFC3325]. See Appendix [X] for examples of SIP/IP core implementations

Change 6:  Delete  miscellaneous statements that are now addressed as part of the newly created Appendix X
Author’s note: The following lists the section references and the specific statements to be deleted.
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