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1 Reason for Change

To fulfil the action item assigned to RIM. 
Related Review Comments:

	B256
	2008.03.31
	T
	10, 10.1, 10,2, 10.3, 10.3.1, 10,32
	Source: aallen@rim.com

Form: OMA-REL-2008-0049
Comment: 

General Comment

It seems this text would have been appropriate in the AD. There is no protocol level details here.

Proposed Change: 

Consider moving to the AD
	Status: OPEN 

Implementation:
Proposed Change:
[TS editor] pending on the final CR text of comment B257.

	B257
	2008.03.31
	T
	10.1
	Source: aallen@rim.com

Form: OMA-REL-2008-0049
Comment: 

The SIP/IP Core SHALL provide confidentiality protection of SIP signalling as defined in [RFC3261].
It is not for OMA to place normative requirements on SIP/IP Core. We can describe what is expected bu SHALL, SHOULD, MAY is inappropriate

Proposed Change: 

Remove SHALL
	Status: OPEN 

Implementation:
Proposed Change:
[TS editor] accept

AP: RIM provides a CR to clarify the security requirements.

	B258
	2008.03.18
	T
	10.1
	Source: Jan.Holm@ericsson.com

Form: <INP doc, mtg, confcall>

Comment: Terminology defined in 3.2 not used. 

Proposed Change: user ( User
	Status: OPEN 

Implementation:
Proposed Change:


	B259
	2008.03.31
	T
	10.1
	Source: nadia.bishai@ericsson.com

Form: <INP doc, mtg, confcall>

Comment: First paragraph - saying “and reuse” implies that the Push Server redoes authentication when in fact it relies on the SIP/IP Core having already done authentication. 
Proposed Change: First paragraph - remove “and reuse”.
	Status: OPEN 

Implementation:
Proposed Change:


	B261
	2008.03.18
	T
	10.3
	Source: Jan.Holm@ericsson.com

Form: <INP doc, mtg, confcall>

Comment: What is "user messaging" ?
Proposed Change: Clarify.
	Status: OPEN 

Implementation:
Proposed Change:


	B262
	2008.03.31
	T
	10.2
	Source: aallen@rim.com

Form: OMA-REL-2008-0049
Comment: 

The SIP Push trust model for SIP signalling is based on the SIP/IP Core security trust model which SHALL provide hop-by-hop security, proxy authentication, and intra-domain security.
It is not for OMA to place normative requirements on SIP/IP Core. We can describe what is expected bu SHALL, SHOULD, MAY is inappropriate

Proposed Change: 

Remove SHALL
	Status: OPEN 

Implementation:
Proposed Change:


	B263
	2008.03.31
	T
	10.3.1
	Source: aallen@rim.com

Form: OMA-REL-2008-0049
Comment: 

Any SIP/IP core used to support the SIP Push enabler SHALL be capable of providing the necessary security mechanisms to enable authentication, integrity protection and confidentiality of SIP signalling between the Push Receiver Agent and the Push Sender Agent.
It is not for OMA to place normative requirements on SIP/IP Core. We can describe what is expected bu SHALL, SHOULD, MAY is inappropriate

Proposed Change: 

Remove SHALL
	Status: OPEN 

Implementation:
Proposed Change:



2 Impact on Backward Compatibility

non
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and to agree
6 Detailed Change Proposal

10.Security

SIP Push Receiver Agents and SIP Push Sender Agents SHALL rely on security features and mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users.  
For Push Receiver Agents implemented on trusted or untrusted network elements, authentication and secure communication channels SHOULD use intra-network security procedures provided by the SIP/IP core.


For applicability to specific SIP/IP core environments please refer to Appendix F.  The following sub-sections provide detailed security requirements for the SIP Push enabler.

10.1 Trust Model

The SIP Push enabler SHOULD rely upon the trust model for SIP signalling provided by the SIP/IP Core. 


10.2 SIP Signaling Security


10.2.1 

10.2.2 Source Origin Authentication
Push Receiver Agents and Push Sender Agents SHALL use the security mechanisms provided by the SIP/IP core to ensure message source authentication. See Appendix F for examples of SIP/IP core implementations.
When a SIP Push Sender Agent is within a trusted network, the Push Sender Agent MAY assert the authenticity of the URI of the Push Sender Agent by including the P-Asserted-Identity header when the Push Sender Agent is acting as the originating user agent as specified in [RFC3325].
10.3 User Plane security
SIP Push implementing enablers SHALL ensure that user plane security is addressed through the options available for the user plane transport protocols, e.g. MSRP or HTTP (in the case of content redirection).
End of Change
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