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1 Reason for Change

The Whitelist mechanism of OMA-Push-2.2 needs to be extended to work with OTA-SIP. Otherwise the Whitelist can’t be used in OTA-SIP.
2 Impact on Backward Compatibility

Prior to OMA-Push-2.2 there is no Whitelist mechanism in OMA-Push. Existing OMA-Push-2.2 devices should ignore the ADDR parameter.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Change 1:  Add SIP URI into the Whitelist
8.3 Security Considerations

8.3.1 Terminal Based Push Whitelists
In order to protect against denial of service attacks and push from unauthorized sources a Push Whitelist mechanism is defined. The Push Whitelist consists of a list of trusted PPGs and a list of trusted SMSCs. If the Push Whitelist is provisioned on the terminal, then the terminal MUST use it to check the source address of the PPG or the source address of the SMSC. If the PPG address or the SMSC address is trusted according to the Push Whitelist, the mobile device MUST accept the push PDU and process it according to its content. If the Push Whitelist is not provisioned then the mobile device MUST accept the push PDU and process it according to its content.. 
The Push Whitelist can be provisioned into the terminal with the use of OMA Provisioning [PROVARCH] or OMA Device Management [DM-TND-V1-2]. In the case of devices which conform to [PROVARCH] the Push Whitelist MUST be managed using the APPLICATION characteristic as defined in the OMA provisioning specifications [ProvCont]. In the case where the device conforms to [ERELDDM] the white list MUST be managed as a specific extension to the DM Tree [DM-TND-V1-2] as a management object [DMSTDOBJ] and is defined in the push management object specification [PushMO].
In the case where APPLICATION characteristic is used to provisioning the Push Whitelist, the APPID parameter MUST be equal to urn:oma:mo:oma-push:1.0. The ADDR parameter is used to carry SIP Uris, otherwise the TO-PROXY parameter MUST be used to identify one or many PPGs that are trusted. The TO-NAPID parameter MUST be used to convey the E.164 address of one or many the trusted SMSCs. 

Upon reception of an APPLICATION characteristic with the APPID parameter set to urn:oma:mo:oma-push:1.0, the Push Whitelist MUST be initiated with a new entry for every ADDR, TO-PROXY parameter or TO-NAPID parameter. For each entry the elements MUST be initiated in the following way: 

1. The portion of the of the Push Whitelist containing trusted PPGs MUST be initiated with a new entry for each ADDR, PXLOGICAL.PXPHYSICAL.PXADDR or PXLOGICAL.PXPHYSICAL.PXADDR-FQDN parameter that is listed in the APPLICATION characteristic.
2. The portion of the of the Push Whitelist containing trusted SMSCs MUST be initiated with a new entry for each  NAPDEF.NAP-ADDRESS parameter that is listed in the APPLICATION characteristic.
If the PXADDR-FQDN parameter is available, the domain name of the PPG MUST be resolved to an IP-address before the address is stored in the Push Whitelist of trusted PPGs. If the domain name is updated with the use of Device Management, the Terminal MUST resolve the domain name to an IP address at least every time the domain name is updated.  The Terminal MAY store the domain name and resolve the domain name with a higher frequency, e.g. every time an Push PDU is received or according to the DNS resolution response.  

All other parameters in the APPLICATION characteristic not explicitly mentioned above MUST be discarded by the Terminal. The Terminal MUST be capable of handling at least 10 entries in the Push Whitelist. 


Examples of the APPLICATION characteristics are shown below:

<characteristic type="APPLICATION">

   <parm name="APPID" value="oma:mo:oma-push:1.0"/>

   <parm name="TO-PROXY" value="ppg.foo.com"/>

   <parm name="TO-NAPID" value="NAPSMSC"/>

</characteristic>

<characteristic type="NAPDEF">

   <parm name="NAPID" value="NAPSMSC"/>

   <parm name="BEARER" value="GSM-SMS"/>

   <parm name="NAME" value="Operator foo SMSC"/>

   <parm name="NAP-ADDRESS" value="+35809503401"/>

   <parm name="NAP-ADDRTYPE" value="E164"/>

</characteristic>

<characteristic type="PXLOGICAL">

   <parm name="PROXY-ID" value="ppg.foo.com "/>

   <parm name="NAME" value="Operator foo PPG"/>

   <characteristic type="PXPHYSICAL">

      <parm name="PHYSICAL-PROXY-ID" value="PROXY 1"/>

      <parm name="PXADDR" value="215.221.51.5"/>

      <parm name="PXADDRTYPE" value="IPV4"/>

      <parm name="TO-NAPID" value="INTERNET"/>

   </characteristic>

</characteristic>

<characteristic type="APPLICATION">

   <parm name="APPID" value="oma:mo:oma-push:1.0"/>

   <parm name="ADDR" value="sip:ppg@atlanta.com"/>

</characteristic>

On receipt of a Push PDU, the terminal MUST verify the originating PPG address or the originating SMSC address of the PDU against the PPG addresses or the SMSC addresses in the Push Whitelist. If there is a matching entry in the Push Whitelist for either the PPG address or the SMSC address, the source of the Push PDU is considered as trusted. 

When matching the originating address against a Push Whitelist entry if the address type is E164, the terminal MUST support prefix matching, i.e. with the address formed into a string of the form <number-plan><type-of-number><digit>+, the address matches the corresponding half of the Push Whitelist entry if all the characters in the entry match all the leading characters of the address. In the event of this being a WAP 2 Push where the Push Proxy gives guidance to the device as to which provisioning context to use, via the X‑Wap‑Push‑ProvURL then that context MUST be used. In OTA-SIP the P-Asserted-Identity header must be used to compare to the URIs in the Whitelist. If there is no matching entry in the Push Whitelist, the terminal MUST reject the Push PDU.
If there is no Push Whitelist configured in the terminal, the terminal MAY compare the origination address data to the push enabled physical proxies or access points provisioned on the device (PXPHYSICAL or NAPDEF[ProvCont]). In the event of this being a WAP 2 Push where the Push Proxy gives guidance to the device as to which provisioning context to use, via the X‑Wap‑Push‑ProvURL then that context MUST be used. 

If originating address does not match any address configured in the Push Whitelist or other connectivity configuration the terminal MUST reject the push PDU. 

Change 2:  Another change

<insert change info here>

Change 3:  etc

<insert change info here>
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