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1 Reason for Change

There is a chain of trust within OMA Push. The push client trust the PPG and the PPG needs to trust the push initiator. Within OTA-WSP and OTA-HTTP there is a possibility for the PPG to tell the client how much the push initiator can be trusted. In OTA-WSP this is done in the Push Flag header with the values encoded as bits in a 7 bit field:
Push-Flag = "Push-Flag" ":" 1*7BIT

   ; bit mask flags to indicate the following:

   ;     1: initiator URI is authenticated.

   ;    10: content is trusted.

   ;   100: last push message.

   ; other: reserved for future use.

In OTA-HTTP the X-Wap-Push-Info is used to carry the same information (and one more) as tokens.

•
authenticated: used as the Authenticated Flag described in section 6.2.4. The Initiator URI mentioned in that section is represented by the X Wap Initiator URI defined in [PushMsg].

•
trusted: used as the Trusted Flag as described in section 6.2.5. 

•
last: used as the Last Flag as described in section 6.2.6. 

•
response: indicates that a message body MAY be included in the response to the POST request. The terminal MUST NOT include any message body in the response if this token is not present.

The proposal is to move the X-Wap-Push-Info header into the PushMsg spec because this header carries meta data about the push message, especially the transitive trust, and should therefore listened together with the other meta data headers in PushMsg. The other headers currently specified in OTA-HTTP are about capability negotiation, authentication and authorization and are not related to message meta data. The list of other OTA-HTTP headers include X-Wap-CPITag, X-Wap-Push-ProvURL, X-Wap-Push-Accept, X-Wap-Push-Accept-Charset, X-Wap-Push-Accept-Encoding, X-Wap-Push-Accept-Language, X-Wap-Push-Accept-AppID, X-Wap-Push-MsgSize, X-Wap-Push-Accept-MaxPushReq, X-Wap-Push-User-Agent Header, X-Wap-Terminal-Id Header, X-Wap Authenticate Header, X-Wap Authorization Header, X-Wap-Push-Status Header, X-Wap-Push-OTA-Version and X-Wap-Bearer-Indication.

Within OTA-SIP the definition in PushMsg should be referenced in order enable transitive trust for OTA-SIP. 

2 Impact on Backward Compatibility

OTA-WSP will not be touched as it is mentioned to use Push-Flag instead. For OTA-HTTP it is only a move from the OTA spec to the Msg spec, which in turn is referenced from the OTA spec. OTA-SIP is new and has therefore no backward compatibility problem.
3 Impact on Other Specifications

WAP-251-PushMessage-20010322-a needs to hold the X-Wap-Push-Info definition moved from this spec to the PushMsg spec in order to reference it from this spec and allow it in the message/vnd.oma.push content-type.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve CR to enable transitive trust relationship between client, PPG and PI.
6 Detailed Change Proposal

Change 1:  Modify X-Wap-Push-Info Header section 7.4.1.1 in OTA-HTTP
7.4.1.1 The X-Wap-Push-Info Header

The X-Wap-Push-Info header is defined in [PushMsg]. It is a request header used in a POST request sent by the PPG to provide the terminal with the following indications regarding each particular push transaction:

· authenticated: used as the Authenticated Flag described in section 6.2.4. The Initiator URI mentioned in that section is represented by the X‑Wap‑Initiator‑URI defined in [PushMsg].

· trusted: used as the Trusted Flag as described in section 6.2.5. 

· last: used as the Last Flag as described in section 6.2.6. 

· response: indicates that a message body MAY be included in the response to the POST request. The terminal MUST NOT include any message body in the response if this token is not present. 




Change 2:  Add new X-Wap-Push-Info subsection 8.4.1.1 to the end of 8.4.1 Embedded Push Message
8.4.1.1 The X-Wap-Push-Info Header

The X-Wap-Push-Info header is defined in [PushMsg]. It is a push message header sent by the PPG to provide the terminal with the following indications regarding each particular push transaction:

· authenticated: used as the Authenticated Flag described in section 6.2.4. The Initiator URI mentioned in that section is represented by the X‑Wap‑Initiator‑URI defined in [PushMsg].

· trusted: used as the Trusted Flag as described in section 6.2.5. 

· last: used as the Last Flag as described in section 6.2.6. 
Returning content in response to a push message is deprecated and not supported in OTA-SIP. Therefore the “response” token MUST NOT be used with OTA-SIP.
Change 3:  etc

<insert change info here>
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