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1 Reason for Change

Address Push 2.3 CONRR comments:
	ID
	Open Date
	Type
	Section
	Description
	Status

	N013
	2009 1110
	T
	11.3
	Source: Bryan Sullivan, AT&T
Form: OMA-CONR-2009-0064
Comment: This section should address the intent of Push-SEC-004, Push-SEC-005 (from the PTM-Push RD).
Proposed Change: As commented, CR to be provided.
	Status: CLOSED

Response: Updates provided.

Action: 

Resolved by: OMA-CD-PUSH-2009-0128

Recorded in:

	N014
	2009 1110
	T
	11.3
	Source: Bryan Sullivan, AT&T
Form: OMA-CONR-2009-0064
Comment: Verify 11.4 fully addresses requirements in Push-SEC section (from the PTM-Push RD).
Proposed Change: As commented, CR to be provided.
	Status: CLOSED

Response: Updates provided.

Action: 

Resolved by: OMA-CD-PUSH-2009-0128

Recorded in:


From the Push 2.3 RD:
	Push-SEC-004
	PTM-Push SHALL support Push Server authentication by the Push Client.
	1.0
	Security

	Push-SEC-005
	PTM-Push SHALL support Push Client authentication by the Push Server.
	1.0
	Security


2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The WG is recommended to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Add SEC_CF reference to 2.1

	[SEC_CF]
	“Enabler Release Definition for Application Layer Security Common Functions”. Open Mobile Alliance(. OMA-ERELD-SEC_CF-V1_0. URL: http://www.openmobilealliance.org/


Change 2:  Update section 11.4 (comment was to 11.3)
11.4 Security in Point-to-Multipoint Push
The user-specific security mechanisms described above (e.g. SEC and MAC) are not usable across point-to-multipoint bearers. Thus security in PTM-Push depends upon additional security mechanisms when multiple clients are targeted in broadcast and multicast environments. These mechanisms are not defined by PTM-Push, but are either provided by the specific bearer binding for OTA-PTM, or are provided at the application layer.

For the OTA-PTM bindings Push/MBMS and Push/BCAST, the security of PTM-Push is provided by the specific bearer. PTM-Push thus relies upon MBMS [TS33.246] or BCAST [BCAST-Security] to ensure service and content protection. MBMS and BCAST define security functions supporting the relationship of specific users/clients to secured services thoughout the service lifecycle, including registration for access to services, delivery of security keys, delivery/reception of secured content, and termination of access to services.

For Push/CBS, no explicit security support is provided by the bearer. Any confidentiality requirements are the responsibility of the Push Initiator to address, e.g. through delivery of pre-encrypted content via PTM-Push, with content decryption by the target application. Any service lifecycle aspects are also the responsibility of the Push Initiator and Client Application to coordinate.
For OTA-PTM operations that occur over point-to-point bearers, e.g. Push Service Registration and unicast Push delivery as applicable to a OTA-PTM enabled service, the applicable client and server authentication mechanisms are provided by the specific point-to-point transport protocol binding. Push Clients and Push Servers MAY rely upon the authentication mechanisms provided by the underlying point-to-point transport protocol binding.
Push Clients and Push Servers MAY support requester authentication by network address. 
For secure HTTP connections, Push Clients MAY support authentication of Push Servers by presence of a valid server certificate received in TLS connection setup.

For HTTP connections, Push Clients and Push servers MAY support the client authentication mechanisms defined in [SEC_CF]:
· client certificates
· Generic Bootstrap Architecture (GBA)-derived credentials used as username and password in HTTP Digest authentication, or as pre-shared secret in PSK-TLS
Authorization for use of Push services, e.g. the authorization of a Push Server to deliver Push content to a Push Client, is a deployment-specific concern. Where necessary, authorization is assumed to be based upon the pre-existence of a Push service delivery arrangement, e.g. through the Push Service Registration, and presence of valid authentication for the interfacing entity, as required.
Trust relationships between Push Clients and Push Servers are based upon the supported mechanisms for authentication and authorization, i.e. either through the facilities of the specific OTA-PTM bindings, or through explicit support by the Push Client and Push Server. Explicit mechanisms for trust establishment and termination include:

· management of the Push Whitelist
· the Push Service Registration procedure
Trust relationships between Push Clients and Push Intiators are based upon the trust each places in the Push Server via which Push content is delivered. Mechanisms for directly establishing and terminating trust between Push Client and Push Intiator are application-specific and not defined by OMA Push. As described in section 6.2.4, the Push Server can disclose its trust of the Push Intiator, and the address of the Push Intiator, via Push-OTA message headers. The Push Client, as described in section 6.2.5, can use these indications to associate specific Push messages with trusted Push Initiators.
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