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1 Reason for Change

This contribution proposes the text of the malicious application operations and functions. Malicious Application Report procedure occurs between the Storefront and the TAS Client components, so the descriptive text is to be inserted to both of them, i.e. to the section 8.1 (of the Storefront) and 8.4 (of the TAS Client).
Besides, Malicious Application Notification procedure occurs between the Storefront and the Developer Support components, so the descriptive text is to be inserted to both of them, i.e. to the section 8.1 (of the Storefront) and 8.2(of the Developer Support).
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss this contribution and to apply the detailed change in the ER if agreed.
6 Detailed Change Proposal

Change 1:  Add the following text to Section 8.1
8.1.X  Malicious Application 
After trust is established between the Storefront and the TAS Client, the Storefront can send applications to the TAS Client when requested. The report from the TAS Client is defined as the Malicious Application Report message in section 9.2.2.1 which consists of   the ID of the application to be reported as a malicious application, and might also include the comment which is the reason to report this Malicious Application, or suggestion to handle this Malicious Application. Upon receiving the message, the Storefront SHALL extract all applications IDs, and send Malicious Application Response defined in section 9.2.2.2.back to the TAS Client .The Malicious Application Response consists of the result which is the Status code or error information.

Besides, after trust is established between the Storefront and the Developer Support, the Storefront SHALL send Malicious Application Notification to notify the developer support when a list of malicious application regarding to the Developer support is ready. Malicious Application Notification consists of a list of application IDs to be notified. The list  named as Commentlist SHALL include the Number of application IDs in this list, might include the ID  of the application and the Reason to notify this Malicious Application, or suggestion to handle this  Malicious Application.
Change 2:  Add the following text to Section 8.4.X
8.4.X  Malicious Application 
After trust is established between the Storefront and the TAS Client, the TAS Client can send a Malicious Application Report  to the Storefront to provide certain  information of malicious applications.
The TAS Client SHALL provide the ID of this Application, and should provide comment why this application is reported as malicious if possible. TAS Client is expected to receive Malicious Application Response message defined in section 9.6.1.2 after sending the Malicious Application Report. Upon receiving this message, the TAS Client is aware whether this reporting procedure is successful or not. An error code or information will be provided if this procedure fails.
Change 3:  Add the following text to Section 8.2.X
8.2.X  Malicious Application 
After trust is established between the Storefront and the Developer Support, the Developer Support can send Malicious

Application Notification Response to the Storefront when receiving Malicious Application Notification message defined  
in section 9.6.1.1.If the procedure to notify the malicious application to the Developer Support is successful, the status code
in Malicious Application Notification Response message SHOULD be success. Otherwise, the status code SHOULD NOT be
success, and the status code and error information SHOULD be included.
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