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1 Reason for Change

This contribution is to update the SSO flow to align with the message definitions and also provides  some improvements.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree this CR.
6 Detailed Change Proposal

Change 1:  Flow  of Single Sign-On
7.3.5 Single Sign-On (SSO)
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Figure 7: Flow of Single Sign-On
Flow of Single Sign-On(SSO) in Figure 7 is  described as below:
1. UCD Client sends SSOLoginRequest to Slave UCD Server to access services. This message includes user identifier in Slave UCD Server. This message may also include a valid SSOToken.
2. Slave UCD Server checks if this request includes a valid authentication assertion (i.e., SSOToken) generated by Master UCD Server. If yes, then go to step 5 directly. If no, slave UCD Server redirects UCD Client to Master UCD Server with the message HTTP Response with AuthnRequest defined in [LibertyBindProf] [LibertyProtSchema]. 

Before issuing authentication assertion, Master UCD Server MUST authenticate the user as below:

2.1 Master UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.

2.2 UCD Client replies to Master UCD Server. The message includes user authentication information e.g., digest of user credentials.

2.3 Master UCD Server authenticates the user. Master UCD Server replies to UCD Client with the message 200 OK.
3. Master UCD Server generates authentication assertion (i.e., SSOToken) for the user. 
Master UCD Server redirects UCD Client to Slave UCD Server with the message HTTP Response with AuthnReponse (including authentication assertion) defined in [LibertyBindProf] [LibertyProtSchema]. 
4. Slave UCD Server validates authentication assertion as in [LibertyBindProf] [LibertyProtSchema].

5. Slave UCD Server responds UCD Client with the message SSOLoginResponse that either allows or denies access to the originally requested resource.
It is RECOMMENDED that the HTTP be made over TLS to maintain confidentiality and message integrity.
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