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1 Reason for Change

This CR is to do message signature to provide message integrity.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Message Signature
7.1.1 Registration Request and Response
The UCD Client send User Registration request to the UCD Server to create a user account. 

A root element named userRegistrationRequest of  type UserRegistrationRequest is allowed in the request body.

 A root element named userRegistrationResponse of  type UserRegistrationResponse is allowed in the response body.
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The following table describes the elements of the UserRegistrationRequest structure.

	Element
	Type
	Cardinality
	Description

	userId 
	String
	1
	The identity of the user

	Passwd
	String
	1
	The password of the user

	status 
	String
	1
	The status of the user,e.g. “normal”,”suspended”

	quota
	Integer
	1
	The capacity of the user, in MByte

	contactInfo
	String
	0…1
	The contact info of the user, for example, the mobile phone number and the email address of the user 

	messageSignature
	String
	1
	This field is mandatory to provide message integrity and to prevent user information (e.g., userId, Password) from being tampered with.


Table 12: UserRegistrationRequest structure
The following table describes the elements of the RegistrationResponse structure

	Element
	Type
	Cardinality
	Description

	result 
	Result
	1
	The result of the request processing

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 13: UserRegistrationResponse structure
7.1.2 User Login Request and Response
The UCD Client send User Login request to UCD Server before using UCD services.

A root element named userLoginRequest of  type UserLoginRequest is allowed in the request body.

 A root element named userLoginResponse of type UserLoginResponse is allowed in the response body.
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The following table describes the elements of  a UserLoginRequest structure.
	Element
	Type
	Cardinality
	Description

	userId 
	String
	1
	The identity of the user


Editor’s Note: To check whether messageSignature is needed.
Table 14: UserLoginRequest structure 
The following table describes the elements of a UserLoginResponse structure.
	Element
	Type
	Cardinality
	Description

	result
	Result
	1
	The result of the request processing.

	serverId
	anyURI
	0…N
	The list of UCD Server address

	messageSignature
	String
	0…1
	This field is optional to provide message integrity and to prevent UCD Server address from being tampered with.


Table 15: UserLoginResponse structure
7.1.3 SSO Login Request and Response
The UCD Client send  SSO login request to UCD Server to log in to the slave UCD Server by using the SSO mechanism. 

A root element named SSOLoginRequest of type SSOLoginRequest is allowed in the request body.

 A root element named SSOLoginResponse of type SSOLoginResponse is allowed in the response body.
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The following table describes the elements of a SSOLoginRequest structure.

	Element
	Type
	Cardinality
	Description

	userId 
	String
	1
	The user identifier in the Slave UCD Server

	ssoToken
	String
	0…1
	If SSO token is empty or invalid, the UCD Sever MUST redirect UCD Client to get a valid SSO token before allowing to access services.

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.

If the filed ssoToken is not empty, this message MUST be signed.


Table 16: SSOLoginRequest structure
The following table describes the elements of a SSOLoginResponse structure.
	Element
	Type
	Cardinality
	Description

	result
	Result
	1
	The result of the request processing.

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 17:  SSOLoginResponse structure

7.1.4 Single Logout Request and Response
The UCD Client send  single logout request to UCD Server to logout from all the UCD Servers.

A root element named SingleLogoutRequest of  type SingleLogoutRequest is allowed in the request body.

 A root element named SingleLogoutResponse of type SingleLogoutResponse is allowed in the response body.
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The following table describes the elements of a SingleLogoutRequest structure.

	Element
	Type
	Cardinality
	Description

	userIdM 
	String
	1
	The user identifier in the Master UCD Server

	userIdS
	String
	1
	The user identifier in the Slave UCD Server

Editor’s Note: to check whether to have multiple userIdS when logout from UCD Master Server

	serverId
	anyURI
	1
	The address of the Master UCD Server (when SingleLogoutRequest initiated at the Slave UCD Server)  or the address of the Slave UCD Server (when SingleLogoutRequest initiated at the Master UCD Server)  associated with userIdM or userIdS

Editor’s Note: to check whether to have multiple serverId when logout from UCD Master Server

	messageSignature
	String
	0…1
	This field is optional and is used for message integrity protection. 

If secure transportation layer is created before exchanging message between UCD Client and UCD Server, this field is void.


Table 18:  SingleLogoutRequest structure

The following table describes the elements of a SingleLogoutResponse structure.
	Element
	Type
	Cardinality
	Description

	result
	Result
	1
	The result of the request processing.

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 19:  SingleLogoutResponse structureIdentity

7.1.5 Federation Request and Response

The UCD Client send identity federation request to UCD Server to federate the slave user account with master user account. 

A root element named IdentityFederationRequest of  type IdentityFederationRequest is allowed in the request body.

 A root element named IdentityFederationResponse of typeIdentityFederationResponse is allowed in the response body.
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The following table describes the elements of an IdentityFederationRequest structure.

	Element
	Type
	Cardinality
	Description

	userIdM
	String
	1
	The user identifier in the Master UCD Server

	userIdS
	String
	1
	The user identifier in the slave UCD Server

	serverIdM
	anyURI
	Choice
	The address of the Master UCD Server hwhen requesting federation to Slave UCD Server

	serverIdS
	anyURI
	Choice
	The address of the Slave UCD Server when requesting federation to Master UCD Server

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 20: IdentityFederationRequest structure
The following table describes the elements of an IdentityFederationResponse structure.
	Element
	Type
	Cardinality
	Description

	result
	Result
	1
	The result of the request processing.

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 21: IdentityFederationResponse structure
7.1.6 Identity Defederation Request and Response

The UCD Client send identity defederation request to UCD Server (Master UCD Server or Slave UCD Server) to defederate the slave user account with master user account. 

A root element named IdentityDefederationRequest of type IdentityDefederationRequest is allowed in the request body.

 A root element named IdentityDefederationResponse of typeIdentityDefederationResponse is allowed in the response body.
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The following table describes the elements of an IdentityDefederationRequest structure.

	Element
	Type
	Cardinality
	Description

	userIdM
	String
	1
	The user identifier in the Master UCD Server

	userIdS
	String
	1
	The user identifier in the Slave UCD Server

	serverIdM
	anyURI
	Choice
	The address of the Master UCD Server when requesting defederation to the Slave UCD Server userIdS

	serverIdS
	anyURI
	Choice
	The address of the Slave UCD Server when requesting federation to Master UCD Server

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 22: IdentityDefederationRequest structure
The following table describes the elements of an IdentityDefederationResponse structure.
	Element
	Type
	Cardinality
	Description

	result
	Result
	1
	The result of the request processing.

	messageSignature
	String
	0…1
	This field is optional to provide message integrity.


Table 23: IdentityDefederationResponse structure
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