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1 Reason for Change

This contribution proposes add appendix G Authorization aspects for UCD-2.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Add the following section
Appendix G. Authorization aspects
(Normative)
This appendix specifies how to use the RESTful Unified Cloud Disk API in combination with some authorization frameworks.

G.1 Use with OMA Authorization Framework for Network APIs
The RESTful UCD API MAY support the authorization framework defined in [Autho4API_10].

A RESTful UCD API supporting [Autho4API_10]:

· SHALL conform to section D.1 of [REST_NetAPI_Common]; 

· SHALL conform to this section G.1. 

G.1.1 Scope values
G.1.1.1 Definitions

In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the resources exposed by the RESTful UCD API:

· SHALL support the scope values defined in the table below;

· MAY support scope values not defined in this specification.

	Scope value
	Description
	For one-time access token

	oma_rest_ucd.all_{apiVersion}
	Provide access to all defined operations on the resources in this version of the API. The {apiVersion} part of this identifier SHALL have the same value as the “apiVersion” URL variable which is defined in section 5.1. This scope value is the union of the other scope values listed in next rows of this table.
	No


Table 2: Scope values for RESTful UCD API
G.1.1.2 Downscoping

Not applicable in this version of the specification as there is only one scope value defined.
G.1.1.3 Mapping with resources and methods

The single scope value defined in section G.1.1.1above maps to all REST resources and methods defined in the subsections of section 6.

G.1.2 Use of ‘acr:auth’

This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An ‘acr’ URI of the form ‘acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user identifier in the resource URL path.

A client MAY use ‘acr:auth’ in a resource URL in place of a {userId} when the RESTful UCD API is used in combination with [Autho4API_10].
In the case the RESTful NMS API supports [Autho4API_10], the server:

· SHALL accept ‘acr:auth’ as a valid value for the resource URL variable {userId}
· SHALL conform to [REST_NetAPI_Common] section 5.8.1.1 regarding the processing of ‘acr:auth’.
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