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Change 1:  
3.1.1 
3.1.2 
3.1.3 
7.3.5 Single Sign-On (SSO)




Figure 7: Flow of Single Sign-On
Flow of Single Sign-On(SSO) in Figure 7 is described as below:
1. UCD Client sends SSOLogin Request to Slave UCD Server to access services. This message includes user identifier in Slave UCD Server. This message may also include a valid SSOToken.
2. Slave UCD Server checks if this request includes a valid authentication assertion (i.e., SSOToken) generated by Master UCD Server. If yes, then go to step 6 directly. If no, slave UCD Server redirects UCD Client to Master UCD Server with the message HTTP Response with AuthnRequest defined in [LibertyBindProf] [LibertyProtSchema]. 
Before issuing authentication assertion, Master UCD Server MUST authenticate the user as below:
2.1 Master UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.
2.2 UCD Client replies to Master UCD Server. The message includes user authentication information e.g., digest of user credentials.
2.3 Master UCD Server authenticates the user. Master UCD Server replies to UCD Client with the message 200 OK.
3. Master UCD Server generates authentication assertion (i.e., SSOToken) for the user. 
Master UCD Server redirects UCD Client to Slave UCD Server with the message HTTP Response with AuthnReponse (including authentication assertion) defined in [LibertyBindProf] [LibertyProtSchema]. 
4. Slave UCD Server validates authentication assertion as in [LibertyBindProf] [LibertyProtSchema].
5. Slave UCD Server SHOULD get some user information by means of checking the SSOToken
5.1 Slave UCD Server sends SSO user information request to Master UCD Server. This message includes a valid SSOToken.
5.2 Master UCD Server replies to Slave UCD Server. The message includes user information
56. Slave UCD Server responds UCD Client with the message SSOLogin Response that either allows or denies access to the originally requested resource.

It is RECOMMENDED that the HTTP be made over TLS to maintain confidentiality and message integrity.
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