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1 Reason for Change

This contribution proposes to fix OMA-ER-UCD-V1_0-20140708-D according to CONR.
This contribution also aims to close the following CONRR comments:

	A042
	2014.07.22
	E
	all
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: To change “SSO Token”, “SSOToken”, and “SSO token” to ssoToken
	Status: OPEN 
<provide response>

	A043
	2014.07.22
	T
	3.3
	Source: Alcatel-Lucent

Form: INP 
Comment: missing some abbreviations like SSO, UVE, SNeW, Autho4API, etc.

Proposed Change: To add some abbreviations like SSO, UVE, SNeW, and Autho4API
	Status: OPEN 
<provide response>

	A044
	2014.07.22
	E
	6.3.1.1
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
6.3.1.1 UCD Server

The UCD Server is an UCD Enabler component resident in the network (outside the device) and is the entry point to the enabler for all the requests coming from an UCD Client. It represents the central node of an OMA Compliant cloud storage system that federates or interacts with other cloud storage systems (e.g.  other UCD Servers or external storage servers).
The UCD Server exposes interfaces including UCD-1and UCD-2.
The UCD Server supports the following functions:

· Basic storage service:  the UCD Server handles the service requests from the UCD Client through UCD-1 interface or external entities (e.g. third party applications) through UCD-2 interface and invokes the storage resource of its own to access user’s data/files. The UCD Server is responsible for managing files including uploading/downloading files on to appropriate storage services, updating and deleting files.  The UCD Server is also maintains the metadata of the files being stored on its local storage,  including (not limited to) name, size, owner, storage location etc.

· Federated cloud storage service: when the peer entity is an OMA compliant storage system (e.g. other UCD Server), the UCD Server interacts with other UCD Servers when requested by the user to exchange the data/files (e.g. copy/move files)  between the UCD Servers through UCD-2 interface. The UCD Server also handles the request from other UCD Server to access it’s its local data of the user. This enables the user to manipulate the files cross different UCD Servers.
	Status: OPEN 
<provide response>

	A045
	2014.07.22
	E
	6.3.3.2
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
6.3.3.2 UCD-2
This interface is exposed by the UCD Server through Network APIs. It can be used by either 3rd party applications or other UCD Servers.

When it is used by other UCD Servers, this interface is exposed, and used, by UCD Servers. This enables federation between OMA compliant cloud storage service providers.

It supports:

· User authentication, and authorization using Autho4API.

· Application management such as policy management, application log retrieval

· access of data or files of users
	Status: OPEN 
<provide response>

	A046
	2014.07.22
	E
	7.1.1.3
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.1.1.3 UCD Identity Federation

End user has selected which UCD Server as her/his Master UCD Server and which UCD Server as her/his Slave UCD Server. 

End user wants to make her/his account in Slave UCD Server federate with her/his account in Master UCD Server.

End user has logged in Master UCD Server or Slave UCD server. 

If end user logins Master UCD Server, identity federation request is initialled at Master UCD Server:

· UCD Client SHALL send the message IdentityFederationRequest to Master UCD Server defined in section 9.1.2.6.1 includes user identifier.
· After receiving the message IdentityFederationResponse defined in section 9.1.2.6.1, UCD Client SHALL extract the parameter result to verify if this identity federation request is successful. If successful, UCD Client SHALL extract the parameter ssoToken and keep it for SSO request later.
If end user logins Slave UCD Server, identity federation request is initialled at Slave UCD Server:

· UCD Client SHALL send the message IdentityFederationRequest to Slave UCD Server defined in section 9.1.2.6.1 includes user identifier.
· After receiving the message IdentityFederationResponse defined in section 9.1.2.6.1, UCD Client SHALL extract the parameter result to verify if this identity federation request is successful. If successful, UCD Client SHALL extract the parameter ssoToken and keep it for SSO request later.

	Status: OPEN 
<provide response>

	A047
	2014.07.22
	E
	7.1.1.4
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.1.1.4 UCD Identity Defederation

End user wants to defederate his/her account in Slave UCD Server from his/her account in Master UCD Server.

If end user has logged in Master UCD Server, identity defederation request is initialled at Master UCD Server:

· UCD Client SHALL send the message IdentityDefederationRequest to Master UCD Server defined in section 9.1.2.7.1 includes user identifier.
· UCD Client SHALL receive the message IdentityDefederationResponse defined in section 9.1.2.7.1 from Master UCD Server to confirm the defederation. 
If end user has logged in Slave UCD Server, identity federation request is initialled at Slave UCD Server:

· UCD Client SHALL send the message IdentityDefederationRequest to Slave UCD Server defined in section 9.1.2.7.1 includes user identifier.
· UCD Client SHALL receive the message IdentityDefederationResponse defined in section 9.1.2.7.1 from Slave UCD Server to confirm the defederation.

	Status: OPEN 
<provide response>

	A048
	2014.07.22
	E
	7.1.1.5
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.1.1.5 UCD SSO Login
End user wants to access Slave UCD Servers with a valid ssoToken.

UCD Client SHALL send  SSOLoginRequest defined in section 9.1.2.4.1 to Slave UCD Server to access services. This message includes user identifier in Slave UCD Server. This message may also include a valid ssoToken.

UCD Client SHALL receive  the message SSOLoginResponse defined section 9.1.2.4.1from Slave UCD Server. UCD Client can access Slave UCD Server successfully with a valid ssoToken.

	Status: OPEN 
<provide response>

	A049
	2014.07.22
	E
	7.1.1.6
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.1.1.6 UCD Single Logout

End user has logged in UCD Servers with SSO service. 

End user wants to single logout from all UCD Servers.

If single logout request is initialled at Master UCD Server:

· UCD Client SHALL send the message SingleLogoutRequest to Master UCD Server defined in section 9.1.2.5.1 includes user identifier.
· UCD Client SHALL receive SingleLogoutResponse defined in section 9.1.2.5.1 from Master UCD Server to confirm that UCD Client logout from all Slave UCD Servers.
If single logout request is initialled at Slave UCD Server:

· UCD Client SHALL send the message SingleLogoutRequest to Slave UCD Server defined in section 9.1.2.5.1 includes user identifier.
· UCD Client SHALL receive SingleLogoutResponse defined in section 9.1.2.5.1 from Slave UCD Server to confirm that UCD Client logout from all Slave UCD Servers.

	Status: OPEN 
<provide response>

	A050
	2014.07.22
	E
	7.2.1.3
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.2.1.3 UCD Identity Federation

End user has selected which UCD Server as her/his Master UCD Server and which UCD Server as her/his Slave UCD Server. 

End user wants to make her/his account in Slave UCD Server federate with her/his account in Master UCD Server.

End user has logged in Master UCD Server or Slave UCD server. 

If end user logins Master UCD Server, identity federation request is initialled at Master UCD Server:

· Master UCD Server SHALL receive the message IdentityFederationRequest defined in section 9.1.2.6.1 includes user identifier from UCD Client.
· Master UCD Server SHALL redirect the message RegisterNameIdentifierRequest  defined in section 9.1. 2.6.2 from UCD Client to Slave UCD Server.
· Slave UCD Server SHALL redirect the message RegisterNameIdentifierResponse defined in section 9.1. 2.6.2 from UCD Client to Master UCD Server.
· Master UCD Server SHALL send IdentityFederationResponse.defined in section 9.1. 2.6.1 to UCD Client. This message includes ssoToken for SSO service later.
If end user logins Slave UCD Server, identity federation request is initialled at Slave UCD Server:

· Slave UCD Server SHALL receive the message IdentityFederationRequest defined in section 9.1. 2.6.1 includes user identifier from Slave UCD Client.
· Slave UCD Server SHALL redirect the message RegisterNameIdentifierRequest  defined in section 9.1. 2.6.2 from UCD Client to Master UCD Server.
· Master UCD Server SHALL redirect the message RegisterNameIdentifierResponse defined in section 9.1. 2.6.2 from UCD Client to Slave UCD Server.
· Slave UCD Server SHALL send IdentityFederationResponse.defined in section 9.1. 2.6.1 to UCD Client. This message includes ssoToken for SSO service later.

	Status: OPEN 
<provide response>

	A051
	2014.07.22
	E
	7.2.1.4
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.2.1.4 UCD Identity Defederation

End user wants to defederate his/her account in Slave UCD Server from his/her account in Master UCD Server.

If end user has logged in Master UCD Server, identity defederation request is initialled at Master UCD Server:

· Master UCD Server SHALL receive the message IdentityDefederationRequest defined in section 9.1. 2.7.1 includes user identifier from UCD Client.
· Master UCD Server SHALL redirect the message FederationTerminationNotification defined in section 9.1. 2.7.2 from UCD Client to Slave UCD Server. Slave UCD Server SHALL remove the binding relationship with the account in Master UCD Server.
· Slave UCD Server SHALL redirect “200 OK” from UCD Client to Master UCD Server. Master UCD Server SHALL remove the binding relationship with the account in Slave UCD Server.
· Master UCD Server SHALL send the message IdentityDefederationResponse.defined in section 9.1. 2.7.1 to UCD Client. 
If end user has logged in Slave UCD Server, identity federation request is initialled at Slave UCD Server:

· Slave UCD Server SHALL receive the message IdentityDefederationRequest defined in section 9.1. 2.7.1 includes user identifier from UCD Client.
· Slave UCD Server SHALL redirect the message FederationTerminationNotification defined in section 9.1. 2.7.2 from UCD Client to Master UCD Server. Master UCD Server SHALL remove the binding relationship with the account in Slave UCD Server.
· Master UCD Server SHALL redirect  “200 OK” from UCD Client to Slave UCD Server. Slave UCD Server SHALL remove the binding relationship with the account in Master UCD Server.
· Slave UCD Server SHALL send the message IdentityDefederationResponse.defined in section 9.1. 2.7.1 to UCD Client.

	Status: OPEN 
<provide response>

	A052
	2014.07.22
	E
	7.2.1.5
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.1.2.5 UCD SSO Login

End user wants to access Slave UCD Servers with a valid ssoToken.

If the message SSOLoginRequest defined in section 9.1. 2.4.1has no valid ssoToken when UCD Client sends this message to Slave UCD Server:

· Slave UCD Server redirects UCD Client to Master UCD Server with the message AuthnRequest defined in section 9.1. 2.4.2.

· Master UCD Server generates authentication assertion (including ssoToken).
· Master UCD Server redirects UCD Client to Slave UCD Server with the message AuthnReponse (including authentication assertion) defined in section 9.1. 2.4.2.

· Slave UCD Server SHALL validate authentication assertion. If successful, Slave UCD Server responds UCD Client with the message SSOLoginResponse defined section 9.1. 2.4.1 and allows UCD Client to access

	Status: OPEN 
<provide response>

	A053
	2014.07.22
	E
	7.2.1.6
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.2.1.6 UCD Single Logout

End user has logged in UCD Servers with SSO service. 

End user wants to single logout from all UCD Servers.

If single logout request is initialled at Master UCD Server:

· Master UCD Server SHALL receive the message SingleLogoutRequest defined in section 9.1. 2.5.1 includes user identifier from UCD Client.
· Master UCD Server SHALL discover all Slave UCD Servers which the end user has logged in with ssoToken issued by this Master UCD Server. Then, Master UCD Server SHALL separately redirect the message LogoutRequest defined in section 9.1. 2.5.2 from UCD Client to those Slave UCD Servers.
· Each Slave UCD Server SHALL make the end user logout and SHALL redirect the message LogoutResponse defined in section 9.1. 2.5.2 from UCD Client to Master UCD Server. 
· After receiving the messages LogoutResponse defined in section 9.1. 2.5.2 from all those Slave UCD Servers, Master SHALL send SingleLogoutResponse defined in section 9.1. 2.5.1 to UCD Client and confirm that UCD Client logout from those Slave UCD Servers.
If single logout request is initialled at Slave UCD Server:

· Slave UCD Server SHALL receive the message SingleLogoutRequest defined in section 9.1. 2.5.1 includes user identifier from UCD Client.
· Slave UCD Server SHALL redirect the message LogoutRequest defined in section 9.1. 2.5.2 from UCD Client to Master UCD Server.  
· Master UCD Server SHALL discover other Slave UCD Servers which the end user has logged in with ssoToken issued by this Master UCD Server. Then, Master UCD Server SHALL separately redirect the message LogoutRequest defined in section 9.1. 2.5.2 from UCD Client to other Slave UCD Servers. Each Slave UCD Server SHALL make the end user logout and SHALL redirect the message LogoutResponse defined in section 9.1. 2.5.2 from UCD Client to Master UCD Server.
· Master UCD Server SHALL redirect the message LogoutResponse defined in section 9.1. 2.5.2 from UCD Client to the Slave UCD Server which initialled this logout request. 
· After receiving the message LogoutResponse, Slave UCD Server SHALL send SingleLogoutResponse.defined in section 9.1. 2.5.1 to UCD Client and confirm that UCD Client logout from those Slave UCD Server.

	Status: OPEN 
<provide response>

	A054
	2014.07.22
	E
	7.3
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
Move section 7.3 to Appendix
	Status: OPEN 
<provide response>

	A055
	2014.07.22
	T&E
	7.3.1
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.1 identity federation request initiated from Master UCD Server
4. Master UCD Server redirects UCD Client to Slave UCD Server. The message RegisterNameIdentifierRequest in [LibertyBindProf] [LibertyProtSchema] includes address of Slave UCD Server, address of Master UCD Server, user account in Master UCD Server, user account in Slave UCD Server, Master UCD Server Certificate. This message is signed by Master UCD Server.

Slave UCD Server validates the signature of Master UCD Server.

Before recording federation information (e.g., the mapping of user accounts between Master UCD Server and Slave UCD Server), Slave UCD Server MUST authenticate the user to guarantee that this user has the right to federate user account in Master UCD Server with user account in Slave UCD Server. There are several authentication mechanisms. One possible mechanism is available as below:

4.1 Slave UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.

4.2 UCD Client replies to Slave UCD Server. The message includes user authentication information e.g., digest of user credentials.

4.3 Slave UCD Server authenticates the user. Slave UCD Server replies to UCD Client with the message 200 OK.

5. Slave UCD Server records federation information (i.e., mapping of user accounts between Master UCD Server and Slave UCD Server). 

6. Slave UCD Server redirects UCD Client to Master UCD Server. The message RegisterNameIdentifierResponse in [LibertyBindProf] [LibertyProtSchema] includes SSO Token, Slave UCD Server identity, user account in Slave UCD Server, user account in Master UCD Server, Slave UCD Server Certificate. This message is signed by Slave UCD Server.

7. Master UCD Server validates the signature of Slave UCD Server.

Maser UCD Server records mapping of user accounts between Master UCD Server and Slave UCD Server.

8. Master UCD Server responds UCD Client with the message IdentityFederationResponse including ssoToken.

	Status: OPEN 
<provide response>

	A056
	2014.07.22
	T&E
	7.3.2
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.2 identity federation request initiated from slave UCD server
4. Slave UCD Server redirects UCD Client to Master UCD Server. The message RegisterNameIdentifierRequest in [LibertyBindProf] [LibertyProtSchema] includes address of Master UCD Server, address of Slave UCD Server, user account in Master UCD Server, user account in Slave UCD Server, Slave UCD Server Certificate. This message is signed by Slave UCD Server.

Slave UCD Server validates the signature of Master UCD Server.

Before recording federation information (e.g., the mapping of user accounts between Master UCD Server and Slave UCD Server), Master UCD Server MUST authenticate the user to guarantee that this user has the right to federate user account in Master UCD Server with user account in Slave UCD Server. There are several authentication mechanisms. One possible mechanism is available as below:

4.1 Master UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.

4.2 UCD Client replies to Master UCD Server. The message includes user authentication information e.g., digest of user credentials.

4.3 Master UCD Server authenticates the user. Master UCD Server replies to UCD Client with the message 200 OK.

5. Master UCD Server records federation information (i.e., mapping of user accounts between Master UCD Server and Slave UCD Server). 

6. Master UCD Server redirects UCD Client to Slave UCD Server. The message RegisterNameIdentifierResponse in [LibertyBindProf] [LibertyProtSchema] includes SSO Token, Master UCD Server identity, user account in Slave UCD Server, user account in Master UCD Server, Master UCD Server Certificate. This message is signed by Master UCD Server.

7. Slave UCD Server validates the signature of Master UCD Server.

Slave UCD Server records mapping of user accounts between Master UCD Server and Slave UCD Server.

8. Slave UCD Server responds UCD Client with the message IdentityFederationResponse including ssoToken.


	Status: OPEN 
<provide response>

	A057
	2014.07.22
	E
	7.3.3
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.3 identity defederation request initiated from Master UCD Server
4. Master UCD Server redirects UCD Client to Slave UCD Server. The message FederationTerminationNotification in [LibertyBindProf] [LibertyProtSchema] includes address of Slave UCD Server, address of Master UCD Server, user account in Master UCD Server, user account in Slave UCD Server, Master UCD Server Certificate. The message is signed by Master UCD Server.

Slave UCD Server validates the signature of Master UCD Server.

Before invalidating the federated information (e.g., the mapping of user accounts between Master UCD Server and Slave UCD Server), Slave UCD Server MUST authenticate the user to guarantee that this user has the right to do such defederation. There are several authentication mechanisms. One possible mechanism is available as below:

4.1 Slave UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.

4.2 UCD Client replies to Slave UCD Server. The message includes user authentication information e.g., digest of user credentials.

4.3 Slave UCD Server authenticates the user. Slave UCD Server replies to UCD Client with the message 200 OK.


	Status: OPEN 
<provide response>

	A058
	2014.07.22
	E
	7.3.4
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.4 identity defederation request initiated from Slave UCD Server
4. Slave UCD Server redirects UCD Client to Master UCD Server. The message FederationTerminationNotification in [LibertyBindProf] [LibertyProtSchema] includes address of Master UCD Server, address of Slave UCD Server, user account in Master UCD Server, user account in Slave UCD Server, Slave UCD Server Certificate. This message is signed by Slave UCD Server.

Master UCD Server validates the signature of Slave UCD Server.

Before invalidating the federated information (e.g., the mapping of user accounts between Master UCD Server and Slave UCD Server), Master UCD Server MUST authenticate the user to guarantee that this user has the right to do such defederation. There are several authentication mechanisms. One possible mechanism is available as below:

4.1 Master UCD Server responds to UCD Client to authenticate the user. The message may include a challenge or random to be used for authenticating the user.

4.2 UCD Client replies to Master UCD Server. The message includes user authentication information e.g., digest of user credentials.

4.3 Master UCD Server authenticates the user. Master UCD Server replies to UCD Client with the message 200 OK.


	Status: OPEN 
<provide response>

	A059
	2014.07.22
	T
	7.3.6
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.6 Single Logout Initiated at Master UCD Server
4. Master UCD Server SHALL discover all Slave UCD Servers which the end user has logged in with ssoToken issued by this Master UCD Server. Master UCD Server redirects UCD Client to one of those Slave UCD Servers. The message LogoutRequest in [LibertyBindProf] [LibertyProtSchema] should be signed by Master UCD Server. The message includes address of Slave UCD Server, address of Master UCD Server, user account in Master UCD Server, user account in Slave UCD Server, Master UCD Server Certificate.

5. Slave UCD Server validates Master UCD Server’s signature. If the signature is that of the Master UCD Server that provided the authentication for the Principal’s current session, the Slave UCD Server MUST invalidate the user’s session(s) referred to by the < NameIdentifier> element, and any SessionIndex elements supplied in the message. The Slave UCD Server MUST apply the logout request message to any assertion that meets the requirements (e.g., a) The SessionIndex of the assertion matches one specified in the logout request. b) The assertion would otherwise be valid) even if the assertion arrives after the logout request.

6. Slave UCD Server redirects UCD Client to Master UCD Server with the message LogoutResponse in [LibertyBindProf] [LibertyProtSchema]. This message is signed by Slave UCD Server. 
Master UCD Server validates Slave UCD Server’s signature and confirms that the end user logs out the Slave UCD Server.

With repeating steps 4, 5 and 6, Master UCD Server makes the end users log out the rest of those Slave UCD Servers separately.
7. Master UCD Server replies to UCD Client with the message SingleLogoutResponse.


	Status: OPEN 
<provide response>

	A060
	2014.07.22
	T
	7.3.7
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
7.3.7 Single Logout Initiated at Slave UCD Server
3. Master UCD Server validates Slave UCD Server’s signature. If the signature is that of the Slave UCD Server that provided the authentication for the Principal’s current session, Master UCD Server’s current session with the user MUST be terminated, and no more authentication assertions for the user are to be given to Slave UCD Servers.
Master UCD Server SHALL discover other Slave UCD Servers which the end user has logged in with ssoToken issued by this Master UCD Server. Then, Master UCD Server SHALL separately redirect the message LogoutRequest from UCD Client to other Slave UCD Servers. Each Slave UCD Server SHALL make the end user logout and SHALL redirect the message LogoutResponse from UCD Client to Master UCD Server

	Status: OPEN 
<provide response>

	A063
	2014.07.22
	E
	9.1.2.3
	Source: Alcatel-Lucent

Form: INP 
Comment: 
Proposed Change: 
In Table 21.

Editor’s Note: to check use “logs into” or “logins”

	Status: OPEN 
<provide response>


2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the CR.
6 Detailed Change Proposal
See attachment.
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