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1 Reason for Change

Providing the username and password should not be the only way to provide access to non-CAB address book / 3rd party systems on user’s behalf. With the popularization of OAuth and the definition of the Autho4API Enabler it seems reasonable to add support of tokens as an alternative way to provide access to 3rd party systems
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to discuss and approve the proposed changes.
6 Detailed Change Proposal

5.2.1.1 Structure
The CAB Feature Handler document SHALL conform to the structure of the “feature handler” document described in this subclause. The schema definition is provided in sub-clause 5.3.2.3

The <feature-handler> element:

1. MAY include one or more <cab-feature> elements indicating an instance of a CAB feature request

Each <cab-feature> element SHALL have an ‘id’ attribute representing a unique ID within the document assigned to each request and:

a) SHALL include either a <contact-share>, <import-non-cab>, <import-profile>, <export-profile> or <subscribe-profile> element indicating the type of CAB feature request.

b) SHALL include a <response> element indicating a CAB feature response indicating the status of corresponding CAB feature request type e.g. <contact-share> or <import-non-cab>

Each <contact-share> element indicating a Contact Share request:

i SHALL contain the <recipients-list> element which includes the <list> child element, indicating the list of recipients to which the contact data is to be shared with. The <list> element SHALL include one or more:

1) <entry> elements with a  ‘uri’ attribute indicating the recipient URI
ii MAY include <note> element which carries the information set by the CAB User.
iii MAY include <display-name> element which carries the name suggested by the CAB User.
iv MAY include <format> element to indicate the explicit format to be used for this request, if the recipient is a non-CAB User.
v MAY include <delivery-report-request> element to indicate whether the CAB User sharing the contact data would like to request delivery report for the Contact Share request from each of the recipients.
vi MAY include <delivery-report-status> element to indicate the status of the delivery report for the Contact Share request. The <delivery-report-status> element MAY include one or more <delivery-report> elements each indicating the delivery report for the corresponding <recipient-URI>. 
Each <delivery-report> element 
1) SHALL include <entry-report> element with a ‘uri’ attribute to indicate the recipient for which the delivery status is being reported.

2) SHALL include <delivery-status> element to indicate the delivery status. The <delivery-status>:

(a) SHALL contain a <code> indicating a response status code,

(b) MAY contain a <phrase> indicating a phrase associated with the response.
If recipient is a CAB User the <delivery-status> value is aligned with the <delivery-notification-list> in [OMA XDM Core].

vii SHALL contain a <data> element containing the data or reference to data to be shared

Each <data> element:

1) SHALL contain <PCC> and/or <AB> elements

Each <PCC> element MAY contain the following child element:

(a) a <filter-set> element that contains information about filters to be applied to the CAB User’s PCC before sharing with the recipients
Each <AB> element

(a) SHALL contain one or more <contact-entry> elements or fields within a contact entry, indicating the contact entry within the CAB User’s address book to be shared.

Each <contact-entry> element:

(i) SHALL contain a ‘contact-entry-reference’ attribute indicating the reference to the contact within the CAB User’s AB.

(ii) MAY include <filter-set> element that contains information about filters to be applied to the associated <contact-entry> before sharing with the recipients.

Each <import-non-cab> element contains import data for scheduled Non-CAB address book requests:

i SHALL contain a <non-CAB-source> element indicating the source (e.g. domain name) of the non-CAB address book system to import the address book data from

ii SHALL contain a <scheduled-interval> element indicating the interval between the successive accesses to the non-CAB address book system.

iii MAY contain an <expiration-time> element indicating the maximum duration of scheduled Non-CAB address book imports requested by the user.
iv SHALL contain an encrypted <credentials> element indicating the credentials necessary to authorize access to the non-CAB address book system

Each <credentials> element SHALL contain either:

1) a <username> element and a <password> element containing respectively the user name and password that are used to access the non-CAB address book system; or 
2) 
3) a <token> element containing a token valid to access the non-CAB address book system;
Each <import-profile> element indicating an import request of External Profile information from a 3rd party system:
i SHALL contain a <non-CAB-source> element indicating the source (e.g. domain name) of the 3rd party system to import the profile information from

ii SHALL contain a <scheduled-interval> element indicating the interval between the successive accesses to the 3rd party system.

iii MAY contain an <expiration-time> element indicating the maximum duration of scheduled profile imports requested by the user.
iv SHALL contain an encrypted <credentials> element indicating the credentials necessary to authorize access to the 3rd party system

Each <credentials> element SHALL contain either:

a. a <username> element and a <password> element containing respectively the user name and password that are used to access the 3rd party system;or
b. 
c. a <token> element containing a token valid to access the 3rd party system;
v MAY contain a <filter-set> element identifying the specific profile information requested to be imported from the 3rd party system

Each <export-profile> element indicating an export request of PCC information to a 3rd party system:

i SHALL contain a <non-CAB-source> element indicating the destination (e.g. domain name) of the 3rd party system to export the PCC information to

ii MAY contain an <expiration-time> element indicating the maximum duration of scheduled profile subscriptions requested by the user.
iii SHALL contain a <scheduled-interval> element indicating the interval between the successive accesses to the 3rd party system.

iv MAY contain an <expiration-time> element indicating the maximum duration of scheduled profile exports requested by the user.
v SHALL contain an encrypted <credentials> element indicating the credentials necessary to authorize access to the 3rd party system

Each <credentials> element SHALL contain either:

a. a <username> element and a <password> element containing respectively the user name and password that are used to access the 3rd party system;or
b. 
c. a <token> element containing a token valid to access the 3rd party system;
vi MAY contain a <filter-set> element filtering the PCC information to be exported to the 3rd party system

Each <subscribe-profile> element indicating a subscription request to External Profile information in a 3rd party system:

i SHALL contain a <non-CAB-source> element indicating the destination (e.g. domain name) of the 3rd party system to subscribe  the External Profile information to

ii SHALL contain an encrypted <credentials> element indicating the credentials necessary to authorize access to the 3rd party system

Each <credentials> element SHALL contain either:

a. a <username> element and a <password> element containing respectively the user name and password that are used to access the 3rd party system;or
b. 
c. a <token> element containing a token valid to access the 3rd party system;
iii MAY contain a <filter-set> element identifying the specific profile information in the 3rd party system requested to be subscribed
The security procedures defined in sub clause 5.1.1 Authentication [OMA XDM Core] SHALL be supported to ensure secure transfer of <username> , <password>  and <token> elements over XDM interfaces.

Each <response> element:

i SHALL contain a <code> indicating a response status code.

ii MAY contain a <phrase> indicating a phrase associated with the response.

5.2.1.2 Application Unique ID
The AUID SHALL be “org.openmobilealliance.cab-feature-handler”. 

5.2.1.3 XML Schema
The CAB Feature Handler Document SHALL conform to the XML schema in [XSD_cab_feature_handler].

5.2.1.4 Default Namespace
The default element namespace used in the CAB Feature Handler Application Usage is "urn:oma:xml:cab:feature-handler".
5.2.1.5 MIME Type
The MIME type for the CAB Feature Handler Document SHALL be “application/vnd.oma.cab-feature-handler+xml
5.2.1.6 Validation Constraints
The CAB Feature Handler Document SHALL conform to the XML Schema described in sub clause 5.3.2.3 “XML Schema”,
The <feature-handler> element represents the root node of the CAB Feature Handler Application Usage. A ‘Feature Handler’ document stored in the Users Tree SHALL contain no more than one <feature-handler> element. 

If the document proposed by the XDMC includes multiple <feature-handler> elements, then an HTTP “409 Conflict” response including the XCAP error element <constraint-failure> SHALL be returned. If included, the ‘phrase’ attribute SHOULD be set to “No more than one feature-handler element allowed”.
Each <feature-handler> element MAY contain one or more <cab-feature> elements.

Each <cab-feature> element SHALL contain only one of either a <contact-share> or an <import-non-cab> , or an <import-profile>, or an <export-profile> or a <subscribe-profile> element indicating the feature request type.

The <contact-share> element SHALL contain at least one <recipient-URI> element and a <data> element.

The <data> element SHALL contain at least one <PCC> or <AB> element and MAY contain both <PCC> and <AB> elements.

Each <import-non-cab>, <import-profile> or <export-profile> element SHALL contain only one of each <non-CAB-source>, <credentials>, <scheduled-interval> and <expiration-time> elements. And each <credentials> element SHAL contain either only one <token> element or a single set of only one of each <username> and <password> elements.

5.2.1.7 Each <subscribe-profile> element SHALL contain only one of each <non-CAB-source>, <expiration-time> and <credentials> elements. And each <credentials> element SHAL contain either only one <token> element or a single set of only one of each <username> and <password> elements.
5.2.1.8 Data Semantics
The <feature-handler> element contains a list of one of more <cab-feature> elements in sequence, each representing an instance of a CAB feature request. 

The <contact-share> element SHALL indicate that the feature request type is Contact Share.  

The ‘uri’ attribute of the <entry> element and of the <entry-report> indicates the URI of the User to which the Contact Share request is targeted. The value SHALL be a valid URI format to support underlying messaging schemes. Example values are “SIP URI”, “TEL URI”, and “mailto” uri.

The <note> element contains free text data to be shared in the Contact Share request. The value SHALL be of type “String”.

The <filter-set> element semantics SHALL conform to [RFC 4661] and [OMA XDM Core] subclause 6.1.1.3.2
The <display-name> element indicates the name suggested by the CAB User to be send with the shared data. The value is of type “String”. This element is intended to be used in the headers of the Contact Share message.

The <format> element indicates the explicit format to be used for this request, if the recipient is a non-CAB User. The value is of type String, with possible values of  “CAB1.0” to indicate CAB Format and “vCard” to indicate that IETF vCard format SHALL be used for encoding and delivery of Contact Share data.
The <delivery-report-request> element indicates the delivery report request preference for the Contact Share request. The value is of type “Boolean”. The possible values: 
“true”
if the CAB User requests the delivery report from each of the recipients.

“false” 
if the CAB User does not want to receive the delivery report from each of the recipients. This is the default value taken in the absence of <delivery-report-request> element.
The access to <delivery-status> element and its child elements SHALL be set to “read-only” for the CAB Client.
The <code> element of the <delivery-status> is of type String and SHALL contain one of the following values:

“Pending”
indicating that the Contact Share delivery report request is pending 

“Successful”
indicating that the Contact Share request is delivered to the recipient

“Failure”
indicating that the Contact Share request could not be delivered to the recipient

The <phrase> element under <delivery-status> indicates a phrase associated with the delivery status. The value SHALL be of type “String”.
The <data> element indicates the data (i.e. PCC and/or AB data) to be shared in the Contact Share request. The <data> element SHALL contain the reference to the data stored in Users Tree of either AB and/or PCC XDMS.

The <PCC> element indicates that the CAB User’s Contact View(s) of his/her own PCC data is being shared with the recipient(s). 

The <AB> element indicates that the CAB User’s AB data is being shared with the recipients. The <AB> element SHALL include one or more <contact-entry> elements indicating the contact entries from the CAB User’s AB to be shared.

Each <contact-entry> SHALL include a ‘contact-entry-reference’ attribute that indicates a reference to contact entry within the CAB User’s address book. The attribute value SHALL be a valid XCAP URI identifying a contact entry reference in the AB.
The <import-non-cab>, <import-profile>, <export-profile> or <subscribe-profile> element SHALL indicate respectively that the feature request type is scheduled import from a non-CAB address book system, import request of profile information from a 3rd party system, export request of PCC information to a 3rd party system or subscription request to profile information in a 3rd party system.

The <non-CAB-source> element indicates the source name (e.g. domain name/address) of the non-CAB address book/ 3rd party system. The value SHALL be of type “String”. The possible values used for <non-CAB-source> is out of scope of this specification and SHOULD be implemented in an enumeration of values that are subject to service provider’s policy.

The <credentials> element indicates the credentials necessary to authorize access to the non-CAB address book/ 3rd party system, and contains the following elements

a) either a set of <username> and <password> elements:

· a <username> element containing the username identifying the user of the non-CAB address book/ 3rd party system. The value SHALL be of type “String”.

· a <password> element containing the password that is used for authentication purposes. The value SHALL be of type “String”.
b) or a <token> element containing a token valid to access the non-CAB address book /3rd party system. The value SHALL be of type “String”.
The <expiration-time> element indicates the maximum duration requested by the user for periodic requests (i.e. when the value of <schedule-interval> element is greater than zero). The value SHALL be of type “Integer”, and represents the time in number of hours. This time SHALL be overridden by the maximum duration determined by the Service Providers local policy if this latter time is shorter. If <expiration-time> element is not present the default duration determined by the Service Providers local policy SHALL apply.

In the <import-non-cab>, <import-profile> and <export-profile> requests the <scheduled-interval> element indicates the interval between successive accesses to the non-CAB address book/ 3rd party system. The value SHALL be of type “Integer”, and represents the time in number of hours between each interval. The default value is “0” and SHALL indicate that the request is a one-time import/export request.
The <response> element SHALL indicate the status of the corresponding CAB feature request. The access to <response> element and its child elements SHALL be set to “read-only” for the CAB Client.

The <code> element SHALL indicate the response status code. The value is of type “String” and SHALL contain one of the following values:

a) “Success” indicating that the CAB feature request has been successfully processed by the CAB Server.

b) “Pending” indicating that the CAB feature request is in progress by the CAB Server

c) “Failure” indicating that the CAB feature request could not be processed by the CAB Server

The <phrase> element indicates a phrase associated with the response. The value SHALL be of type “String”.

The ‘id’ attribute under each of the <contact-share>, <import-non-cab> , <import-profile>, <export-profile> or <subscribe-profile>elements, represents a unique ID within this Application Usage that is assigned to each of the request(s). The value SHALL be of type “String” and SHALL be generated by the CAB Client. The CAB Client can use a unique identifier associated with a specific device (e.g. IMEI) in the ‘id’ generation procedure to ensure uniqueness in case of multiple devices assigned by the XDMS at the time of the request. The CAB Feature Handler Application Usage returns the assigned id value in the XCAP response (e.g. 200 OK, 201 Created, 202 Accepted) back to the CAB Client, for each successfully stored request. In case of collisions, the Feature Handler Application Usage SHALL send back an error to the CAB Client as specified in [OMA XDM Core] sub-clause 6.2.1 “Document Management”.

Note: The CAB Feature Handler Application Usage may remove the older <cab-feature> requests (e.g. Contact Share or import) with the reference of the “id” attribute if the storage reaches the limit based on the Service Provider’s policy.
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