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1 Reason for Change

The purpose of this CR is to propose the contents for the access permission of the Address Book and PCC documents in CAB XDMS TS based upon the following requirements related to the authorization policy given in CAB-RD-CAB-V1_0-20091130-D as well as XDM specification 2.1 (OMA-TS-XDM_Core-V2_1-20100118-D):
High Level Functional Requirements

	Label
	Description
	Enabler Release

	CAB-HLF-004
	The CAB Enabler SHALL allow the CAB User to manage (e.g.  add/change/delete Contact Entries in his/her Converged Address Book. 
	CAB V1.0

	CAB-HLF-005
	The CAB Enabler SHALL, according to the CAB User’s preferences and/or service provider’s policy, be able to either automatically or by request keep up-to-date all information of the address books of all the CAB-enabled registered devices of a CAB. 
	CAB V1.0

	CAB-HLF-006
	The CAB Enabler SHALL support named lists of Contact Entries which can be managed (i.e. created, deleted, edited) by Authorized Principals.
	CAB V1.0

	CAB-HLF-008
	The CAB Enabler SHALL support a mechanism for the CAB User to manage access and modification rights to all or a subset of the contact information stored in his/her Converged Address Book and/or Personal Contact Card to an Authorized Principal.
	CAB V1.0

	CAB-HLF-014
	The CAB Enabler SHALL allow a CAB User to manage (e.g. modify, delete, access, keep up to date) a local subset of the Converged Address Book (which is resident in the network) on a registered device.
	CAB V1.0 

	CAB-HLF-016
	The CAB Enabler SHALL be able to provide a CAB User with the CAB status  information (e.g. CAB or legacy contact, pending authorisation, corresponding CAB provider, source of contact data, …) of each of his/her contacts, based on contact’s preference and service provider policy.
	CAB V1.0

	CAB-HLF-017
	The CAB Enabler SHALL expose to other Enablers (e.g. Messaging enabler, CPM Enabler) an interface to obtain CAB information related to CAB User’s contacts, subject to user authorization and/or service provider policies.
	CAB V1.0


Authorization Requirements

	Label
	Description
	Enabler Release

	CAB-AUT-002
	The CAB Enabler SHALL prevent unauthorized access to CAB User’s related information stored in the network.
	CAB V1.0

	CAB-AUT-003
	The CAB Enabler SHALL allow the CAB User to manage authorisation rules that allow others to obtain information from the Published Contact Card (e.g. to satisfy Contact Subscriptions, contact searches).
	CAB V1.0

	CAB-AUT-004
	The CAB Enabler SHALL allow the CAB User to manage default authorization rule to be applied to any users that are not explicitly identified within the authorization rules.
	CAB V1.0


The following use cases for manipulating Address Book are taken into account in this CR:

1. The owner of the Address Book document shall be granted to access and manipulate the access permission document (authorization policy) defined for his/her Address Book document.
2. The owner of the address book shall be granted a full access to and manipulate his/her address book, i.e. create, delete, retrieve and modify.
3. The authenticated user other than the owner of the address book shall only be granted an access to the part of the address book related to himself or herself. The manipulation on this part of the address book (i.e., create, delete, retrieve and modify) may be allowed.

4. It shall be possible to grant a user or a group of users other than the owner to access a whole or part of the address book via retrieving or subscribing operation.
5. It shall be possible to grant a user or a group of users other than the owner of the address book to retrieve the related contacts that are grouped under the same characters as the requesting user has, e.g. “Kind”, “Categories”, “Interests” or “Hobbies” etc.

6. The owner of the address book shall be allowed to set different views on his/her address book, such as “Home view”, “Work view” or “Device view”, etc.
The following use cases for manipulating PCC are taken into account in this CR:

1. The owner of the PCC document shall be granted to access and manipulate the access permission document (authorization policy) defined for his/her PCC document.
2. The owner of the PCC document shall be granted a full access to and manipulate his/her PCC document, i.e. create, delete, retrieve and modify.

3. It shall be possible to grant a user or a group of users other than the owner to retrieve a whole or part of the PCC document.

4. It shall be possible to grant a user or a group of users to retrieve the part of the PCC document based upon the contact view defined by the owner of the PCC document.
5. The owner of the PCC document shall be allowed to set different views on his/her PCC, such as “Home view”, “Work view” or “Device view”, etc.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MWG-CAB group to agree with this proposal, incorporate the proposed contents into CAB XDMS TS.
6 Detailed Change Proposal

Change 1:  Add the references 
2.1 Normative References

	[OMA-SCR]
	“SCR Rules and Procedures”, Version 1.0, Open Mobile Alliance(, OMA-ORG-SCR_Rules_and_Procedures-V1_0, URL: http://www.openmobilealliance.org/

	[OMA XDM Core]
	“XML Document Management Specification”, Version 2.1, Open Mobile Alliance™,
OMA-TS-XDM_Core-V2_1, URL:http://www.openmobilealliance.org/

	[XDM_List]
	“List XDM Specification”, Version 2.0, Open Mobile Alliance(, OMA-TS-XDM_List-V2_1,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[RFC4745]
	IETF RFC 4745 “Common Policy: A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, February 2007,                           URL: http://www.ietf.org/rfc/rfc4745.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


Change 2:  Add the Access Permission Context for Address Book 

3. CAB XDM Application Usages

3.1  Address Book

3.1.1 AB Application Usage

3.1.1.1 Access Permissions

The access permissions for manipulating CAB address book documents, i.e. create, delete, retrieve and modify, SHALL conform to [OMA XDM_Core] Section “Authorization”.

If the Access Permissions document is used, it SHALL conform to [OMA XDM_Core] Section “Access Permissions Document” with the following restrictions and extensions:
In the <document-rule> element,
1) the <external-list> element SHALL matches those identities that are contained in a URI List defined in [XDM_List].

2) the <is-CAB-AB-member-type> element in the <conditions> element SHALL include a list of elements that are the child elements of the <contact> element of the requesting Principal defined in section 5.1.1.7 as following:
a. <kind >;

b. <categories>;

c. <area-of-expertise>;

d. <hobbies>;

e. <school-attended>;

f. <interests>; or

g. <related>
3) the <conditions> element MAY contain a <sphere> element as defined in [RFC4745].
4) the <actions> element May contain an <allow-retrieve-own-data> element. When the <conditions> element of a <rule> element is evaluated to be true, the <allow-retrieve-own-data> element SHALL grant to retrieve the <contact> element (including its sub elements) of the <address-book> element associated to the requesting Principal.
5) the <actions> element May contain <allow-retrieve-related-contact-data> element. When the <conditions> element of a <rule> element is evaluated to be true, the <allow-retrieve-related-contact-data> element SHALL grant to retrieve the <contact> elements (including its sub elements) that contains the same value or content of one of the following sub-elements defined in section 5.1.1.7 as the requesting Principal has,:

a. <kind >;
b. <categories>;
c. <area-of-expertise>;
d. <hobbies>;
e. <school-attended>;
f. <interests>; or
g. <related>

6) the <rule> element May contain a <transformations> element as defined in [OMA XDM_Core]. One or more child elements of the <contact> elements defined in section 5.1.1.7 SHALL be included if the <provide-all> element is not present.

Change 3:  Add the Access Permission Context for PCC

3.2 PCC
3.2.1 PCC Application Usage

3.2.1.1 Access Permissions

The access permissions for manipulating CAB address book documents, i.e. create, delete, retrieve and modify, SHALL conform to [OMA XDM_Core] Section “Authorization”.

If the Access Permissions document is used, it SHALL conform to [OMA XDM_Core] Section “Access Permissions Document” with the following restrictions and extensions:
In the <document-rule> element,
1) the <is-CAB-AB-member-type> element in the <conditions> element SHALL include a list of elements that are the child elements of the <contact> element of the requesting Principal defined in section 5.1.1.7 as following:

a. <kind >;

b. <categories>;

c. <area-of-expertise>;

d. <hobbies>;

e. <school-attended>; or
f. <interests>.
2) the <external-list> element SHALL matches those identities that are contained in a URI List [XDM_List].
3) the <conditions> element MAY contain a <sphere> element as defined in [RFC4745].
4) the <rule> element May contain a <transformations> element as defined in [OMA XDM_Core]. One or more child elements of the <PCC> element defined in section 5.2.1.7 SHALL be included if the <provide-all> element is not present.
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