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1 Reason for Change

The purpose of this CR is to propose the contents for the access permission of the CAB User Preference and Feature Handler documents in CAB XDMS TS based upon the following requirements related to the authorization policy given in CAB-RD-CAB-V1_0-20091130-D as well as XDM specification 2.1 (OMA-TS-XDM_Core-V2_1-20100209-D):
Authorization Requirements

	Label
	Description
	Enabler Release

	CAB-AUT-002
	The CAB Enabler SHALL prevent unauthorized access to CAB User’s related information stored in the network.
	CAB V1.0


The following use cases are taken into account in this CR:

1. The owner of the CAB Use Preference document shall be granted to access to and manipulate the access permission document (authorization policy) defined for his/her Use Preference document.
2. The owner of the CAB User Preference document shall be granted a full access to and manipulate his/her User Preference document, i.e. create, delete, retrieve and modify. 
3. The authenticated CAB enablers shall only be granted to retrieve the User Preference information related to a CAB User.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MWG-CAB group to agree with this proposal, incorporate the proposed contents into CAB XDMS TS.
6 Detailed Change Proposal

Change 1:  Add the Access Permission Context for CAB User Preference Application Usage 

2. CAB XDM Application Usages

2.1  CAB User Preferences
2.1.1 CAB User Preference Application Usage
2.1.1.1 Access Permissions

The access permissions for manipulating CAB User Preference documents, i.e. create, delete, retrieve and modify, SHALL conform to [OMA XDM_Core] Section “Authorization”.

If the Access Permissions document is used, it SHALL conform to [OMA XDM_Core] Section “Access Permissions Document” with the following restrictions:
1) The <document-rule> element SHALL include a “path” attribute specifying the CAB User Preference Document Selector for which the rule applies

2) The <actions> child element of <rule> element SHALL only include the <allow-any-operation-own-data> element or/and the <allow-retrieve> element.
Change 2:  Add the Access Permission Context for PCC

2.1.2 CAB Feature Handler Application Usage
2.1.2.1 Access Permissions
The access permissions for manipulating CAB Feature Handler documents, i.e. create, delete, retrieve and modify, SHALL conform to [OMA XDM_Core] Section “Authorization”.

If the Access Permissions document is used, it SHALL conform to [OMA XDM_Core] Section “Access Permissions Document” with the following restrictions:
1) The <document-rule> element SHALL include a “path” attribute specifying the CAB Feature Handler Document Selector for which the rule applies

2) The <actions> child element of <rule> element SHALL only include the <allow-any-operation-own-data> element or/and the <allow-retrieve> element.
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