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1 Reason for Change

This CR addresses the following action item 

CAB-2011-A019 : Gyubong to bring CR and clarification of requirement for AUT-001.
	CAB-AUT-001
	The CAB Enabler SHALL support a means to prevent unauthorized access to a CAB User’s related information stored on his/her reported stolen or lost mobile device.
	Future Version


At the middle of CAB 1.0 AD phase, the resolution for CAB-AUT-001 was proposed as below;
OMA-MWG-CAB-2009-0027R01-INP_LAWMO (ZTE, Noted)

(http://member.openmobilealliance.org/ftp/Public_documents/COM/COM-CAB/2009/OMA-MWG-CAB-2009-0027R01-INP_LAWMO.zip)

To sum up, OMA LAWMO (Lock and Wipe Management Object) can provide Management Authorities an effective way to help their subscribers protect their devices and data.

Here is the use case from the LAWMO RD, (OMA-RD-LAWMO-V1_0-20080610-C.doc) 

Locking/Unlocking Device Use Case
 ASK  \* MERGEFORMAT Short Description

1) Locking device with user request:
Jack comes to his office and finds he has left his mobile Device in a taxi just minutes ago. He contacts the Device Management Authority, who may be his service provider’s Customer Care, at once and asks for his device to be Partially Locked. Customer Care staff first confirms his identity then requests the Device Management Server send a command to Partially Lock his device.  Jack’s device is now protected from fraudulent use and his personal information cannot be perused. Jack calls his device hoping the person in possession of it will return it to him.  The taxi driver answers and Jack arranges to pick up his device.  After picking up his device he calls Customer Care to unlock his device and return it to full functionality.  

2) Locking device without user request: 
An enterprise distributes phones to employees.  An employee resigns but fails to return his phone.  The enterprise (who is the Management Authority in this case) locks the former employee’s phone.  Many similar use cases exist ie, the employer may wish to lock the phone when the employee goes on a leave of absence, or on weekends, etc.
From the OMA LAWMO TS, 

The OMA LAWMO Enabler v1.0 supports the following functionality:
· Lock the Device – partially or fully.
· Unlock the Device
· Wipe the data from the Device – personal or/and enterprise.
· List the available data that can be wiped from the Device.
· Configure the data to be wiped from the Device.
· Trigger remotely a Factory Reset of the Device.
· Report the result of LAWMO Operations to LAWMO Server
· Notify the user with the LAWMO Operation result when LAWMO Operation is executed
Considering Based on OMA LAWMO AD and call flow for CAB-AUT-001 as below from OMA-MWG-CAB-2009-0027R01-INP_LAWMO, the group would reach the conclusion that CAB-AUT-001 could be fulfilled by OMA LAWMO.

[image: image1.emf]DM-1

LAWMO-1

Components specified by this enabler

Internal Interface which is out of scope of this enabler

LAWMO Client

Components not specified by this enabler

Process LAWMO Operations

Process LAWMO Alerts

LAWMO-2

Indicates use of an interface exposed by a component. The 

component offering the interface is indicated by the arrowhead

Interface specified by other enabler

Legend

External

Management

Infrastructure

LAWMO Server

DM Server DM Client


[image: image2.wmf] 

 

CAB Server

DM

/ 

LAWMO 

C

lient

1

.

authentication request

2

.

 execute 

authentication  

3

.

authentication successful

 

CAB Client

Current 

available UE

Lost

/ 

stolen UE

4

.

request for lock lost

/ 

stolen UE

5

. 

DM command

LAWMO

 operations 

((

FullyLock

/

PartiallyLock

)

6

.

execute 

LAWMO

operations

7

. 

LAWMO Alerts

(

results

)

8

.

 report result to current available UE

DM

/ 

LAWMO 

C

lient

DM

/ 

LAWMO 

Server


The left : OMA LAWMO AD


 The right : call flow for lost CAB device
As a result of the above analysis, the author proposes to mark CAB-AUT-001 as S-CAB 1.0 in S-CAB 1.0 RD.
2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to 

· Agree the proposal and incorporate it into the corresponding document.
6 Detailed Change Proposal
Change 1:  Mark CAB-AUT-001 as S-CAB 1.0 in S-CAB 1.0 RD

5.1.1.2 Authorization
	Label
	Description
	Enabler Release

	CAB-AUT-001
	The CAB Enabler SHALL support a means to prevent unauthorized access to a CAB User’s related information stored on his/her reported stolen or lost mobile device.
	S-CAB 1.0

	CAB-AUT-002
	The CAB Enabler SHALL prevent unauthorized access to CAB User’s related information stored in the network.
	CAB V1.0

	CAB-AUT-003
	The CAB Enabler SHALL allow the CAB User to manage authorisation rules that allow others to obtain information from the Published Contact Card (e.g. to satisfy Contact Subscriptions, contact searches).
	CAB V1.0

	CAB-AUT-004
	The CAB Enabler SHALL allow the CAB User to manage default authorization rule to be applied to any users that are not explicitly identified within the authorization rules.
	CAB V1.0


Table 4: High-Level Functional Requirements – Authorization Items
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