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1 Reason for Change

The following ADRR comments are still open:
	A0025
	2008.05.13
	
	
	Source: Nortel

Form: document #0263

Comment: A section on security considerations for the Message & Media Storage Server is missing.

Proposed Change: Add a section
	Status: 
CLOSED
Closed by OMA-MWG-CPM-2008-0575.

	A0278
	2008.05.11
	T
	4.2
	Source: Acision

Form: doc #0089

Comment: A section on security considerations for the Message & Media Storage Server is missing.

Proposed Change: Add security considerations for the M&MSS.
	Status: CLOSED

Closed by OMA-MWG-CPM-2008-0575.


	A0308
	2008.05.09
	T
	4.2.2
	Source: Telecom Italia

Form: INP

Comment: there is no sentence about “Message & Media Storage Client”

Proposed Change: introduce a sentence for M&M Client.
	Status: CLOSED

Closed by OMA-MWG-CPM-2008-0575.



This change request proposes the addition of a new subsection in the “Security Consideration” section, describing the security considerations for the Message and Media Storage.
R01 handles the feedback received in the Chicago meeting, and integrates the security considerations presented in document OMA-MWG-CPM-2008-0495 into this document.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA MWG-CPM is recommended to agree with the proposed changes.
6 Detailed Change Proposal

Change 1:  Add section on Message and Media Storage Security Considerations
4.3.4 Message and Media Storage Security

The Message and Media Storage Server shall authenticate the Principal’s address supplied by the Message and Media Storage Client prior to granting access to the CPM Messages, CPM Session Histories, CPM Threads, Media Objects, and folders stored in the Message and Media Storage Server, when the Message and Media Storage Client directly accesses the Message and Media Storage Server. The Message and Media Storage Client shall authenticate the Message and Media Storage Server. 
Note: Any other untrusted functional component could be authenticated using the same authentication principles.

The Message and Media Storage Server shall authenticate a requesting remote CPM environment Message and Media Storage Server prior to granting access to the CPM Messages, CPM Session Histories, CPM Threads, Media Objects, and folders stored in the Message and Media Storage Server. The requesting remote CPM environment Message and Media Storage Server shall authenticate the Message and Media Storage Server.
The Message and Media Storage Server shall authorize the Principal prior to granting access to the resources stored in the Message and Media Storage Server, i.e. validate that the Principal is either the owner of the resource being accessed, or has been given access to it by the owner of the resource being accessed.
In order to protect the interaction between a Message and Media Storage Client and a Message and Media Storage Server and the interaction between two Message and Media Storage Servers against eavesdropping, modification and spoofing, the interaction should be protected to support its integrity and confidentiality, if requested by the Principal and subject to service provider policies.
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