Doc# OMA-MWG-CPM-2009-0151-CR_SD_Message_Storage_Operations[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-MWG-CPM-2009-0151-CR_SD_Message_Storage_Operations
Change Request



Change Request

	Title:
	CPM Message Storage Operations
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWG-CPM Ad-Hoc Group

	Doc to Change:
	OMA-TS-CPM_System_Description-V1_0-20090320-D

	Submission Date:
	30 Mar 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Moh Torabi, Alcatel-Lucent, torabi@alcatel-lucent.com
Gertjan van Wingerde, Acision, gertjan.van.wingerde@acision.com

	Replaces:
	OMA-MWG-CPM-2008-0771R01


1 Reason for Change

This CR was supposed to be submitted as 2008-0771R02 for describing the CPM Message storage operations for Section 5.6 of the SD document. However, the authors decided to submit it under a 2009 number while retaining the text of the reasons for changes from 771R01 and providing reasons for the new changes in this document as follows:
Changes in 2008-0771R01: Added co-signer and aligned the organization and description of the proposed operations with the format of Section 5.7 of the SD as agreed in the CPM conference call of 2 December 2008. For ease of access, Document 2008-0771R01 is accompanying this document in the zip folder.
Changes in this document: This document is more verbose than 771R01 on what each operation does. Therefore, while showing all the change marks due to updating CR 2008-0771R01, it does editorial cleanups as well as aligning the operations with the capabilities of IMAP. In making all these changes, it also handles the following comments, which were received during the Cancun meeting and offline from Samsung (Kyung-Tak), Nokia (Zoltan) and NSN (Ivo) on CR # 771R01. Thanks to all.

Comments on 771R01

Zoltan’s comments (Nokia):
Good start, but many issues.

1. The proposed text is not change-tracked, it is formatted red. Are you sure that we should add red text to the TS? 

Response: CR has been reformatted to show the proper change-marks.

2. By authentication they mean local and remote, right? Since they do no distinguish the two, I have to ask: is remote authentication required?

Response: Changed the proposal to have an editor’s note that remote access is FFS. This needs more work.
3. "attachment preview fetch" AFAIK, content adaptation is optional, so it cannot be listed under "SHALL".

Response: Agreed, fixed it by moving is to a new list with optional operations.
4. 'move' (and renaming) is not supported by IMAP. If you want something like that, you need to make a copy "manually" and delete the original.

Response: move (and renaming) of folders is supported by IMAP via the RENAME command. Note that the proposed text only specifies move and rename of folders, not moving of messages / session histories. For copying a message to another folder, there are accepted conventions for such a thing that may include appending a copy. There is a new capability in LEMONADE called CATENATE that can be used for appending-by-reference such that actual copying is not necessary and there is no extra traffic over the net. This was created to deal with managing outbox and sent-items folders. See [RFC 4469] on CATENATE for detail.

5. What is "folder search"? Why don't they call it simply "search"?

Response: Changed to “search”

6. The AD talks about "Deletion of (parts of) CPM Messages, CPM Session Histories, CPM Conversation Histories, and Media Objects attached to them from the Message Storage Server." I do not see "deletion of parts" listed here.

Response: In an earlier meeting it was decided that CPM Messages and CPM Session Histories that were stored would no longer be modified. Hence the (parts of) is not needed for them. For CPM Conversation Histories there are no separate objects, so the (parts of) is realized there by just removing an individual CPM Message or CPM Session History.
7. Synchronization is not listed.
Response: Synchronization is not a single, separate, operation, but a sequence of operations that will be executed by the Message Storage Client. Therefore it is not described here. I may be good to describe the sequence in the SD, but that should then be done via a separate CR.
8. Obtaining references to objects (or, their attachments) are not listed

Response: This operation has been added, as well as an operation to fetch the data pointed to by a reference.

9. Copying/moving Conversation Histories and Media Objects is not listed (AD: "Moving and copying CPM Messages, CPM Session Histories, CPM Conversation Histories, including any Media Objects that are part of CPM Messages or  CPM Session Histories folders")

Response: This is on purpose. In the storage model it is proposed to not have a separate object for CPM Conversation Histories, so there is no need to have an operation for copying/moving them. Media Objects are not supposed to be separately copied / moved anyway. They only exist within messages / session histories not as separate objects.
10. Listing (and Filtering) is not listed (AD: "Obtaining the list of  stored standalone Media Objects and folders residing in the Content Storage Server, with or without filtering criteria")

Response: This is supposed to be handled with the search operation. We have updated the description of the search operation to include this. Note that the cited text is for the Content Storage Server, not the Message Storage Server
11. Notifications are not listed 

Response: Paragraph about notifications has been added.

12. "The address of the home Message Storage Server is provisioned to the Message Storage Client." I am not sure how this is achieved - there is no interface between DM and MSC within the Device. Is this something new?
Response: 5.3.2.5 Device Management Enabler offers “Provisioning and management of configuration parameters necessary for the Message Storage Client.”  But not to the servers.

13. "The Message Storage Client SHALL indicate in the requests the address of the message, session history, or folder applicable to the operation" In IMAP, you select the older you operate on, and refer to messages using the UIDs (and they do not have addresses). So, I am not entirely sure what's the "address of" here is supposed to mean. 

Response: Changed the text to use identifier for messages and session histories, and name for folders.
14. "Upon receiving a request, the Message Storage Server SHALL check that the Message Storage Client has already successfully authenticated itself;" I thought that there would be mutual authentication - I am missing the part where the client authenticates the server.

Response: Text about mutual authentication has been added to the section on the authenticate operation. This particular paragraph is about the behaviour of the Message Storage Server, so it isn’t concerned about the Message Storage Client authenticating the server. 

15. "Upon receiving a request, the Message Storage Server SHALL authorize the request;" I am not sure what this means. In IMAP, once you are authenticated, there is no need to "authorize requests". The server simply verifies that you are who you are and checks that you are on the access control list. Authorization does not take place - only a few checks.
Response: IMAP has both authorization and authentication as separate things.  A single authentication at the beginning of the session may grant you authorization to access various resources like other mailboxes (folders), even those of other subscribers if you have been granted access. This is used for shared mailboxes and administrative “super user” type use cases.  This seems to be a linguistic exercise as to whether checking a ACL list is “authorization”.
16. "Upon receiving a request, the Message Storage Server SHALL either forward the request extended its own identity and authentication information to the remote environment Message Storage Server, if the address of the message, session history, or folder is owned by remote environment trusted Message Storage Server;" I have several problems with this:

 - What's this supposed to mean: "the request extended its own identity and authentication information"?

 - Again, messages do not have addresses - they have UIDs - so I am not sure what's this supposed to mean: "if the address of the message, session history, or folder"

 - I am not sure what's this supposed to mean: "owned by remote environment trusted Message Storage Server". You connect to your own Message Storage Server - fine. But how are you planning on accessing a mailbox on another server? I am not sure that this is possible (how do you select folders not on your server, list the items and use them)?

Response: Removed bullet and added an editor’s note to say that remote Message Storage Server access is FFS.

17. "Upon receiving a request, the Message Storage Server SHALL handle the request as described below, if the address of the message, session history, or folder is owned by this Message Storage Server" Again, multiple issues:

 - Again, messages do not have addresses - they have UIDs - so I am not sure what's this supposed to mean: "if the address of the message, session history, or folder"

 - "as described below" There is nothing described below - this section ends.

 - There is no need to state this - all items are obviously owned by this server, since you are connected to it. 

Response: Changed text to be more obvious.

18. 5.6.1.1 talks about User authentication only. I thought that the client would be authenticated as well (or, why else are we referring to a "Principal" instead of a "User"in the security considerations?

Response: It’s about authenticating user’s address in binding with the user’s CPM Message Storage Client. Security considerations refer to Principal, as not all requestors may be a Message Storage Client.
19. 5.6.1.2 "address of the folder " Again, folders do not have addresses. 

Response: Agreed & fixed. 

20. 5.6.1.2 "When receiving a set active folder request, the Message Storage Server SHALL set the indicated folder as the active folder, and SHALL respond with an OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

21. 5.6.1.3 "When receiving a message / session history store request, the Message Storage Server SHALL store the message / session history in the active folder and SHALL respond with OK response." I think it cannot be a SHALL - it would mean that a request cannot fail. Plus, the ID a successfully message SHALL be returned.

Response: Updated text to also consider failure scenario.

22. 5.6.1.4 "When receiving a message / session history fetch request, the Message Store Server SHALL respond with an OK response carrying the message object / session history object corresponding with the identifier provided in the request." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

23. 5.6.1.5 "the identifiers of the messages / session histories that need to be copied " and "copy the identified message objects / session history objects" huh? You can copy only one item at a time.

Response: Changed to singular.

24. 5.6.1.5 "When receiving a message / session history copy request, the Message Storage Server SHALL copy the identified message objects / session history objects and SHALL respond with an OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

25. 5.6.1.6 "When receiving a message / session history remove request, the Message Store Server SHALL remove the identified message object / session history object and SHALL respond with an OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

26. 5.6.1.7 "whose attachment is being fetched" I thought this was supposed to be a preview and not a fetch.

Response: text updated.

27. 5.6.1.7 "When receiving an attachment preview request, the Message Store Server SHALL respond with an OK response carrying the preview of the attachment." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

28. 5.6.1.8 "an address of folder" First, it's not an "an" but a "the". Second, folders do not have addresses. Same thing goes for "create the folder at the address of folder " as well.

Response: Agreed & fixed.

29. 5.6.1.8 "create the folder at the address of folder to be created " Could we just say "create the request folder" instead?

Response: Yes, done.

30. 5.6.1.8 "When receiving a folder create request, the Message Storage Server SHALL create the folder at the address of folder to be created and respond with OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.
31. 5.6.1.9 "an address of folder " Again, folders do not have addresses.

Response: Agreed & fixed.

32. 5.6.1.9 "When receiving a folder list request, the Message Storage Server SHALL respond with OK response carrying identifiers of messages, session histories, folders or all of them contained in the folder at the address of folder to be listed." First,  I think it cannot be a SHALL - it would mean that a request cannot fail. Second, in IMAP, there is not a single, isolated OK response that would carry such list. The list arrives in a series of untagged responses.

Response: Updated text to also consider failure scenario. Untagged responses are too detailed for the SD. Everything can be considered as an OK response.

33. 5.6.1.10 There is no MOVE command in IMAP. One has to take a copy and remove the original when such thing is desired.

Response: Already answered in comment #4 earlier.

34. 5.6.1.10 "an address of folder" Even if there was a MOVE command, it would not be an "an" but a "the". Second, folders do not have addresses. Plus, the same thing would go for "folder from the address of folder to be move from to the address of folder " as well.

Response: Agreed & fixed. See response in comment #4 for the availability of the MOVE command.

35. 5.6.1.10 Even if there was a MOVE command, this would still sound tough: "move the folder from the address of folder to be move from to the address of folder to be moved to " I would just say "move the requested folder to the requested location", but since there is no MOVE in IMAP, there is no need to bother with this.

Response: Changed as suggested.

36. 5.6.1.10. Even if there was a MOVE command, this would not be ok: "When receiving a folder move request, the Message Storage Server SHALL move the folder from the address of folder to be move from to the address of folder to be moved to and SHALL respond with OK response." because it may fail.

Response: Updated text to also consider failure scenario.
37. 5.6.1.11 "an address of folder" First, it should not be an "an" but a "the". Second, folders do not have addresses. Plus, the same thing would go for "the folder from the indicated address " as well.

Response: Agreed & fixed.

38. 5.6.1.11 "When receiving a folder remove request, the Message Storage Server SHALL remove the folder from the indicated address and SHALL respond with OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

39. 5.6.1.12 "an address of folder" First, it should not be an "an" but a "the". Second, folders do not have addresses. Plus, the same thing would go for "folder at the indicated address " as well.

Response: Agreed & fixed.

40. 5.6.1.12 "addresses of messages, session histories, folders " These do not have addresses.

Response: Agreed & fixed.

41. 5.6.1.12 "carrying the addresses of messages, session histories, folders or all of them " This does not sound like a folder search. It sounds like a normal search with a folder. Either change the name of this, or describe how that folders are returned in the result instead of messages (which is not supported by IMAP).

Response: Updated the description of the operation.

42. 5.6.1.12 "messages, session histories, folders or all of them owned by the folder " A folder does not own anything. It contains things.

Response: Agreed & fixed.

43. 5.6.1.12 "When receiving a folder search request, the Message Storage Server SHALL respond with OK response carrying the addresses of messages, session histories, folders or all of them owned by the folder at the indicated address and satisfying the search condition." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

44. 5.6.1.13 I am not sure what they mean by "the metadata management request", so I do not think I can comment on this until it has been clarified where and how they intend to store metadata.

Response: Unclear what to do with this.
45. 5.6.1.13 "an address of message / session history" These do not have addresses.

Response: Agreed & fixed.

46. 5.6.1.13 "the metadata modifications" This means that I cannot remove metadata - the best I can do is make it blank. I do not think that that's the intent.

Response: Not sure what this comment is about.

47. 5.6.1.13 "When receiving a metadata management request, the Message Storage Server SHALL update the metadata for the indicated message / session history and SHALL respond with an OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.
48. 5.6.1.14 "an address of folder" First, it should not be an "an" but a "the". Second, folders do not have addresses.

Response: Agreed & fixed.

49. 5.6.1.14. "a CPM Address of another CPM User" It implies that there will be a verification mechanism on the server to check that a particular address belongs to a CPM User. I do not remember seeing an interface from the Message Store to … (?) that would allow such thing. If it is not possible to verify this, then there is no point stating such condition.

Response: Indeed, there will be no checking whether the provided address is of an other user. Updated the text to reflect that.
50. 5.6.1.14 "the access rights to be associated with the other CPM User" This means that I cannot remove CPM Users from the ACLs - the best I can do is to set some dummy permission (not good!). I do not think that that's the intent. Correct this.

Response: We have split the single ACL management operations into multiple operations to match IMAP reality and to handle the issue
51. 5.6.1.14 "stored access control lists" Lists? I thought that there would be only one. What are you trying to say?

Response: Removed plurality.

52. 5.6.1.14 "When receiving an access control list management request, the Message Storage Server SHALL update the stored access control lists for the indicated folder and SHALL respond with an OK response." I think it cannot be a SHALL - it would mean that a request cannot fail.

Response: Updated text to also consider failure scenario.

52. I am not sure what the intent of the group is, but I would move all 5.6.1.x sections from the SD to the Message Store TS - it is way too much detail for the SD.

Response: This material is aligned with the rest of the SD. No change.
Ivo’s Comments (NSN):

1. authentication of subsequent requests is not clear

Response: A paragraph on the session nature of the interface has been added and a clarification of the scope of the set active folder operation.

2. 5.6.1.2 – it is not clear till when the MSServer should keep the active folder information – forever?

Response: A paragraph on the session nature of the interface has been added and a clarification of the scope of the set active folder operation.

3. 5.6.1.3 " The Message Storage Client SHALL indicate the CPM Message / CPM Session History to be stored in the message / session history store request:" – it may be better to use "include" instead of indicate as indication are normally flags or addresses while it seems the whole media is sent.

Response: Changed indicate in include throughout the whole contribution.

4. 5.6.1.4 – unclear how the MSClient gets aware of the identifier of the message / session history – store operation does not seem to provide it

Response: The store operation indeed does not return the identifier of the message / session history that is just stored. Normally the Client doesn’t need the identifier immediately. If it really needs the identifier it can use a search operation to find out.

5. 5.6.1.5 – are new message IDs sent in the OK response?

Response: see previous issue.

6. 5.6.1.7 – is there any RFC/draft for this?
Response: Yes, RFC 5259, Convert extension.  There is also a draft to add this same capability to the URLAUTH request from a submission server as Internet-draft   draft-crickland-urlfetch-binary-03.txt.

7. there is no way how to read the metadata.

Response: This is done via the object fetch operation. Clarified this in the description of that operation.
8. there is no way how to read the access control lists.

Response: Split the single ACL management operations into multiple operations to match IMAP reality and to handle the issue.
9. message names not aligned with the current SD – e.g. D.3 uses "Store Message Request" and D.4 uses "Retrieve Message Request" – align

Response: There indeed are some misalignments. This is due to generalization that occurred in this contribution. It is suggested that the authors of this contribution handle this in a separate CR once this one is agreed.
10. - unclear how the synchronization is done

Response: Synchronization is not a single, separate, operation, but a sequence of operations that will be executed by the Message Storage Client. Therefore it is not described here. I may be good to describe the sequence in the SD, but that should then be done via a separate CR.

11. editorials (apart from the request names):


message -> CPM Message


session history -> CPM Session History

Response: Done.
Kyung-Tak’s comments (Samsung):
1. Multiple addresses should be provided for e.g. copy because both the source address and target address are needed for the copy.

The Message Storage Client SHALL indicate in the requests:

         the requested operation; and,

         the address(es) of the message, session history, or folder applicable to the operation.

If you prefer to delete the entire paragraph as it is already mentioned later, this is fine with me too.

Comment 2: 5.6.1.5: Message / Session History Copy Operation - similar comment as above, an identifier or an address of the target folder where to copy the messages / session histories should also be included in the request

Response: Paragraph has been removed, as the text was indeed redundant.

2. Target folder should be specified in the copy operation, as shown below.

5.6.1.1            Message / Session History Copy Operation

The Message Storage Client SHALL indicate the address of the target folder and the identifiers of the messages / session histories that need to be copied to in the message / session history copy request.

When receiving a message / session history copy request, the Message Storage Server SHALL copy the identified message objects / session history objects to the target folder and SHALL respond with an OK response.

Response: Updated the description to include the target folder.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The description of many operations for the content storage and the message storage are quite similar. In this CR, the text of some operations proposed for the message storage is a direct cut and paste from the description of the content storage currently in Section 5.7 of the SD (OMA-TS-CPM_System_Description -V1_0-20090320-D.zip.) The organization of the proposed material for the Message Storage is fully aligned with the format agreed for Section 5.7 in the CPM Group’s conference call of 2 December 2008.

It is recommended that the CPM group agree to the detailed description proposed in Section 6 below.

6 Detailed Change Proposal

Change 1:  Add section on the operations exposed by the Message Storage Server.
5.6 CPM Message Storage

5.6.1 Operations

The Message Storage Server SHALL support the following operations:

· authenticate;

· set active folder;

· object store;

· object  fetch;

· object copy;

· object remove;

· 
· folder create;

· list folders;

· folder move;

· folder remove;

· search;

· metadata update;

· set access control list;
· get access control list;

· delete access control list;

· get access rights;
· generate reference;
· fetch by reference.
NOTE 1: In the above operations an object can either be a CPM Message or a CPM Session History and not to be confused with the media object attached to the Message.
NOTE 2: Folder move is also used for renaming a folder.
The Message Storage Server MAY support the following operations:
· preview fetch

Upon enabling notification by CPM User, the Message Storage Server SHALL provide notification of changes to the stored resources to the Message Storage Client. It includes all changes that occurred since the client’s last de-registration..
The communication between a requestor, such as the Message Storage Client, and the Message Storage Server is session-based. This means that the requestor needs to establish a session with the Message Storage Server, and that all operations are requested within the scope of that session. A requestor will have to authenticate before being able to make other requests within a session.
Upon request from CPM User, the Message Storage Client SHALL send a request corresponding to the requested operation to the Message Storage Server.

· 
· 
Upon receiving a request, the Message Storage Server SHALL 

· check that the Message Storage Client has already successfully authenticated itself;

· authorize the request;

· 
· handle the request as described in the subsections for the individual operations below, if the identifier of the message or session history, or the name of the folder is owned by this Message Storage Server.
Editor’s note: Accessing a Message Storage Server in another service provider’s domain is FFS.
5.6.1.1 Authenticate Operation

The authenticate operation allows a requestor, such as the Message Storage Client, to initiate the authentication process for a session. Several authentication options are possible, including an option for the requestor to authenticate himself to the Message Storage Server, and an option that allows for mutual authentication between the requestor and the Message Storage Server. The authentication result is valid for the duration of the session, i.e. a requestor is considered to be authenticated for all subsequent operations sent within the session.
A requestor SHALL include in the authenticate request:

· a CPM User address; and,
· the type of authentication requested; and,
· authentication information.


Editor’s note: Authentication in multi-address environment is FFS.

Upon receiving an authenticate request, the Message Storage Server SHALL check the authentication information and SHALL respond with the outcome of the authentication check. If requested by the requestor, the Message Storage Server SHALL include its own authentication information in the response. If the outcome of the authentication check was successful, then the Message Storage Server SHALL consider the requestor to be authenticated for the remainder of the session.
Upon receiving an authenticate response including authentication information of the Message Storage Server, a requestor SHALL check the authentication information. If the authentication information is determined to not be valid, the requestor SHALL stop the current session, otherwise it SHALL continue with the session.
5.6.1.2 Set Active Folder Operation

The set active folder operation allows a requestor, such as the Message Storage Client, to set one of the folders of the CPM User as the active one within the session.
A requestor SHALL include the name of the folder that is to become active in the set active folder request.

Upon receiving a set active folder request, the Message Storage Server SHALL set the indicated folder as the active folder for the current session. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.3 Object Store Operation

The object store operation allows a requestor, such as the Message Storage Client or the CPM Participating Function, to store a CPM Message or a CPM Session History in a particular folder of the CPM User on the Message Storage Server.

A requestor SHALL include the CPM Message / CPM Session History to be stored in the object store request and the name of the folder in which the CPM Message / CPM Session History is to be stored.
Upon receiving an object store request, the Message Storage Server SHALL store the CPM Message / CPM Session History in the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.4 Object Fetch Operation

The object fetch operation allows a requestor, such as the Message Storage Client, to retrieve a CPM Message or a CPM Session History, including the metadata associated with it, from the active folder on the Message Storage Server. The requestor can indicate which parts of the CPM Message or CPM Session History it wants to receive (e.g. only the metadata or only a particular attachment).
A requestor SHALL include the identifier of the CPM Message / CPM Session History to be fetched and an indication of the required information in the object fetch request.

Upon receiving an object fetch request, the Message Store Server SHALL retrieve the requested parts of the indicated CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response carrying the requested parts of the CPM Message / CPM Session History corresponding with the identifier provided in the request, otherwise it SHALL respond with an appropriate error.
5.6.1.5 Object Copy Operation

The object copy operation allows a requestor, such as the Message Storage Client, to copy a CPM Message or a CPM Session History to a particular folder of the CPM User on the Message Storage Server.

A requestor SHALL include the identifier of the CPM Message / CPM Session History that needs to be copied in the object copy request and the name of the folder to which the CPM Message / CPM Session History is to be copied.

Upon receiving an object copy request, the Message Storage Server SHALL copy the identified CPM Message / CPM Session History to the identified folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.6 Object Remove Operation

The object remove operation allows a requestor, such as the Message Storage Client, to remove a CPM Message or a CPM Session History from the active folder on the Message Storage Server.

A requestor SHALL include the identifier of the CPM Message / CPM Session History to be removed from the active folder in the object remove request.

Upon receiving an object remove request, the Message Store Server SHALL remove the identified CPM Message / CPM Session History object from the active folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.7 Preview Fetch Operation

The preview fetch operation allows a requestor, such as the Message Storage Client, to retrieve preview of a CPM Message or a CPM Session History from the active folder on the Message Storage Server.

A requestor SHALL include in the preview fetch request:

· The identifier of the CPM Message / CPM Session History for which preview is being fetched.

· The identification of the parts of the CPM Message / CPM Session History for which a preview is being requested.

· The format and dimensions the preview should adhere to.

Upon receiving a preview fetch request, the Message Store Server SHALL generate the preview of the identified CPM Message / CPM Session History according to the supplied format and dimensions. If successful, the Message Storage Server SHALL respond with an OK response carrying the preview of the attachment, otherwise it SHALL respond with an appropriate error.
A “Preview Fetch” operation MAY involve a server-side content adaptation in response to the client request for the stored object in a compacted or digested form rather than in its original full size and shape.
5.6.1.8 Folder Create Operation

The folder create operation allows a requestor, such as the Message Storage Client, to create a folder on the Message Storage Server.

A requestor SHALL include the name of the folder to be created in the folder create request.

Upon receiving a folder create request, the Message Storage Server SHALL create the folder with the requested name. If successful the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.9 List Folders Operation

The list folders operation allows a requestor, such as the Message Storage Client, to list the folders of the CPM User on the Message Storage Server.

A requestor SHALL send a list folders request to get a list of the folders.

Upon receiving a list folders request, the Message Storage Server SHALL determine the names of all folders of the CPM User on the Message Storage Server. If successful, the Message Storage Server SHALL respond with an OK response carrying the names of all the folders, otherwise it SHALL respond with an appropriate error.

5.6.1.10 Folder Move Operation

The folder move operation allows a requestor, such as the Message Storage Client, to rename a folder of the CPM User on the Message Storage Server or move a folder of the CPM User to a new place in the folder hierarchy.

A requestor SHALL include the name of a folder to be renamed / moved and a new name for the folder in the folder move request.

Upon receiving a folder move request, the Message Storage Server SHALL move the indicated folder to its new location (as indicated by the new name). If successful, the Message Storage Server SHALL respond with OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.11 Folder Remove Operation

The folder remove operation allows a requestor, such as the Message Storage Client, to delete a folder of the CPM User on the Message Storage Server.

A requestor SHALL include the name of the folder to be removed in the folder remove request.

Upon receiving a folder remove request, the Message Storage Server SHALL remove the indicated folder, If successful, the Message Storage Server SHALL respond with OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.12 Search Operation

The search operation allows a requestor, such as the Message Storage Client, to search for CPM Messages and CPM Session Histories in the active folder, according to particular search criteria.
The Message Storage Client SHALL include the search criteria in the search request.

Upon receiving a search request, the Message Storage Server SHALL find in the active folder all CPM Messages / CPM Session Histories that match the search criteria. If successful, it SHALL respond with OK response carrying the identifiers of CPM Messages and CPM Session Histories stored in the active folder that satisfy the search condition, otherwise it SHALL respond with an appropriate error.

5.6.1.13 Metadata Update Operation

The metadata update operations allows a requestor, such as the Message Storage Client, to update the metadata associated with a particular CPM Message / CPM Session History in the active folder on the Message Storage Server.
A requestor SHALL include 
an identifier of a CPM Message / CPM Session History and 
the metadata modifications in the metadata update request.

Upon receiving a metadata update request, the Message Storage Server SHALL update the metadata for the indicated CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.
5.6.1.14 Set Access Control List Operation

The set access control list operation allows a requestor, such as the Message Storage Client, to set the access control list associated with a CPM User for a particular folder of the CPM User on the Message Storage Server.
A requestor SHALL include in the set access control list request:

· the name of a folder;

· a CPM Address of a CPM User;

· the access rights to be associated with the indicated CPM User.

Upon receiving an access control list management request, the Message Storage Server SHALL update the stored access control list for and the indicated CPM User in the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.
5.6.1.15 Get Access Control List Operation

The get access control list operation allows a requestor, such as the Message Storage Client, to get the access control list associated with a CPM User for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include a name of a folder and a CPM Address of a CPM User in the get access control list request.

Upon receiving a get access control list request, the Message Storage Server SHALL retrieve the stored access control list for the indicated CPM User for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response containing the retrieve access control list, otherwise it SHALL respond with an appropriate error.
5.6.1.16 Delete Access Control List Operation

The delete access control list operation allows a requestor, such as the Message Storage Client, to delete the access control list associated with a CPM User for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include request a name of a folder and a CPM Address of a CPM User in the delete access control list.
Upon receiving a delete access control list request, the Message Storage Server SHALL remove the stored access control list for the indicated CPM User for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.
5.6.1.17 Get Access Rights Operation

The get access rights operation allows a requestor, such as the Message Storage Client, to get the set of access control lists that are set for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include a name of a folder whose access rights are requested in the get access rights request.
Upon receiving a get access rights request, the Message Storage Server SHALL retrieve the stored access control lists for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response containing the list of access control lists associated with the indicated folder, otherwise it SHALL respond with an appropriate error.
5.6.1.18 Generate Reference Operation

The generate reference operation allows a requestor, such as the Message Storage Client, to obtain a reference towards (a part of) a CPM Message / CPM Session History.

The Message Storage Client SHALL include an identifier of a CPM Message / CPM Session History and optionally an indication of a part of the CPM Message / CPM Session History in the generate reference request.
Upon receiving a generate reference request, the Message Storage Server SHALL generate the reference for the identified (part of the) CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response containing the generated reference, otherwise it SHALL respond with an appropriate error.
5.6.1.19 Fetch by Reference Operation

The fetch by reference operation allows a requestor, such as the CPM Participating Function, to obtain the data pointed to by a reference.

A requestor SHALL include a reference previously generated by the Message Storage Server in the fetch by reference request.

Upon receiving a fetch by reference request, the Message Store Server SHALL retrieve the (parts of a) CPM Message / CPM Session History that the reference points to. If successful, the Message Storage Server SHALL respond with an OK response carrying the retrieved data, otherwise it SHALL respond with an appropriate error.
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