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1 Reason for Change

This CR is to draft security section for SD document. It is aligned with the requirements defined in the CPM AD with respect to various sub-clauses in the CPM Security Section, 4.3. The proposed texts cover all five sub-clauses as follows:

· SIP signalling security,

· Media Plane security,

· Interworking Function security,

· Message storage and communication security,

· Content storage and communication security.
This CR is the CPM numbered version of the accompanying CR, OMA-ARC-SEC-2009-0032R02, which was reviewed and agreed in OMA SEC Group’s Conference Call of 18 May 2009.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that SEC and CPM groups discuss and approve the proposed changes to be incorporated into the CPM SD.
6 Detailed Change Proposal

Change 1:  Security
Note to the editor: check the abbreviations and references added against the Abbreviations/References sections and add them as appropriate.
5.1.3 Security

5.1.3.1 Secured Client Registration and CPM Service Usage Authentication

The SIP Security Measures applied to client registration and service usage authentication as described in subsections 5.1.1.1 “Registration/ Authentication” also apply to the CPM Client Registration and authentication of the services used by the CPM User according to [RFC3261], [3GPP TS33.203] /[3GPP2 S.R0086-0] and [3GPP TS33.178].

5.1.3.2 Media Plane data integrity and confidentiality

If integrity and confidentiality of Media Plane data are requested by the CPM User and subject to service provider policies, TLS/PSK-TLS or SRTP will be performed during CPM Media Plane communication [RFC2246], [RFC4279], [OMA-SEC_CF], [RFC3711].

5.1.3.3 Interworking Security

For protection of data integrity and confidentiality of the media plane, the Interworking Function SHALL apply the same level of security measures as described in sub-section 5.1.3.2 to the communication received/sent from/to non-CPM networks.

5.1.3.4 Message Storage and Communication Security

On receiving the request of the access to the CPM Messages, CPM Session Histories, CPM Conversation Histories, Media Objects attached to them and folders stored in the Message Storage Server from a Message Storage Client, TLS/PSK-TLS will be performed according to [RFC2246], [RFC4279], [OMA-SEC_CF], [3GPP TS33.210], [RFC3501] as following.

· the Message Storage Server authenticate the Message Storage Client by checking the Principal’s address/certificate or by using pre-shared key authentication mechanisms.

· the Message Storage Client authenticate the Message Storage Server by checking the Message Storage Server’s certificate or by using pre-shared key authentication mechanisms.

· the Message Storage Server authenticate a requesting Message Storage Server by checking the requesting Message Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· the requesting Message Storage Server authenticate the Message Storage Server by checking the Message Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· according to the White/Black list, the Message Storage Server check if the Principal has the right to access the resources stored in the Message Storage Server

If integrity and confidentiality of the message are requested by the Principal and subject to service provider policies, the messages are encrypted with integrity protection before transporting them between a Message Storage Client and a Message Storage Server, and also before transporting them between two Message Storage Servers.

5.1.3.5 Content Storage and Communication Security
On receiving the request of the access to the standalone Media Objects and folders stored in the Content Storage Server from a Content Storage Client, TLS/PSK-TLS will be performed according to [RFC2246], [RFC4279], [OMA-SEC_CF], [3GPP TS33.210] as following. 

· the Content Storage Server authenticate the Content Storage Client by checking the Principal’s address/certificate or using pre-shared key authentication mechanisms.

· the Content Storage Client authenticate the Content Storage Server by checking the Content Storage Server’s certificate or by using pre-shared key authentication mechanisms..

· the Content Storage Server authenticate a requesting Content Storage Server by checking the requesting Content Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· the requesting Content Storage Server authenticate the Content Storage Server by checking the Content Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· according to the White/Black list, the Content Storage Server check if the Principal has the right to access the resources stored in the Content Storage Server

If integrity and confidentiality of the content are requested by the Principal and subject to service provider policies, the messages are encrypted with integrity protection before transporting them between a Content Storage Client and a Content Storage Server, and also before transporting them between two Content Storage Servers.
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