GSM Association Non Confidential
Draft Document

RCS 5.0

Endorsement of OMA CPM 1.0 Message Storage

Rich Communication Suite 5.0 Endorsement of OMA CPM
1.0 Message Storage

Draft Version 1.0
16 March 2012

This is a draft document intended for informational purposes.

Security Classification — NON-CONFIDENTIAL GSMA Material

Copyright Notice

Copyright © 2012 GSM Association

Antitrust Notice

The information contain herein is in full compliance with the GSM Association’s antitrust compliance policy.

Draft v1.0 Page 1 of 12



GSM Association Non Confidential

Draft Document
RCS 5.0
Endorsement of OMA CPM 1.0 Message Storage

Table of Contents

1 INEFOAUCTION e e
1.1 (@ )V V151V
1.2 SCOPIE ittt
1.3 Definition Of TEIMIS....ccuviiieie e
14 Document Cross-References.......ccooouvvveveiveiiiiieiiecieeeieee,

2 REFEIENCES ..o
3 Terminology and ConVeNntionsS .......cocevvviiiieiceneeeeeiiiin e

4 MESSAQE STOMAQE ..uieviiieiieeiii e e e ea e
4.1 OMA CPM Version 1.0 Message Storage..........cccceeevnnnnee

5 COMMON PrOCEUUIES ... .uuuiiiuiiiiiiiiiiierrrseeeeneneennnnnseannesnssssnennes
5.1  Authorization and Authentication ............cccccccceeevieeeeeieennes
5.1.1 AULheNntiCatioN ........ccovveiiiiiiiie e
5.1.2 AULNOTIZAtION ..o
5.2 Storage ObJECES ......vvviiiiii et
5.2.1 Folder ODJECT .....coceeiiieeeie et
5.2.2 Message ODJecCt ...,
5.2.3 Session History Object...........ccooiiiiiiiiiiiiie e
5.2.4 File Transfer History Object ...,
5.2.5 Conversation History Object ...........cccoeeeiiieiieeiiiiiiicee e,
5.2.6 Stand-alone Media ODbJEeCt .........ccoovvviiiiiiiii e,
5.3 Identification of Storage ODbJeCtS ..........ccvvvvvviiiiiiiiiiiiiiennnn.
5.4 NOHFICAtIONS .oveiiiiieiiiiiiieieeeeeee e
5.5 Metadata StruCtUre ..........vvieeie e

6 Procedures at Message Storage Client...........ccccooeeeeeieennns
6.1 General OPeratioNS. ... ... .. i ueuueeiiiiiiiiiiiiiiiiiiiiieeeeeeeeeaees
6.1.1 Authenticate OPeration ..............ccccuuuvumrmmmmmiiiiiiiiiiiiinniieenns
6.1.2 Set Active Folder Operation............cccceeeeevviiiiiiceeiiieeeeeeennn,
6.2 Access Control List Operations.........c.ccoevviivieviiiiiieeeeiinnn,
6.3 Message and History Operations.........cccccvvvveveeeieieeeeneeenn.
6.3.1 Object Store OPEration ..................eeeeeeeeeeememminineeeniiieeenn.
6.3.2 Object Fetch Operation...........ccccooeeeviiiiiiiiiiiiieeeeeeeeee,
6.3.3 Object Preview Fetch Operation ..............ccccuvveeiiniiiiiinnnnn.
6.3.4 Object Copy Operation ...........ccceeeeeeeiiiiieeeeiiee e,
6.3.5 Object Remove Operation .............cccceeeeeeeeimmimieneniiinneinnnn.
6.4 Folder Operations ...
6.4.1 Folder Create Operation .............ccccuueeveeeemmmmmminneniniiiniinnnnns
6.4.2 List Folder Operation ............ccceuiiieiiiiiiiieceie e,
6.4.3 Folder Move Operation ..........cccccevvvevvveiiiiie e
6.4.4 Folder Remove Operation............ccceuuueiiiineeeeeieeiiiiiineeeeen
6.4.5 Folder Search Operation............cccevvvvvviiiieeeeeceeeicee e
6.5 Reference Operations.........ccooeeevvvvveiiiiiiiee e

6.6 Message and History Metadata Management Operations

Draft v1.0

Page 2 of 12



GSM Association Non Confidential
Draft Document

RCS 5.0

Endorsement of OMA CPM 1.0 Message Storage

6.6.1 Metadata OPEration ................euuuueuummmmmiiiiiiiiiiiiiiii e 10
6.7 SYNCAIONIZATION ...ttt 10
6.8 Notification OPEratioNS.........cciieeeeeeiieeiiiiee e 10
7 Procedures at Message Storage SerVer ......cccccocvviiiiiiiiiiieiieeieeeeeeeeen, 10
7.1 (CT=T a1 = L @ 01T =11 ] I TSN 10
7.1.1 Authenticate OPeration ..........c.ccoeeviiieeiiiiiiiie e 10
7.1.2 Set Active Folder Operation ..................eeueeiremimmiiiiiiiiiiiiiiiiiiiiieieiaenenns 10
7.2 Access Control List Operations...........cccuvvvviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee 10
7.3 Message and History Operations...........ccoooeeeeeviveeiiiiinieeeeeeeeeeiiin 10
7.3.1 Object Store OPeration .........ccccoeeeeeeieeiiiiiiiie e e e 10
7.3.2 Object Fetch OPeration .................ueuueuueiiuieiiiiiiiiinieiieineieieees 11
7.3.3 Object Preview Fetch Operation ............ccccceeeeiiiiiiiiiiiieeeeeeeeeei, 11
7.3.4 ODbject COPY OPEIatiON ..........uuuuuurumuieeeriununinuneineneneennnnneeeieeieeeeeeeeanees 11
7.3.5 Object Remove OpPeration ...........ccoovviiiiiiiiieeeeeeeiieee e 11
7.4 Folder OPerations ...........uuuuiiiii e ece e e e e 11
7.4.1 Folder Create OPEration ..........cccceeeiieeiuuiiiiieeeeeeeeeeeis e e e e e 11
7.4.2 LiSt FOIAErs OPeratioN............uuuuuueuuuuuuiiiiiiiiiiiiiiiiiiineeeeiassnbeeeeeeeeeannnee 11
7.4.3 Folder Move OPEration .........cccuiieeeiereiiuiiiii e eee e e e e e ee e 11
7.4.4 Folder RemMOVE OPEIatiON...........uuuuuuuuuneenerinnnnnninnnnieiinniinnnennannssneeneee 11
7.4.5 Folder Search Operation..............ccoovviiiiiiiiee e 11
7.5 Reference OPerationS..........cceeieeceiiiieiicie e 11
7.6 Metadata Update Operation..............coevvvviiiiiiiiniiiiiiiiiiiiieieeeeeeeeeeeeeee 11
7.7 Message and History Synchronization Operations .............ccccc.vveee... 11
7.8 Notifications OPErationS...........ccovviiiiiiiiiiiiniiiiiiieeee e 12
Appendix A. Change HiStOrY ......c.ooiiiiiiiiiiee e 12
Appendix B. Static Conformance Requirements ..........ccccceeeeeeeeeieeeeeeeeen, 12
Appendix C. CPM-Defined IMAP Flag EXtensions..........ccccccoeeeeiieeeeeeennnns 12
C.1. \read-rePort-SENT.......ccceiiiiiiiiiiiiii et 12
Appendix D. Example of Session History Object ...........ccccvviiiiiieeeiinnnnn, 12
Document ManagemMeENTt ..........coiiiiuiiiiiiii e 12
DT Tol W LT o A 1] (o Y 12

Draft v1.0 Page 3 of 12



GSM Association Non Confidential
Draft Document

RCS 5.0

Endorsement of OMA CPM 1.0 Message Storage

1 Introduction

1.1 Overview

This document describes which sections of the OMA CPM 1.0 Message Storage
specification (see [CPMMSGSTORE]) are supported by RCS (Rich Communication Suite)
5.0.

For details on how this fits technically in this in the RCS scope see [RCS5.0].

For easier reference, this document follows the same structure as [CPMMSGSTORE]. For
that reason the headings of the sections are citations of the headings used in
[CPMMSGSTORE], the sections themselves describe what part the equivalent section in
[CPMMSGSTORE] is supported by RCS. For sections that are not applicable in their entirety,
this is mentioned at the top level of the section and the subsections are not mentioned
explicitly anymore. For sections in which no difference with [CPMMSGSTORE] is introduced
however, also the subsections are mentioned to state it clearly that they are applicable as
well.

This specification lists differences and clarifications for RCS compared to [CPMMSGSTORE].
The former category includes both differences in expected behaviour compared to
[CPMMSGSTORE] as well as corrections in behaviour, which should appear over time when
bugfixes are applied to [CPMMSGSTORE]. The latter category describes what options are
chosen for RCS in case [CPMMSGSTORE] provides multiple possibilities and provides
clarifications on how the provided functionality is expected to be used.

In RCS, the message store will be used for two purposes:

e Long term, permanent storage/backup of messages the user wishes to store

e Temporary storage for sent/received messages in order to allow synchronization to
devices that respectively didn’t participate in the sending or were offline when the
message was received

The latter messages will be stored by the participating function in conversations in the

“default” system folder of the Message Store. Messages stored in conversations in that root

folder will be removed from the storage by the server when they reach their expiry time.

Permanently stored messages (that is the user's message store) will be stored in
conversations in a folder called “RCSMessageStore” or sub-folders thereof.
“‘RCSMessageStore” will be a subfolder of the “default” system folder.

1.2 Scope

This document provides the details of the storage interfaces used for the messaging
technology in RCS.

1.3 Definition of Terms

Term Description

ACL Access Control List

CPIM Common Presence and Instant Messaging
CPM Converged IP Messaging

IMAP Internet Message Access Protocol
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Term Description

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

PSK Pre Shared Key

RCS Rich Communication Suite

RTP Real Time Protocol

SASL Simple Authentication and Security Layer
TLS Transport Layer Security

uiD Unigue (Message) Identifier

URL Uniform Resource Locator

1.4 Document Cross-References

Document Name

[RCS5.0] RCS5.0 - Advanced Communications: Services and Client Specification,
Draft Version 1.0, 16 March 2012
http://www.gsma.com/rcs/

[CPMMSGSTORE] | CPM Message Storage, Open Mobile Alliance Ltd.

OMA-TS-CPM_MessageStorage-V1_0-20101012-C
http://member.openmobilealliance.org/ftp/public_documents/COM/COM-
CPM/Permanent_documents/OMA-TS-CPM_MessageStorage-V1 0-
20101012-C.zip

2 References
See chapter 1.4.

3 Terminolog

The same conventions, terminology, definitions and abbreviations used in chapter 3 of
[CPMMSGSTORE] are valid for RCS. Additional abbreviations and terms specific for this

document can be fo

y and Conventions

und in chapter 1.3.

4 Message Storage

Note: RCS 5.0 supports the following in the area of message storage

Storage of Stand

Storage of those

alone CPM Messages

Storage of CPM Session Histories
Storage of File Transfer Histories

as CPM Conversation Histories

Storage of Media objects attached to CPM Messages
Management of the storage objects
Synchronization with the device’s local Message store

RCS 5.0 does not support the following in the area of message storage:
e Storage of Stand-alone Media objects

¢ Authorization of other users to access the message store

e Search of storage objects by keywords

Draft v1.0
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4.1 OMA CPM Version 1.0 Message Storage

Following differences with [CPMMSGSTORE]:

¢ In the storage objects, the storage of standalone Media objects is not applicable to RCS

¢ In the Operations, the folder operation for search is not applicable for RCS

¢ In the Operations, the stored object operation for preview is not applicable for RCS

¢ In the Operations, the management of access rights on stored objects is not applicable
for RCS

¢ Notifications are not applicable for RCS

5 Common Procedures

5.1 Authorization and Authentication
No differences with [CPMMSGSTORE].

5.1.1 Authentication
No differences with [CPMMSGSTORE].

As a clarification for RCS:

e TLS/PSK-TLS (transport layer security / pre-shared key-transport layer security) will be
used for RCS

5.1.2 Authorization

Following differences with [CPMMSGSTORE]:

¢ The extension with the possibility to define access control lists including the reference to
the IMAPvV4 (Internet Message Access Protocol) ACL (Access Control List) Extension is
not applicable for RCS

¢ The use of the IMAP4 URLAUTH extension is not applicable for RCS

5.2 Storage Objects

Following differences with [CPMMSGSTORE]:

¢ The standalone media storage objects are not applicable for RCS
As a clarification for RCS:

e A RCS Message client will ignore unknown storage objects

5.2.1 Folder Object

No differences with [CPMMSGSTORE].

As a clarification for RCS:

o The “default” system folder will for RCS only contain Conversation History Objects (see
section 5.2.5) and a “RCSMessageStore” folder

5.2.2 Message Object

No differences with [CPMMSGSTORE].

As a clarification for RCS:

o Message Objects will always be stored in Conversation History Objects (see section
5.2.5) and never directly in other types of folders

5.2.3 Session History Object
Following differences with [CPMMSGSTORE]:
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e Media sent using RTP (real time protocol) is not applicable for RCS

As a clarification for RCS:

¢ If no Date is provided in the SIP INVITE request the Date header shall be set to the date
and time when the Session recording started

e Session History Objects will always be stored in Conversation History Objects (see
section 5.2.5) and never directly in other types of folders

5.2.3.1 Application/X-CPM-Session Content Type Definition

Following differences with [CPMMSGSTORE]:
e The inclusion of media-objects is not applicable for RCS. Only messages (possibly
including multimedia content) are sent in RCS

5.2.4 File Transfer History Object

Following differences with [CPMMSGSTORE]:

e The From will be set to the address of the initiator of the File Transfer retrieved from the
authenticated originator’s address in the SIP INVITE request

¢ If no Date is provided in the SIP INVITE request the Date header shall be set to the date
and time when the File Transfer recording started

As a clarification for RCS:

o File Transfer History Objects will always be stored in Conversation History Objects (see
section 5.2.5) and never directly in other types of folders

5.2.4.1 Application/X-CPM-Session Content Type Definition

No differences with [CPMMSGSTORE].

As a clarification for RCS:

e As in each session only one file is transferred only one file-object element will be
provided

5.2.5 Conversation History Object

Following differences with [CPMMSGSTORE]:

e Storage of Standalone media objects in a Conversation history object is not applicable
for RCS

As a clarification for RCS:

e Obijects stored in a Conversation History folder cannot be moved out of the folder to
somewhere else. Move operations are applicable to the folder as a whole

5.2.6 Stand-alone Media Object
Not applicable for RCS

5.3 Identification of Storage Objects
No differences with [CPMMSGSTORE].

5.4 Notifications

Not applicable for RCS

5.5 Metadata Structure

Following differences with [CPMMSGSTORE]:

¢ The storage of metadata for standalone Media Objects in part 1 of the metadata model is
not applicable for RCS

e The use of metadata annotations (part 2 of the meta data model) is not applicable for
RCS

e The $Forwarded and $MDNSent flags are not applicable for RCS

As a clarification for RCS:
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A RCS message storage client will ignore unknown flags

6 Procedures at Message Storage Client
Following difference with [CPMMSGSTORE]:

The “ACL” IMAP4 extension defined in RFC 4314 is not applicable for RCS
The “URLAUTH” IMAP4 extension defined in RFC 4467 is not applicable for RCS

As a clarification for RCS:

The “ANNOTATE” IMAP4 extension defined in RFC 5257 is not applicable for RCS
The “CONVERT” IMAP4 extension defined in RFC 5259 is not applicable for RCS
The “METADATA” IMAP4 extension defined in RFC 5464 is not applicable for RCS

6.1 General Operations

6.1.1 Authenticate Operation
No differences with [CPMMSGSTORE].

As a clarification for RCS:

If the root folder does not contain an “RCSMessageStore” folder when the client logs in
for the first time, the client will create such a folder.

6.1.2 Set Active Folder Operation
No differences with [CPMMSGSTORE].

6.2 Access Control List Operations
Not applicable for RCS

6.3 Message and History Operations

6.3.1 Object Store Operation
Following difference with [CPMMSGSTORE]:

The storage of standalone media objects is not applicable for RCS

An RCS client will not store Message, File Transfer History or Session History Objects
outside of a Conversation History

An RCS client will only store Message, File Transfer History or Session History Objects
in a Conversation History with a conversation id that matches the one of the object

As a clarification for RCS

An RCS client using the Object Store operation will provide an initial set of metadata
flags

An RCS client using the Object Store operation will not provide a set of metadata
annotations

An RCS client will not store objects in Conversation Histories in the default” system folder
of the Message Store

An RCS client will not perform an Object Store Operation for a Message, File Transfer
History or Session History Object, if for that Object there exists an Object that has the
same Conversation-ID and the same Contribution-ID is in a Conversation History in the
“default” system folder of the Message Store. In that case, it will rather perform an Object
Copy operation on the object in the Conversation History in the “default” system folder of
the Message Store as described in section 6.3.4. This means that if a user wishes to
permanently store an object that’s still in the temporary storage, it is moved to the
permanent storage first.
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6.3.2 Object Fetch Operation

Following difference with [CPMMSGSTORE]:

¢ The fetching of standalone media objects is not applicable for RCS

e The NOTE is not applicable for RCS: a client will always fetch the entire object rather
than just parts of it.

6.3.3 Object Preview Fetch Operation

Not applicable for RCS

6.3.4 Object Copy Operation

Following difference with [CPMMSGSTORE]:

¢ The copying of standalone media objects is not applicable for RCS

As a clarification for RCS:

o Copying Objects is only possible to a conversation history with the same Conversation-1D

e An RCS client will not perform an Object Copy Operation for objects in Conversation
Histories in the “default” system folder of the Message Store to a Conversation History in
a sub-folder of the “RCSMessageStore” folder. Objects in Conversation Histories in the
“‘default” system folder of the Message Store will only be copied to a Conversation
History that resides directly in the “RCSMessageStore” folder.

e After performing an Object Copy Operation for objects in Conversation Histories in the
“‘default” system folder of the Message Store, an RCS client will perform an Object
Remove Operation for the Object in the Conversation History in the “default” system
folder of the Message Store

6.3.5 Object Remove Operation

Following difference with [CPMMSGSTORE]:

¢ The removal of stored standalone media objects is not applicable for RCS

6.4 Folder Operations

6.4.1 Folder Create Operation
No differences with [CPMMSGSTORE].

6.4.2 List Folder Operation
No differences with [CPMMSGSTORE].

6.4.3 Folder Move Operation
No differences with [CPMMSGSTORE].

As a clarification for RCS:

e An RCS client will only move folders in the “default” system folder of the Message Store
(that is Conversation Histories) to the “RCSMessageStore” folder.

¢ An RCS client will not move the “RCSMessageStore” folder

6.4.4 Folder Remove Operation
No differences with [CPMMSGSTORE].

6.4.5 Folder Search Operation
Not applicable for RCS

6.5 Reference Operations
Not applicable for RCS
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6.6 Message and History Metadata Management Operations

6.6.1 Metadata Operation

No differences with [CPMMSGSTORE].
As a clarification for RCS:
e Updating of metadata annotations is not applicable for RCS

6.7 Synchronization
No differences with [CPMMSGSTORE].

As a clarification for RCS:

e An RCS client will present Message Objects in a Conversation History in the “default’
system folder of the Message Store in the same (conversational) views as newly
received messages albeit with the proper status

e An RCS client will present Message Objects in a Conversation History in the
‘RCSMessageStore” folder in the same (conversational) views as newly received
messages albeit with the proper status

e If an RCS client finds that an object in a Conversation History in the “default” system
folder of the Message Store has been deleted and the expiration time for that object is in
the past, the client will not remove the object from its local storage

6.8 Notification Operations
Not applicable for RCS

7 Procedures at Message Storage Server

Following difference with [CPMMSGSTORE]:

e The “ACL” IMAP4 extension defined in RFC 4314 is not applicable for RCS

e The “URLAUTH” IMAP4 extension defined in RFC 4467 is not applicable for RCS
As a clarification for RCS:

e The “CONVERT” IMAP4 extension defined in RFC 5259 is not applicable for RCS
e The “METADATA” IMAP4 extension defined in RFC 5464 is not applicable for RCS

7.1 General Operations

7.1.1 Authenticate Operation
No differences with [CPMMSGSTORE].

7.1.2 Set Active Folder Operation
No differences with [CPMMSGSTORE].

7.2 Access Control List Operations
Not applicable for RCS
7.3 Message and History Operations

7.3.1 Object Store Operation
No differences with [CPMMSGSTORE].
As a clarification for RCS:

o The client’s responsibility to keep proper conversation histories is not enforced by the
server

Draft v1.0 Page 10 of 12



GSM Association Non Confidential
Draft Document

RCS 5.0

Endorsement of OMA CPM 1.0 Message Storage

7.3.1.1 Handling Deferred CPM Message Objects
Not applicable for RCS

7.3.2 Object Fetch Operation

No differences with [CPMMSGSTORE].

7.3.3 Object Preview Fetch Operation

Not applicable for RCS

7.3.4 Object Copy Operation

No differences with [CPMMSGSTORE].

As a clarification for RCS:

e The client’s responsibility to keep proper conversation histories is not enforced by the
server

7.3.5 Object Remove Operation

No differences with [CPMMSGSTORE].

As a clarification for RCS:

o The message storage server will remove objects from Conversation History objects in the
“default” system folder of the Message Store that have expired according to a service
provider policy

e The message storage server will remove Conversation History Objects that contain no
Message, File Transfer History or Session History Objects any longer from the “default”
system folder of the Message Store

7.4 Folder Operations

7.4.1 Folder Create Operation
No differences with [CPMMSGSTORE].

7.4.2 List Folders Operation
No differences with [CPMMSGSTORE].

7.4.3 Folder Move Operation
No differences with [CPMMSGSTORE].

7.4.4 Folder Remove Operation
No differences with [CPMMSGSTORE].

7.4.5 Folder Search Operation
Not applicable for RCS

7.5 Reference Operations
Not applicable for RCS
7.6 Metadata Update Operation

No differences with [CPMMSGSTORE].
As a clarification for RCS:
e The use of metadata annotations is not applicable for RCS

7.7 Message and History Synchronization Operations
No differences with [CPMMSGSTORE].
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7.8 Notifications Operations
Not applicable for RCS

APPENDIX A. Change History

Appendix not relevant for RCS: as with the other RCS documents the history table is at the
end of the document.

APPENDIX B. Static Conformance Requirements
Appendix not relevant for RCS

APPENDIX C. CPM-Defined IMAP Flag Extensions

C.1.\read-report-sent
No differences with [CPMMSGSTORE].

APPENDIX D. Example of Session History Object
No differences with [CPMMSGSTORE].

APPENDIX E. Example of File Transfer History Object
No differences with [CPMMSGSTORE].
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