Doc# OMA-COM-CPM-2014-0092-CR_clarify_TLS.doc
Change Request

Doc# OMA-COM-CPM-2014-0092-CR_clarify_TLS.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request



Change Request

	Title:
	Bug fixes section 6
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	COM-CPM WA

	Doc to Change:
	OMA-TS-CPM_Message_Storage-V2_0-20140829-D

	Submission Date:
	02 Oct 2014

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Cristina Badulescu, Ericsson; cristina.badulescu@ericsson.com

	Replaces:
	n/a


1 Reason for Change
Change 1:
· Added missing RFC reference client section
Change 2:

· Added clarification TLS can be negotiated/terminated to a network proxy to which the secure TLS functions of the Message Store Server can be delegated (TLS does not have to be handled only by the Message Store box itself). Operators can reuse their security proxies.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org .

4 Recommendation

The COM-CPM WA is recommended to agree on the proposed changes in this CR and incorporate them in the CPM TS Message Storage 2.0.
5 Detailed Change Proposal

Change 1:  Sect 6 – missing RFC. And added clarification for TLS via a  network proxy
6. Procedures at Message Storage Client

The Message Storage Client is a functional component of the CPM enabler, which allows the CPM User to view and manage (store, fetch, delete etc) the resources stored in the Message Storage Server. In addition to that the Message Storage Client notifies the CPM User of any changes to the stored resources in the Message Storage Server (e.g. new message arrived, message got read on another client).

The Message Storage Client SHALL act as anIMAP4 client as defined in [RFC3501]. In addition to that, the Message Storage Client SHALL support:

·  the “UIDPLUS” IMAP4 extension as defined in [RFC4315], the “LIST-STATUS” IMAP4 extension as defined in [RFC5819], and
 MAY support:

·  the “ACL” IMAP4 extension as defined in [RFC4314], the “URLAUTH” IMAP4 extension as defined in [RFC4467], the “CONDSTORE” IMAP4 extension as defined in [RFC4551], the “ENABLE” IMAP4 extension as defined in [RFC5161

 REF RFC5161 \h 
], the “QRESYNC” IMAP4 extension as defined in [RFC5162], the “METADATA” IMAP4 extension as defined in [RFC5464] and the IMAP NOTIFY as defined in[RFC5465]. 
Also, the Message Storage Client SHOULD support the VANISHED UID FETCH Modifier as defined in [RFC5162], and MAY support the “ANNOTATE” IMAP4 extension as defined in [RFC5257] and/or the “CONVERT” IMAP4 extension as defined in [RFC5259]. 
Change 2:  Sect 6 – added clarification for TLS via a  network proxy

6.1. General Operations

6.1.1. Authenticate Operation

When the CPM Client needs to authenticate with the Message Storage Server, it SHALL either use the SASL method or the plain-text username/password method.

When the Message Storage Client wants to use the SASL method, the Message Storage Client SHALL send to the Message Storage Server an AUTHENTICATE request as defined in [RFC3501] with the authentication mechanism that it wants to use and then SHALL complete the authentication process as defined in [RFC3501]. 

When the Message Storage Client wants to use the plain-test username/password method, the Message Storage Client SHALL send to the Message Storage Server a LOGIN request as defined in [RFC3501] with the username and password associated with the Message Storage Client’s CPM User.

The CPM Client MAY set up a TLS session prior to authenticating with the Message Storage Server. In order to do so, the Message Storage Client SHALL send to the Message Storage Server a STARTTLS request as defined in [RFC3501] and complete the TLS session setup. In this scenario, the Message Storage Server SHALL support either TLS or PSK-TLS as defined in [RFC2246] and [OMA-SEC-CF] for the TLS protocol negotiations.
In case the CPM Client already has a secure connection setup with a network entity that terminates TLS (e.g. secure proxy), the Message Store Client and Message Store Server SHALL NOT need to perform the STARTTLS negotiation.

Change 3:  End of changes
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