Doc# OMA-Template-ChangeRequest-20150101-I.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-COM-CPM-2017-0065-CR_E002_Authentication.doc
Change Request



Change Request

	Title:
	CONRR comment C026
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA COM-CPM WG

	Doc to Change:
	OMA-TS-MessageStore_Using_RestfulAPI-V1_0_0-20170220-D

	Submission Date:
	22 April 2017

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Cristina Badulescu, Ericsson; cristina.badulescu@ericsson.com

	Replaces:
	n/a


1 Reason for Change

This Change Request addresses the following CONRR comment:

	E002
	2017.03.20
	T
	5.2.1. & Appendix
	Source: Ericsson
Form: OMA-COM-CPM-2017-0038

Comment: GSMA RCS & UP alignment: 

Support OpenID Connect with the token obtained via GBA as described in GSMA RCS & UP 

Proposed Change: add normative text to support GBA as mechanism used within OpenID Connect and a high-level flow to show the main interactions to obtain the token within the OpenID Connect flow)
	Status: OPEN 

<provide response>


2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

COM CPM WA to review and agree to the CR and incorporate it in the appropriate CPM TS specification.
6 Detailed Change Proposal

5.2. Authentication and Authori
zation 
5.2.1. Authentication 

If a CPM client or server requires access to resources on the Network Message Storage Server using RESTful APIs, the CPM client or server MAY use OpenId Connect in conjunction with:

a) OAuth 2.0 [RFC6749] to authenticate the client and end user in case of a client and the group in case of the server.  The outcome of the authentication SHALL be an ID Token presented to the client, (the JWT) token as specified by [RFC 7519]; or

b) GBA [3GPP TS32.220] to authenticate the NMS Client, using the bootstrapping token in the OpenID Connect flow. If a GBA bootstrapping token was obtained by the another client on the CPM User’s device e.g. a CPM Client (for authentication with SIP/IP Core) then the NMS Client MAY reuse that token.  
The ID Token SHALL contain a set of claims about the user, client or group that MUST be sufficient for the Network Message Storage Servere to allow or deny access to a particular resource on the Network Message Storage Server.  The CPM client or server SHALL present the ID Token on every request to the Network Message Store.
Change 1:  End of Changes
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