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1 Reason for Contribution

This contribution provides response to comments on CR22R04 on R&A.
2 Summary of Contribution

The response provided in this contribution to be discussed during the CR22R04 presentation.
3 Detailed Proposal

Mr. Granot Elad
Comverse


see discussion on email thread. We seem to have agreed that there are no requirements on the TCP layer. 

[ZTE]CR22 is not about TCP layer. It is about application layer, i.e. EVVM layer. 

CR22R04 has requirements on IMAP layer, which is focused on storing/re-storing the IMAP state (storing other information is out of scope of the requirement). 

[ZTE]More precisely speaking, CR22 is a requirement about application layer, i.e. EVVM layer, including IMAP, if you think IMAP can be a separate layer. Please see the reply in the previous email.

Comverse believes this is an IMAP issue, not in the scope for EVVM standardization (e.g. a developer of EVVM application may or may not have control over the IMAP implementation, which is at a lower layer). 

[ZTE] Just as clarified in the previous email, this is an EVVM issue, which should be within the scope of EVVM standardization.

To clarify, we are not talking just about the theoretical OSI layer model, but on layers and modules of software/protocol stack.

[ZTE]In my previous email, we replied you as follows:

“According to the OSI 7-layer model ( also applicable to Telecommunication beyond IP layer) EVVM layer is located in the same layer as IMAP4.  They both belong to application layer. ”
Please see the text in the brackets: ( also applicable to Telecommunication beyond IP layer)

As we all know, everything is over IP, we can refer to the beyond-IP layers of the OSI 7-layer model.

If the intent is to store a state which is past the authentication phase, then we are concerned with security threats that may become applicable (e.g. a malicious client can try to bypass authentication and start with a pseudo-restored state). 
2011-01-05 15:11:13

[ZTE]Please see the reply in the previous email；

But once the session recovers, the authentication phase may be triggered again automatically. As a matter of fact, this requirement is only applicable for fast-recovery interruption.

 Mr. Meier Bernhard
Ericsson

As a recent contribution 11-0005 INP Security Concerns from China Unicom also points out, EVVM has multiple interfaces that would also be affected/impacted by interruptions and disconnections as per the scenarios put forth in this 10-0022R04 CR. IMAP is thus not the only concern: we must also consider use cases where service is interrupted during SMTP and possibly also during SMS.

[ZTE]That could be an issue. However, this issue is not so troublesome, because the duration of SMTP session does not have to be long. It only needs to be sustained when the transmission takes place. 

 As per another email thread, IMAP is therefore not the only area that might be problematic when switching IP bearers or experiencing interruptions: SMTP (for submitting messages) as per VVM 1.3; and SMS (both notifications from server and activation from client-to-server) where there might be an impact depending on the underlying SMS bearer (thinking specifically of situations where you have multi-mode devices with varying SMS-capabilities, control vs. data channels, etc.). Ericsson would like to have more input on how, or if, SMS and SMTP would be affected.

[ZTE] If the EVVM group is interested in these situations  (SMTP, SMS), ZTE would like to deal with them.
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5 Recommendation

The EVVM Group considers the response during presentation of CR22R02
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