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1 Reason for Change

This change addresses the following RDRR comments.
	A198
	14-02-2011
	T
	6.1.6

6.1.6.1

6.1.6.2

6.1.6.3

6.1.6.4

6.1.7

6.1.8

6.1.9

6.1.10

6.1.11

6.1.7

6.1.8

6.1.9

6.1.10

6.1.11

6.1.2
	Source: RIM

Form: INP doc

Comment: The description of the section is missing.

Proposed Change: Add the appropriate descriptions to all sections throughout the document, or remove all the descriptions throughout the document.
	Status: CLOSED


	A199
	2011.02.21
	T
	6.1.6
	Source: ZTE

Form: INP doc

Comment: Replace “<intro text for Security requirements here>” with “To address EVVM security requirements.”
Proposed Change: 
	Status: CLOSED
No action; see A068 and A198.

	A202
	2011.03.21
	T
	6.1.6 
SEC-001
	Source: China Unicom

Form: INP doc

Comment: We do not believed this should be mandatory. 

Proposed Change: Suggest to make it optional as follows:
The EVVM Enabler MAY support confidentiality of STATUS SMS content.
	Status: CLOSED


	A203
	2011.02.18
	E
	6.1.6

EVVM-SEC-001
	Source: AT&T

Form: OMA-RD-EVVM-V1_0-20110203-D
Comment: clarification

Proposed Change: 

Change the requirement as marked below:

The EVVM Enabler SHALL support confidentiality when using STATUS SMS message as notification content.
	Status: CLOSED


	A205
	2011.03.21
	E
	6.1.6 
SEC-002
	Source: China Unicom

Form: INP doc

Comment: Typo. 

Proposed Change: Add a space between “SMS” and “content”.
	Status: CLOSED
No action; see A206.

	A206
	2011.02.18
	E
	6.1.6

EVVM-SEC-002
	Source: AT&T

Form: OMA-RD-EVVM-V1_0-20110203-D
Comment: clarification

Proposed Change: 

Change the requirement as marked below:

The EVVM Enabler MAY support confidentiality when using SYNC SMS message as synchronization content.
	Status: CLOSED


	A207
	2011.02.21
	E
	6.1.6

EVVM-SEC-002
	Source: ZTE

Form: INP doc

Comment: A space is missing.
Proposed Change: The EVVM Enabler MAY support confidentiality of SYNC SMS content.
	Status: CLOSED
No action; see A206.

	A209
	14-02-2011
	T
	6.1.6
	Source: RIM

Form: INP doc

Comment: Security requirements are virtually non-existent.

Proposed Change: Evaluate the necessary requirements and add them to the document.
	Status: CLOSED


	A210
	14-02-2011
	T
	6.1.6
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler SHALL provide at least the same level of security as VVM.”
	Status: CLOSED


	A211
	14-02-2011
	T
	6.1.6
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler SHALL allow protecting EVVM Users from unsolicited voice messages.”
	Status: CLOSED


	A212
	14-02-2011
	T
	6.1.6
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler SHALL preserve the integrity and confidentiality of communication between all entities.”
	Status: CLOSED


	A213
	2011.02.21
	T
	6.1.6
	Source: ZTE

Form: INP doc

Comment: The EVVM Enabler shall support Non-Repudiation in EVVM service.
Proposed Change: Add this requirement into Section 6.1.6, Security.
	Status: CLOSED


	A214
	2011.02.21
	T
	6.1.6
	Source: ZTE

Form: INP doc

Comment: It’s possible that in a single voice mail, only part of its contents (e.g., one of the attached images) needs to be encrypted while the rest does not. Therefore, we recommend that the EVVM Enabler be able to either encrypt a voice mail as a whole or encrypt only part of its contents.
Proposed Change: Add this requirement into Section 6.1.6, Security.
	Status: CLOSED
Note: added the requirement under the confidentiality section.

	
	
	
	
	



	


	A216
	14-02-2011
	E
	6.1.6
	Source: RIM

Form: INP doc

Comment: There are a series of empty headings after Table 7.

Proposed Change: Remove the empty headings.
	Status: CLOSED


	A220
	14-02-2011
	T
	6.1.6.1
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler SHALL provide mutual authentication (user, client, service) prior to accessing the service.”
	Status: CLOSED


	A221
	14-02-2011
	T
	6.1.6.1
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler SHALL provide authentication information in the notifications.”
	Status: CLOSED


	A222
	2011.03.21
	T
	6.1.6.1


	Source: China Unicom

Form: INP doc

Comment: VVM 1.3 provided an authentication mechanism based on user-name and user-password 

Proposed Change: Suggest adding a new label EVVM-SEC-001 with the sentence as follows:

The EVVM Enabler SHALL provide a mechanism to authenticate the EVVM User with the its user-name and user-password.

A CR will be submitted.
	Status: CLOSED
No action; this is a technical detail. Some service providers will want to authenticate based on other information.

	A223
	2011.02.19
	E
	6.1.6.1
	Source: Huawei
Form: INP doc
Comment: no requirement in this section.
Proposed Change: Remove this section
	Status: CLOSED
No action; new requirements have been added during the RD review.

	A224
	14-02-2011
	T
	6.1.6.2
	Source: RIM

Form: INP doc

Comment: We do not foresee any new requirements for authorization at this time.

Proposed Change: Remove the table and add the text: None.
	Status: CLOSED
No action; new requirements have been added during the RD review.

	A225
	2011.03.21
	E
	6.1.6.2
	Source: China Unicom

Form: INP doc

Comment: Authorization is based on service policies. It may be out of the scope of the EVVM 1.0. 

Proposed Change: Delete the table 9 all, and add “n/a” in the section.
	Status: CLOSED
No action; new requirements have been added during the RD review.

	A226
	2011.02.19
	E
	6.1.6.2
	Source: Huawei
Form: INP doc
Comment: no requirement in this section.
Proposed Change: Remove this section
	Status: CLOSED
No action; new requirements have been added during the RD review.

	A227
	14-02-2011
	T
	6.1.6.3
	Source: RIM

Form: INP doc

Comment: Add a new requirement.

Proposed Change: “The EVVM Enabler MAY support digital signatures.
	Status: CLOSED
Changed to a SHALL due to A213.

	
	
	
	

	





	


	A229
	2011.02.19
	E
	6.1.6.3
	Source: Huawei
Form: INP doc
Comment: no requirement in this section.
Proposed Change: Remove this section
	Status: CLOSED
No action; new requirements have been added during the RD review.

	
	
	
	
	



	


	A232
	2011.03.21
	T
	6.1.6.4


	Source: China Unicom

Form: INP doc

Comment: VVM 1.3 provided an optional session protection mechanism based on TLS. 

Proposed Change: Suggest adding a new label EVVM-SEC-005 with the sentence as follows:

The EVVM Enabler SHALL provide a mechanism to protect transfer security of a voice message. 

A CR will be submitted.
	Status: CLOSED
No action; see A100 and A214.

	A233
	2011.02.19
	E
	6.1.6.4
	Source: Huawei
Form: INP doc
Comment: no requirement in this section.
Proposed Change: Remove this section
	Status: CLOSED
No action; new requirements have been added during the RD review.

	A234
	2011.02.21
	T
	6.1.6.4
	Source: ZTE

Form: INP doc

Comment: We suggest that the EVVM Enabler support data confidentiality for user-to-user VM service.
Proposed Change: Add this requirement into Section 6.1.6.4, Confidentiality.
	Status: CLOSED
No action; the requirement added in A214 is general enough to satisfy this.


Note: A200, A201, A204, A208 and A231 have been removed from the range.

Changes in R01 (to address offline comments from ZTE Corporation):
Removed the following comments from the range: A215, A228 and A230.

Based on clarification, added A100 to the resolution of A232.

Based on clarification, added A214 to the resolution of A234.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Update the requirement document as follows.
6.1.6
Security

· RD Editor to remove all introductory text such as the one below, from the entire document, see RDRR comment A068 and A198.

	Label
	Description
	Release

	EVVM-SEC-001
	The EVVM Enabler MAY support confidentiality when using STATUS SMS message as notification content.
	EVVM V1.0

	EVVM-SEC-002
	The EVVM Enabler MAY support confidentiality when using SYNC SMS message as synchronization content.
	EVVM V1.0

	EVVM-SEC-003
	The EVVM Enabler SHALL provide at least the same level of security as VVM.
	EVVM V1.0

	EVVM-SEC-004
	The EVVM Enabler SHALL allow protecting EVVM users from unsolicited voice messages.
	EVVM V1.0

	EVVM-SEC-005
	The EVVM Enabler SHALL preserve the integrity and confidentiality of communication between all entities.
	EVVM V1.0


Table 7: High-Level Functional Requirements – Security Items

6.1.6.1 Authentication


	Label
	Description
	Release

	EVVM-AUT-001
	The EVVM Enabler SHALL provide mutual authentication (user, client, service) prior to accessing the service.
	EVVM V1.0

	EVVM-AUT-002
	The EVVM Enabler SHALL ensure that authentication is non-repudiable.
	EVVM V1.0

	EVVM-AUT-003
	The EVVM Enabler SHALL provide authentication information in the notifications.
	EVVM V1.0


Table 8: High-Level Functional Requirements – Authentication Items
6.1.6.2 Authorization

<intro text for Authentication requirements here>

	Label
	Description
	Release

	
	
	


Table 9: High-Level Functional Requirements – Authorization Items

6.1.6.3 Data Integrity


	Label
	Description
	Release

	
	
	

	EVVM-INT-001
	The EVVM Enabler SHALL support digital signatures.
	EVVM V1.0


Table 10: High-Level Functional Requirements – Data Integrity Items

6.1.6.4 Confidentiality


	Label
	Description
	Release

	
	
	

	EVVM-CON-001
	The EVVM Enabler SHALL support encryption of sensitive content such as entire VMs, individual parts of VMs, and notifications.
	EVVM V1.0


Table 11: High-Level Functional Requirements – Confidentiality Items
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