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1 Reason for Change

	EVVM-SEC-001
	The EVVM Enabler MAY provide application-level encryption over bearers that do not provide transport-level encryption.
	EVVM V1.0

 
	RIM


R01:

During offline discussions it has been identified that encryption is applicable to: notifications (SMS) and voicemail content (IMAP/SMTP).

To encrypt notifications, we need to come up with a solution.

To encrypt voicemail content S/MIME can be used. However, it has been identified that the server needs to have the encryption key(s) and method (for the sake of TUI).
This contribution focuses only on adding encryption of notifications.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add client functionality
6.3.1.1 EVVM Client

The EVVM Client resides in a Device. It is used to access network-based EVVM functional components and to manage voicemail messages, greetings and user preferences.
The EVVM Client is responsible for:

· Establishing connections as necessary, authenticating the user, maintaining and closing established connections as necessary.

· Negotiations with the server:

· Disclosing the following capabilities:

· List of supported encryption methods.

· Folder management:
· Selecting the current folder.

· Voice mail handing

· Creating a voice mail from voice or text

· Sending voicemail 
· Requesting to forward a voice mail or part(s) of it

· Requestingt to forward a transcription of the voice mail or parts of it

· Requesting to forward voice mail to SMS, MMS and/or Email

· Voicemail management:
· .

· Obtaining list of voicemail.
· Deleting voicemail.

· Retrieving voice mails as 

· voice mail only

· transcribed text only

· voice mail and transcribed text
· Greeting (audio or text) and voice signature management:
· Creating greetings and voice signatures

· Uploading greetings and voice signatures.

· Obtaining list of greetings and voice signatures.
· Retrieving greetings and voice signatures.

· Deleting greetings and voice signatures.

· Updating greetings and voice signatures.

· Content adaptation:

· Request on-demand message transcription.

· Start/stop automatic message transcription.

· Notifications:

· Query subscriber provisioning status.

· Service activation/deactivation.

· Turn notifications on/off.

· Receive and consume notifications.
· 
· Security:

· Application-level encryption,
· Request using encrypted notifications or clear text notifications.
· Exchange nonce(s), encryption key(s), etc as required for encrypting notifications.
· 
· Decrypt encrypted notifications.
· 
· 
· 
Change 2:  Add server functionality

6.3.1.2 EVVM Server

The EVVM Server resides in a Server Domain. It stores resources and provides access to these resources to other EVVM functional components.
The EVVM Server is responsible for:
· Serving connection requests, authenticating the user, maintaining and closing established connections as requested.

· Providing storage for voice mails, greetings, voice signatures and user preferences.

Editorial Notes: providing storage is for VVM 1.3, where and how to provide storage for EVVM 1.0 is FFS

· Processing and validation of requests originating from the EVVM Client and the TUI.

· Apply the service provider policies to requests from the EVVM Client and the TUI, as applicable.

· Performing requested operations, if permitted:

· Voicemail handling:
· Sending voicemail to destination.

· Delivering voice mail with appropriate codec.

· Storing incoming voicemail.

· Greeting and voice signature management:
· Storing greetings (voice or text) and voice signatures.

· Playing the appropriate greetings based on EVVM user’s preference.

· Content adaptation:

· Realizing voice mail transcription.

· Realizing text to speech conversation
· Providing transcribed text to the client
· Notifications:

· Delivering subscriber status.

· Dispatching event notifications.

· Reporting the result of the requested operation to the EVVM Client and the TUI, as applicable.
· Forwarding transcribed text from the client to the destination
· 
· Identifying application-level encryption credentials per client.
[Editor’s Note] This bullet is meant for notification content encryption
· 
· 
· Security:

· Application-level encryption,
· Select a suitable encryption method  while taking into account client capabilities.

· Exchange nonce(s), encryption key(s), etc as required for encrypting notifications.

· If requested, encrypt notifications to be sent to the EVVM Client.
· 
· 
· 
· 
Change 3:  Add interface functionality

6.3.2.1 EVVM-1

The EVVM Server is exposing the EVVM-1 interface to the EVVM Client, allowing it to access the resources on the EVVM Server.

The EVVM-1 interface is exposed by the EVVM Server to allow the EVVM Client to access the EVVM Server.

Supported functionalities include:

· User authentication.

· Client identification 
· Disclose capabilities of the client:

· Supported encryption methods.

· Application-level encryption:
· Facilitate agreement on a preferred encryption method.

· Facilitate exchanging nonce(s), encryption key(s), etc as required.

· Send, request forwarding, list, retrieve, and delete voicemails.

· EVVM Server also receives:

· the indications how voice mails like to be received (see 6.3.1.1). Clients send these information via EVVM-1.

· the transcribed text which the client sends for forwarding purposes.

· the one or more receiver addresses which are targeted to forward the transcribed text

· the requested type of message which is used for the forward procedure. It could be an E-Mail, SMS or MMS.
· Upload, list, retrieve, and delete greetings (voice or text) and voice signatures.

· Manage preferred greeting selection

· Request voice mail transcription.

· On demand

· Automatically with every voice mail

· User preference updates.

· Query subscriber provisioning status.
· Sending the encryption key generated by the EVVM Client.

· Sending the encryption algorithm preferred by the EVVM Client.

�Inserted for consistency by the editor


�Inserted for consistency by the editor


�Conflicting wordings in two CRs





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

