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1 Reason for Change

This CR proposes to add in the EVVM ER a separate section dedicated to security-related issues of the EVVM Enabler.
With this CR, the following requirements can be addressed in the EVVM AD from a high-level perspective.

	EVVM-SEC-002
	The EVVM Enabler SHOULD preserve the integrity and confidentiality of communication when inter-working with non EVVM based services.
	EVVM V1.0



	EVVM-SEC-003
	The EVVM Enabler SHALL provide at least the same level of security as GSMA/OMTP VVM 1.3.
	EVVM V1.0



	EVVM-SEC-005
	The EVVM Enabler SHALL preserve the integrity and confidentiality of communication.
	EVVM V1.0



	EVVM-SEC-006
	The EVVM Enabler MAY support non-repudiation.
	EVVM V1.0



	EVVM-CON-001
	The EVVM Enabler SHOULD support confidentiality of sensitive content such as entire VMs, individual parts of VMs, and notifications.
	EVVM V1.0



	EVVM-CON-002
	The EVVM Enabler SHALL support confidentiality when using STATUS SMS message as notification content.
	EVVM V1.0



	EVVM-CON-003
	The EVVM Enabler MAY support confidentiality when using SYNC SMS message as synchronization content.
	EVVM V1.0




2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal

Change 1:  Add a new section “Security Considerations” in the EVVM ER.
6.4 Security Considerations
The EVVM Enabler provides the following security aspects are considered in this document:

· Authentication,
· Security of voice mail contents,

· Security of SMS notifications,

· Security of voice mail interworking 
6.4.1 Authentication

EVVM supports associating multiple identifiers with the user’s voice mail box. The EVVM user SHALL be authenticated by using either one of these identifiers. 

The EVVM Client 
SHALL authenticate the EVVM Server and vice versa.
Similar mutual authentications are expected to take place between the corresponding components of the supporting enablers.

The EVVM Server SHALL authenticate the EVVM user. If the user’s actions require interactions with other functional entities (e.g., Interworking Gateway), the EVVM Server SHALL authenticate the user with the corresponding functional entities using the same user credentials
.
The EVVM Server SHALL
 authenticate the EVVM Forwarding Gateway and vice versa.
The EVVM Server SHALL authenticate the EVVM Interworking Gateway and vice versa.
The EVVM Server SHALL authenticate the EVVM Non-OMA Standard VM Service and vice versa.
In case of interactions between two EVVM Servers situated in two different domains, the servers SHALL authenticate each other.


6.4.2 Security of Voice Mail Contents
Security of EVVM voice mail contents can be achieved by the originating and terminating EVVM clients only, without the intervention of the EVVM server and gateways
.

Regarding voice mail contents, the EVVM Enabler SHALL support the following security-related functionalities so as to ensure the confidentiality, integrity and non-repudiation of a voice mail (or part of it):
· Encrypting the whole voice mail or part of it,

· Preserving the integrity of the whole voice mail or part of it,

· Applying digital signatures 
for the whole voice mail or part of it.

The originating and terminating EVVM clients SHALL support at least the following algorithms:

· A message-digest algorithm for the verification of VM content integrity and the implementation of digital signatures,

· A digital signature algorithm for the prevention of repudiation,

· A symmetric encryption algorithm for data encryption and the preservation of VM content confidentiality.

· A public-key encryption algorithm for the encryption and decryption of the (symmetric) encryption key.

The originating and terminating EVVM clients SHALL exchange and negotiate about the following encryption keys
:
· Symmetric encryption key, which is used for data encryption and is allocated to the terminating EVVM client by the originating client.

· Data integrity key, which is used to generate message digest for some certain data so as to preserve the integrity of the data. 
6.4.3 Security of SMS Notifications
Each STATUS/SYNC SMS message SHALL be encrypted to preserve its confidentiality. The Encryption algorithm and Encryption key used to encrypt the STATUS/SYNC SMS message should be negotiated between the EVVM client and the EVVM server. 
6.4.4 Security of voice mail interworking
While interworking with non-EVVM services (e.g., forwarding a voice mail as a MMS/EMAIL/SMS message), the EVVM Enabler SHALL transfer the data integrity and/or confidentiality
 to the non-EVVM services if the non-EVVM services support the data integrity and/or confidentiality also.
�The intention is to check if the Client is Malware or not. Right? Client ID is unique? Or just check if the Client is trusted.


�Do those functional entities know the user credentials?


�Depends on if they belong to the same provider.


�1) LI or regulation requirements; 2) Client must support this function; 3) P2P security? key management? how about the multi-cast?


�What’s the intention?


�Move them to TS stage.


�Move them to TS stage.


�For content, confidentiality is recommended and integrity is not necessary for the performance
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