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Reason for Change
Since the EVVM Enabler will use the notification via SYNC/STATUS SMS only for backward compatibility with OMTP VVM 1.3 and for the forward compatibility OMA PUSH messages are used, the encryption of SYNC/STATUS SMS is no longer valid requirement because OMTP VVM 1.3 does not define the encryption of SYNC/STATUS SMS.
Nevertheless the encryption requirement is still valid for notification content in general when using OMA PUSH for sending notifications. 
This CR is proposing updates and corrections of corresponding ER sections, mainly the security considerations chapter.
R01 is a revision based on the new EVVM-ER version. Still there are no changes to proposed updates (only the respective sections where updated to match the latest ER version). 
Impact on Backward Compatibility
None.
Impact on Other Specifications
None.
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Review and agree the proposed changes.
Detailed Change Proposal
Changes in chapter 6.4
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...
Security Considerations
The EVVM Enabler provides the following security aspects are considered in this document:
· Authentication,
· Security of voicemail contents,
· Security of SMS notifications content,
· [bookmark: _Toc303891765]Security of voicemail interworking.
Authentication
[bookmark: _Toc303891766]EVVM supports associating multiple identifiers with the user’s voicemail box. The EVVM user SHALL be authenticated by EVVM Server using any one of these identifiers. Once one of his/her identifiers is authenticated, all the other associated identifiers SHALL be considered as authenticated.
The EVVM Client SHALL authenticate the EVVM Server and vice versa according to [OMA SEC CF].
Similar mutual authentications are expected to take place between EVVM functional components and their corresponding interacting components of the supporting enablers, e.g., EVVM Server and Message Storage Server.
The mutual authentication SHOULD be performed between EVVM Server and EVVM Forwarding Gateway and is subject to:
· Service provider’s policy.
· Service provider’s deployment
The mutual authentication SHOULD be performed between EVVM Server and the EVVM Non-OMA Standard VM Service and is subject to:
· Service provider’s policy.
· Service provider’s deployment
The mutual authentication SHALL be performed between EVVM Servers and is subject to:
· Service provider’s policy.
· Service provider’s deployment.
Security of Voice Mail
[bookmark: _Toc303891767]The EVVM Enabler ensures the security of EVVM voicemail contents as a supplement to the security mechanism of VVM 1.3.
Regarding voicemail contents, the EVVM Enabler SHALL support the following security-related functionalities:
Encrypting the whole voicemail or part of it for its confidentiality,
Preserving the integrity of the whole voicemail or part of it,
Ensuring the non-repudiation for the whole voicemail or part of it.
Security of SMS Nnotifications content
Each STATUS SMS message SHALL be encrypted to preserve its confidentiality. Each SYNC SMS message MAY be encrypted to preserve its confidentiality.The notification content SHALL be encrypted by the EVVM Server or stay in clear text according to the EVVM user preference. 
The default setting of the EVVM user preference is subject to service provider’s policy and/or deployment. Still it is recommended to have the encryption enabled by default.  
The Encryption algorithm and Encryption key used to encrypt the STATUS/SYNC SMSnotification content  message should be negotiated between the EVVM client and the EVVM server. 
[bookmark: _Toc303891768]Security of voicemail interworking
While forwarding a voicemail as a MMS/EMAIL/SMS message, the EVVM Enabler SHALL transfer the data confidentiality and/or integrity, if present,  to the non-EVVM services if the non-EVVM services support the data confidentiality and/or integrity also.
Changes in chapter 6.3.2.2
6.3.2.2     EVVM-2
The EVVM Client is exposing the EVVM-2 interface to the EVVM Server, allowing it to send notifications to the EVVM Client.
Supported functionalities include:
· Providing information for mutual authentication.
· Sending subscriber provisioning status.
· Sending notifications:
· Including emotion indication, if available.
· Recall status notification (success or failure notification to recalling and recipient user).
· Providing authentication information in the notifications.
· Sending the encrypted SMS notification content according to the EVVM user preference, e.g., STATUS SMS, SYNC SMS.
· Sending network-initiated deactivation notification.
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