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1 Reason for Change

This CR adds the contents regarding voicemail security in the EVVM TS.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal

Change 1:  Update Section 7.4.1.1, Local voicemail composition.
4. Local voicemail composition

The EVVM Client MUST support voicemail composition locally and it MUST follow the voice mail format defined in section 7.3.3.1.

Voicemails are composed locally by creating a blank voicemail, or, opening a locally stored voicemail, and, adding various header fields and attachments.

The attachments MAY originate from the device (newly created media), or, from another voicemail (existing media). When existing voicemail or media that exists on the network-side is used in the composed voicemail, the EVVM Client SHOULD perform remote voicemail composition instead, as defined in section 7.4.3.4.

While EVVM Client MAY insert any header fields, the EVVM Client MUST honour to the header field requirements defined in section 7.3.3.1.2.

Similarly, while the EVVM Client MAY insert any type of attachments, the EVVM Client MUST honour to the media type requirements defined in section 7.3.4.
The EVVM Client MAY allow the EVVM user to add a media item to the voicemail message as the background media with the Content Disposition header set to “inline”. In this case, the EVVM Client MAY include a MIME body part containing the user-selected background media, in addition to the main body part (containing the user’s voice), in the composed voicemail. The body part containing the background media MUST have a media type conforming to section 7.3.4 and include a Content-Description header field [RFC2045] with its value set to the text “background media” to indicate the relationship with the main media item.
The EVVM Client MUST ensure that the resulting voicemail does not exceed the maximum voicemail size imposed by the service provider, see 7.3.2.1.

While NOT REQUIRED, it is RECOMMENDED that the EVVM Client allows the EVVM User to specify the sender and recipient identifiers prior to composing the message.
If the EVVM user requests the confidentiality of one or more media items in the voicemail, the EVVM Client MUST encrypt and encapsulate each of those selected media items according to the procedures specified in [RFC1847], [RFC3156] and [RFC4880].
If the EVVM user requests the integrity of one or more media items in the voicemail, the EVVM Client MUST generate a digital signature based on each of those selected media items and the sender's private key, and encapsulate each signature together with its corresponding media item, according to the procedures specified in [RFC1847], [RFC3156] and [RFC4880].
Change 2:  Update Section 7.4.1.3, Voicemail presentation.
4. Voicemail presentation

After fetching a voicemail from the EVVM Server, the EVVM Client MUST distinguish the main body part (which may contain the voicemail sender’s voice) from other attachments, i.e., the body parts with their Content-Disposition header fields set to “attachment” [OMTP VVM]. The EVVM Client MAY detect the body part bearing a Content-Description header indicating “background media”, if present.

The EVVM Client SHOULD render the media contained in the main body part to the user automatically when the user opens the voicemail with the background media, if present. After the main body is presented the EVVM Client SHOULD present the other attachments subject to the control/preference of the user and device capability (e.g., turning on/off the other attachments, adjusting the volume of the background audio, cycling the background audio/video if its length is shorter than the main media item, etc.).
Editor’s Note: turning on/off the background media is FFS.
If the voicemail fetched from the EVVM Server contains any OpenPGP encrypted data, the EVVM Client MUST first decrypt the encrypted data, according to [RFC1847], [RFC3156] and [RFC4880], before presenting the voicemail to the recipient.
If the voicemail fetched from the EVVM Server contains any OpenPGP signed data with digital signature(s), the EVVM Client MUST first verify the digital signature(s), according to [RFC1847], [RFC3156] and [RFC4880], before presenting the voicemail to the recipient.
Change 3:  Update Section 7.4.6, EVVM Server to Forwarding Gateway Procedures.
4. EVVM Server to Forwarding Gateway Procedures

The EVVM Enabler allows EVVM users to forward voicemails to users of SMS, MMS or e-mail and request delivery/read reports. Forwarding can be initiated by the EVVM Client, by sending a request to the EVVM Server using the EVVM-1 interface. The recipient can also request, by setting his/her relevant user preferences, to receive voicemails as SMS or MMS messages, or receive them as regular e-mails in another e-mail box. 

The Forwarding Gateway forwards voicemails using the EVVM-3 interface and deposits delivery/read reports via the EVVM-4 interface. Forwarding voicemails to the following non-VM communication services are in the scope of this specification:

· SMS,

· MMS,

· E-mail.

When forwarding a voicemail, the Forwarding Gateway SHALL check the service provider policies and user preferences to select a SMS, MMS, and/or E-mail to forward the voicemail to. 

While forwarding a voicemail to SMS/MMS/E-mail, the Forwarding Gateway SHALL convert the received voicemail into the appropriate message format based on the conversion rules defined in Sections 7.4.6.1, 7.4.6.2 and 7.4.6.3 for SMS, MMS and e-mail, respectively.
While forwarding a voicemail to MMS or E-mail, if the voicemail includes any OpenPGP encrypted data or OpenPGP signed data, the Forwarding Gateway SHOULD keep those items and their formats in the generated MMS or e-mail message, according to [RFC1847], [RFC3156] and [RFC4880].

The Forwarding Gateway MAY reject to forward a voicemail to SMS, if the voicemail includes any encrypted content or digital signature.
The minimum conformance requirements for the interactions between the EVVM Server and the Forwarding Gateway are as follows:

· The Forwarding Gateway MAY expose the EVVM-4 interface.

· The Forwarding Gateway exposing the MSG interface MUST support:

· [TBS]….

· The Forwarding Gateway exposing the MSG interface SHOULD support:

· [TBS]….

· The Forwarding Gateway exposing the MSG interface MAY support:

· [TBS]….

Change 4:  Update Section 2.1, Normative References.
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