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1 Reason for Change

Somehow we forget to update this section while we were progressing the notification work.
The text is aligned with the agreements made thus far, but the list of encryption mechanisms was left open at this point, allowing adding security mechanisms to the specifications. RSA and AES have been mentioned in the past, members should consider adding these.
R01 turns ECIES to a SHOULD due to legal concerns related to local regulations in China (China Unicom).
There was a recommendation to remove client-prefix as well. Client prefix was added to provide a concise fingerprint to verify the identity of the sender. For now, it has been kept in R01; the discussions are expected to be continued during the consistency review.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add security spec
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Change 2:  Security clarifications

6.4.3 Security of notification content
The notification content SHALL be encrypted by the EVVM Server or stay in clear text according to the EVVM user preferences and the service provider’s policy. The EVVM Enabler supports the use of asymmetric and symmetric encryption mechanisms. In order to ensure some level of interoperability, all EVVM Clients and EVVM Servers SHOULD support the following encryption mechanisms:
· Elliptic Curve Integrated Encryption Scheme (ECIES) defined in [SECG SEC1]
· TBD or remove
The EVVM Enabler permits the use of encryption mechanism not listed above, using the extension mechanism provided by the XML Schema in the corresponding XML elements and attributes of service and client preferences. However, the use of these encryption mechanisms is not in the scope of this specification.
The EVVM Server stores all of the encryption mechanisms that it supports in the service preferences (serviceprefs-final/prefs/notifications/encryption). EVVM Clients - preferably, taking into account the mechanisms supported by the server – store their own encryption preferences (mechanism, strength, public key/shared secret) individually in their own set of client preferences (clientprefs-final/prefs/notifications/encryption). The EVVM Client MUST also store a random string called client prefix (clientprefs-final/prefs/notifications@clientprefix). The EVVM Server MUST include the client prefix in all notifications in order to support verification of the sender.
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