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Change Request

	Title:
	DTAG_CONR_ER_Notification_security_prefs_updates
	|X| Public      |_| OMA Confidential

	To:
	OMA EVVM

	Doc to Change:
	OMA-ER-EVVM-V1_0-20120319-D

	Submission Date:
	11 Apr 2012

	Classification:
	|_| 0: New Functionality
|X| 1: Major Change
|_| 2: Bug Fix
|X| 3: Editorial

	Source:
	jindrich.kubelik@t-mobile.cz

	Replaces:
	n/a


Reason for Change
Fixing the CONR comments:
	B012
	2012.04.11
	E
	7.3.2.2.13
	Source: DTAG
Form: INP doc #0059
Comment: The section name “Notification encryptions” is not aligned with the naming of section 7.3.2.1.1 in service preferences (“Supported notification encryption mechanisms”).
Proposed Change: Align naming of both sections, i.e. rename the sections to “Notification encryption algorithms”.
	Status: CLOSED by CR #2012-0096OPEN


	B013
	2012.04.11
	E
	7.3.2.2.11
	Source: DTAG
Form: INP doc #0059
Comment: There is a mistake in reference to corresponding preference: serviceprefs-global/prefs/notifications@encrypt
Proposed Change: Fix the preference to “clientprefs/prefs/notifications@encrypt”
	Status: CLOSED by CR #2012-0096OPEN


	B014
	2012.04.11
	T
	7.6.5.2.2
	Source: DTAG
Form: INP doc #0059
Comment: There is not define the EVVM Server behavior in case the client’s choice regarding the notification encryption  is in contradiction with service provider’s policy
Proposed Change: We should define following: “If the client’s choice is in contradiction with service provider’s policy then the EVVM Server MUST NOT send the notification to the corresponding EVVM Client”
	Status: OPEN




 
Impact on Backward Compatibility
None.
Impact on Other Specifications
None.
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Review and agree the proposed changes.
Detailed Change Proposal

Fixing the service preferences section
5. [bookmark: _Ref307236297]
6. 
7. 
7.2 
7.3 
7.3.1 
7.3.2 
7.3.2.1 
Global service preferences
…
7.3.2.1.1.1.1. 
7.3.2.1.1.1.2. 
7.3.2.1.1.1.3. 
7.3.2.1.1.1.4. 
7.3.2.1.1.1.5. 
7.3.2.1.1.1.6. 
7.3.2.1.1.1.7. 
[bookmark: _GoBack]Supported notification encryption mechanismsalgorithms
The supported notification encryption algorithms mechanisms isare a list of tokens indicating which encryptions the EVVM Server is capable of performing on notifications. Each token corresponds to a specific encryption algorithm. The tokens are defined in section “6.2 Elementary Data Types” of [OMA EVVM XDM]. The EVVM Server MAY disclose its requirements regarding minimum encryption strength, maximum encryption strength, and the preferred encryption strength individually, for each encryption algorithmmechanism.
The EVVM Client uses this information to derive notification capabilities of the EVVM Server in order to set up its own notification preferences.
The EVVM Server uses this information during the notification procedures (see section 7.6.5.2 “Outband notifications”).
Corresponding preference: serviceprefs-global/prefs/notifications/encryption


Fixing the client preferences section 

[bookmark: _Ref307232219][bookmark: _Toc320012972]Client preferences
…

7.3.2.1.2 
7.3.2.1.3 
7.3.2.1.4 
7.3.2.1.5 
7.3.2.1.6 
7.3.2.1.7 
7.3.2.1.8 
7.3.2.1.9 
7.3.2.1.10 
7.3.2.1.11 
Notification encryption
The notification encryption is a token indicating the client’s choice regarding encrypting notifications. The tokens are defined in section “6.2 Elementary Data Types” of [OMA EVVM XDM]. When the token is ‘always’, it indicates that the client forces notification encryption. When the token is ‘ifneeded’, it indicates that the client leaves the choice to the EVVM Server; in this case, the EVVM Server MUST encrypt the content when it is unable to determine the delivery path, or, it is able to determine the delivery path but it is deemed to be unsecure. When the token is ‘never’, it indicates that the client forbids notification encryption as whole.
The EVVM Server uses this information during the notification procedures (see section 7.6.5.2 “Outband notifications”).
Corresponding preference: serviceprefsclientprefs-global/prefs/notifications@encrypt

Notification compression algorithms
The notification compression algorithms are a list of index and token pairs indicating which compression algorithms the EVVM Client is capable of uncompressing. The purpose of the index is to provide an additional level of obfuscation to the content. The index is an integer number and it MUST be unique within the scope of the preferences of a single EVVM Client. Each token corresponds to a specific compression algorithm. The tokens are defined in section “6.2 Elementary Data Types” of [OMA EVVM XDM].
The EVVM Server uses this information during the notification procedures (see section 7.6.5.2 “Outband notifications”).
Corresponding preference: clientprefs/prefs/notifications/compression

Notification encryption algorithms
The notification encryption algorithms are a list of index, token, strength pairs indicating which encryption algorithms and strengths the EVVM Client is capable of decrypting. The purpose of the index is to provide an additional level of obfuscation to the content. The index is an integer number and it MUST be unique within the scope of the preferences of a single EVVM Client. Each token corresponds to a specific encryption algorithm. The tokens are defined in section “6.2 Elementary Data Types” of [OMA EVVM XDM]. Depending on the characteristics of the chosen encryption mechanism (asymmetric or symmetric), the EVVM Client MUST include a public key or a shared secret along with each encryption setting,
The EVVM Server uses this information during the notification procedures (see section 7.6.5.2 “Outband notifications”).
Corresponding preference: clientprefs/prefs/notifications/encryption

Fixing the server procedures [NO CHANGE 3]
7. [bookmark: _Ref318216403][bookmark: _Toc320013029]
7.1 
7.2 
7.3 
7.4 
7.5 
7.6 
7.6.1 
7.6.2 
7.6.3 
7.6.4 
Notification handling
…
7.4 [bookmark: _Ref319933476]
7.5 
7.6 
7.6.1 
7.6.2 
7.6.3 
7.6.4 
7.6.5 
7.6.5.1 
7.6.5.2 
7.6.5.2.1 
Encrypting notifications
The EVVM Server MUST:
· Check the service provider’s policy on encryption (serviceprefs-final/prefs/notifications@encrypt).
· If encryption is not allowed (the value is ‘false’), the EVVM Server MUST NOT encrypt the notification.
· Check the client’s choice on encryption (clientprefs/prefs/notifications@encrypt).
· If encryption is not allowed (the value is ‘false’), the EVVM Server MUST NOT encrypt the notification.
· 
· Select an encryption method supported by both the EVVM Server (serviceprefs-final/prefs/notifications/encryption) and the EVVM Client (clientprefs/prefs/notifications/encryption).
· If a suitable encryption mechanism was found, the EVVM Server MUST encrypt the notification payload as specified according to the selected encryption algorithm, using the appropriate keys (clientprefs/prefs/notifications/encryption/publickey or clientprefs/prefs/notifications/encryption/sharedsecret) depending on the characteristics of the chosen encryption mechanism (asymmetric or symmetric).
· If a suitable encryption mechanism was not found, the EVVM Server MUST NOT send the notification to the corresponding.
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