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1 Reason for Change

Address the following comments:
	A062
	2012.04.13
	T
	6.1.6

6.1.6.2
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: EVVM-SEC-005, EVVM-SEC-006 and EVVM-CON-001 are only partially covered in the specifications. Notifications are covered, voicemails are not (see stub in 6.4.2 of ER). It is already required that EVVM Servers support TLS. Note that security of server-to-server communications is not specified.
Proposed Change: Describe that these security features (6.4.2 of ER, with the exception on non-repudiation) are provided by using TLS. Postpone the non-repudiation requirement; it is unlikely that we will have time to come up with a fool-proof solution. We will need to specify security of server-to-server communications or limit the requirements to the client-server interactions only.
	Status: OPEN

Needs CR for ER


R01 addresses the following comments received via Decision-Making R&A Ref : EVVM-12-012  From 2012-04-23 at 08:00 GMT to 2012-04-29 at 18:00 GMT:

	China Unicom: We suggest postponing to make a decision to the CR to wait for the EVVM group fulfills the ER and the related deadline occurs.
RIM: On the contrary, postponing these features right away would allow the group to focus work on matters that are in fact, required for the EVVM release, such as elementary functionality and SCR tables.

	China Unicom: Another suggestion is using 'Future release' instead of 'Postponed'.
RIM: Agreed, that is in fact the correct term. Corrected.

	ZTE: Comment A024: EVVM-HLF-022, EVVM-HLF-024, EVVM-HLF-026, and EVVM-USA-002 are addressed in CR86R01. They shouldn't be postponed.

The solution raised in CR86R01 can address those requirements perfectly, neither too much nor too little.

RIM: Shortly after the end of the consistency review RIM has been notified that the draft created in the OMA EVVM WG will become a working group document in IETF APPSAWG. RIM is in favour of a solution that can be applied universally, to any system based on IMAP. As soon the draft is published, RIM will create a CR to add it to the specification. RIM does not support the solution presented in CR86 because there are interoperability issues with the current text, the use of Spambox is not clear and it does not cover all the requirement EVVM needs (lacks the features that EVVM members insisted on in the past and have been captured in the draft) and it is limited to EVVM only. With that, our proposal to postpone these requirements have been removed from this CR for now (change 1 and change 3) and the comments remain open to make room for the draft in IETF. In the event that the draft is not published within a few weeks in IETF, RIM will resubmit a CR to postpone these requirements as it was proposed in the original revision of this CR.

	ZTE: Comment A062: VVM-SEC-005, EVVM-SEC-006 and EVVM-CON-001 have been addressed and should be kept, with no postponement. Some missing descriptions will be added. See comment B296.

RIM: We are suggesting postponing EVVM-SEC-006 only (see proposed change in A062); S/MIME provides non-repudiation but S/MIME cannot be mandated for two reasons:

· backwards compatibility reasons and

· other members objected to using S/MIME in other CRs as well).

Developing an in-house solution is expected to take too much time.


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Mark requirements as “Postponed”

6.1.1 Security

	Label
	Description
	Release

	EVVM-SEC-001
	The EVVM Enabler MAY provide application-level encryption over bearers that do not provide transport-level encryption.
	EVVM V1.0

	EVVM-SEC-002
	The EVVM Enabler SHOULD preserve the integrity and confidentiality of communication when inter-working with non EVVM based services.
	EVVM V1.0

	EVVM-SEC-003
	The EVVM Enabler SHALL provide at least the same level of security as GSMA/OMTP VVM 1.3.
	EVVM V1.0

	EVVM-SEC-004
	The EVVM Enabler MAY allow protecting EVVM users from unsolicited voice mails.
	EVVM V1.0

	EVVM-SEC-005
	The EVVM Enabler SHALL preserve the integrity and confidentiality of communication.
	EVVM V1.0

	EVVM-SEC-006
	The EVVM Enabler MAY support non-repudiation.
	Future release


Table 7: Security Requirements
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20120101-I]

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20120101-I]

