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1 Reason for Change

Address the following comment:
	A061
	2012.04.13
	T
	6.1.6
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: EVVM-SEC-001 is not covered in the specification. During the Beijing meeting the topic has been discussed extensively, and it was concluded that end-to-end encryption mechanisms are not in the scope of EVVM.

Proposed Change: Remove this requirement from the RD and clean up the technical specification (empty headings, stub text, etc).
	Status: OPEN




Application-level encryption has been discussed extensively. It turned out that it is intended to be an end-to-end encryption mechanism; in some extreme cases even it was trying to cover cases when the voicemail is no longer in the EVVM service (has been forwarded elsewhere, transcoded, etc). Members of the working group objected at several occasions saying that all of these use cases are out of scope of EVVM.

During the Beijing meeting, Mr. Bernhard Meier/ Ericsson has drawn a figure that was used to explain that from an end-to-end perspective, the EVVM service will only be a pipe. Whatever is sent from the endpoint on one side will be sent to the endpoint on the other side. This proved that the encryption mechanisms used, their support, etc are all out of scope. We do not see RFC3501 talking about S/MIME and OpenPGP, do we? No. It is completely out of scope. Why should S/MIME or OpenPGP be recommended when they need not be - after all the landscape a few years from now might be completely different. A good design does not even mention these things, allowing keeping the pace in the technology race.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Update section 6.1.6
6.1.1 Security

	Label
	Description
	Release

	EVVM-SEC-001
	The EVVM Enabler MAY provide application-level encryption over bearers that do not provide transport-level encryption.
	Deleted

	EVVM-SEC-002
	The EVVM Enabler SHOULD preserve the integrity and confidentiality of communication when inter-working with non EVVM based services.
	EVVM V1.0

	EVVM-SEC-003
	The EVVM Enabler SHALL provide at least the same level of security as GSMA/OMTP VVM 1.3.
	EVVM V1.0

	EVVM-SEC-004
	The EVVM Enabler MAY allow protecting EVVM users from unsolicited voice mails.
	EVVM V1.0

	EVVM-SEC-005
	The EVVM Enabler SHALL preserve the integrity and confidentiality of communication.
	EVVM V1.0

	EVVM-SEC-006
	The EVVM Enabler MAY support non-repudiation.
	EVVM V1.0
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