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1 Reason for Change

This CR is to improve the spam-reporting solution described in the current EVVM TS, as summarized below:
· A new mailbox, Spamreportbox, is defined for the reception and storage of spam reports on the EVVM Server;
· In spam-reporting procedures, a Spamreportbox, instead of a Spambox, is used as the destination of a spam-report submission;
· The handling of Spamreportboxes is changed into a mandatory feature (a “SHALL”) on the EVVM Server, to be consistent with the relevant requirements in the RD;

· Some wording is adjusted to improve the clarity.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal
Change 1:  Update section 7.6.8 “Spam Reporting”.
4. Procedures at the EVVM Client
…
4. Spam Reporting

When one or more voicemails need to be reported as spam(s), the EVVM Client SHALL deposit a spam-reporting message into the EVVM user’s Spamreportbox via an IMAP4 APPEND command specified in [RFC3501]. The spam-reporting message constitutes the literal argument of the APPEND command, and is an Internet message whose format conforms to [RFC5322], with its body section consisting of one or more spam-reporting requests defined as below, in the ABNF format described in [RFC5234].

spam-report
= “Action” “:” action-type “;” “UID” “=” voicemail-uid “;” “Type” “=” spam-type

action-type
= “New” / “Withdraw” / “Update”



; “New” means to report a new voicemail as a spam.



; “Withdraw” means the voicemail is no longer a spam.



; “Update” means to update the abuse type of the spam voicemail.

voicemail-uid
= UID-of-the-spam-voicemail

spam-type
= “phishing” / “malware”



; The abuse type of the spam voicemail.

[Editor’s Note]: It is FFS to see how Spambox will be used in ER; maybe a possibility to converge these two boxes
[Editor’s Note]: It is FFS to determine if the Spambox/Spamreportbox will impact on one’s overall Storage quota.
After reporting voicemails as spams, the EVVM Client SHALL be able to change the spam types or withdraw the spam reports of the reported voicemails by generating the corresponding spam-reporting messages based on the above defined syntax and depositing the generated messages into the EVVM user’s Spamreportbox via APPEND commands.
See section D.4 “Examples of spam-reporting messages” for the examples of submitting spam-reporting messages.
Change 2:  Update section 7.7.8 “Spam Reporting”.
4. Procedures at the EVVM Server
…
4. Spam Reporting

The EVVM Server SHALL assign a Spamreportbox, a specially defined mailbox/folder, to each EVVM user. The EVVM Server SHALL support receiving spam-reporting messages in that EVVM user’s Spamreportbox via the EVVM Client’s IMAP APPEND commands, as specified in section 7.6.8 “Spam Reporting”.
The EVVM Server can process and report spam voicemails to the service provider. How to process and report the spam voicemails is out of scope, depending on the implementation and deployment.

Change 3:  Update section D.4 “Examples of spam-reporting messages”.
Appendix A. Examples of spam-reporting messages

A spam-reporting message is defined in section 7.6.8 “Spam Reporting”.

Here is an example of using the APPEND command defined in [RFC3501] to report voicemails as spams, where the voicemail with UID 12340 is reported as a phishing spam and the voicemail with UID 12350 is reported as a malware spam:

C: A003 APPEND Spamreportbox

S: + Ready for literal data

C: Date: Mon, 12 March 2012 12:00:00 -0800 (PST)

C: From: Fred Foobar <foobar@Blurdybloop.COM>

C:

C: Action: New; UID=12340; Type=phishing

C: Action: New; UID=12350; Type=malware

C:

S: A003 OK APPEND completed

Here is an example of using the APPEND command defined in [RFC3501] to withdraw previous spam reports or change spam types, where the previous spam report regarding the voicemail with UID 12340 is withdrawn and the abuse type of the spam voicemail with UID 12350 is changed into “phishing”:

C: A003 APPEND Spamreportbox

S: + Ready for literal data

C: Date: Mon, 12 March 2012 12:00:00 -0800 (PST)

C: From: Fred Foobar <foobar@Blurdybloop.COM>

C:

C: Action: Withdraw; UID=12340; Type=phishing

C: Action: Update; UID=12350; Type=phishing

C:

S: A003 OK APPEND completed

NOTE: in the above examples, “C:” and “S:” indicate lines sent by the client and server respectively. 
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