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1 Reason for Change

This CR is to handle the following CONRR comments:

	A062
	2012.04.13
	T
	6.1.6

6.1.6.2
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: EVVM-SEC-005, EVVM-SEC-006 and EVVM-CON-001 are only partially covered in the specifications. Notifications are covered, voicemails are not (see stub in 6.4.2 of ER). It is already required that EVVM Servers support TLS. Note that security of server-to-server communications is not specified.
Proposed Change: Describe that these security features (6.4.2 of ER, with the exception on non-repudiation) are provided by using TLS. Postpone the non-repudiation requirement; it is unlikely that we will have time to come up with a fool-proof solution. We will need to specify security of server-to-server communications or limit the requirements to the client-server interactions only.
	Status: -CLOSED by OMA-COM-EVVM-2012-0169-CR
TLS can only guarantee the security on the transport level, but cannot guarantee user-2-user security.

	B016
	2012.03.30
	T
	all
	Source: China Unicom

Form: doc #0050

Comment: Incomplete solution on supporting requirements AUT-001 and AUT-002 in multiple-devices and multiple-identifiers environment.
Proposed Change: Fulfill the solution.
	Status:
In multi-device as well as multi-user-identifier environment, the AUT mechanism still complies with the same mechanism as normal.


	B020
	2012.03.30
	T
	all
	Source: China Unicom

Form: doc #0050

Comment: Incomplete solution on securities to address the requirements listed in EVVM-RD, for instance, how to negotiate encryption algorithms and delver decryption key, whether to sharing the encryption information between protecting voicemails and notifications.
Proposed Change: Fulfill the solution.
	Status: CLOSED by OMA-COM-EVVM-2012-0169-CR
For User-2-User security, the encrypted voicemail carries all the security suite. It doesn’t need to exchange the encryption key, encryption algorithm.

	B143
	2012.04.13
	T
	6.3.1.1
	Source: ZTE

Form: doc #0064
Comment: Application-level encryption should be applicable not only for notifications but also for voicemails.

Proposed Change: Revise the “Security” bullet item as follows:

“
· Security:
· Application-level encryption:
· Encrypting the overall voicemail contents or individual contents
· Requesting using encrypted notifications or clear text notifications.
· Exchanging nonce(s), encryption key(s), etc as required for encrypting voicemails/notifications.
· Decrypting encrypted voicemails/notifications.
”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
Merge this AD-level descriptions with Security section.



	B215
	2012.04.13
	T
	6.3.1.9.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Applies only to notifications. Compression is missing.

Proposed Change: “List of supported  encryption methods and compression algorithms (to encrypt/compress notification content).”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
In the ER, compression was introduced only for notifications, Usually notifications are small and text-based, this feature will make implementation complicated, Furth more, using a lead-in byte is very weird and complicated.
It does not make sense to continue to work on it.
Remove notification compression from ER.


	B216
	2012.04.13
	T
	6.3.1.9.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Transport-level encryption method is agreed upon the initial handshake; there’s no need to expose these in the client preferences as the server will never need it.

Proposed Change: Remove this bullet: “List of supported transport-level encryption algorithms (to encrypt transport).”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B218
	2012.04.13
	T
	6.3.1.9.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: The EVVM Server exposes compression methods and this is valid for notifications only. Consolidate with the client preference.

Proposed Change: “List of supported encryption methods and compression algorithms (to encrypt/compress notification content).”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
See solution for B215.


	B246
	2012.04.13
	T
	6.3.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Application-level encryption does not involve the EVVM Server; it is end-to-end, as discussed in Beijing.

Proposed Change: Remove the bullet “Application-level encryption” and its child bullets.
	Status: 
CLOSED by OMA-COM-EVVM-2012-0169-CR

	B255
	2012.04.13
	T
	6.3.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: These do not happen via the EVVM-1 interface; done via XDM.

Proposed Change: Remove these bullets: “Managing user preferences.”, “Sending the encryption key generated by the EVVM Client.” and “Sending the encryption algorithm preferred by the EVVM Client.”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B270
	2012.04.13
	T
	6.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: The EVVM Enabler does not specify any interworking aspects.

Proposed Change: Remove this bullet: “Security of voicemail interworking.”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
It does specify interworking aspects in section “Procedures at the Forwarding Gateway”


	B271
	2012.03.30
	T
	6.4
	Source: China Unicom

Form: doc #0050

Comment: Missing descriptions about supporting multiple user identifiers.
Proposed Change: Add more definitions to address how to support multiple user identifiers for security.
	Status: 
See solution for B016.


	B281
	2012.04.13
	T
	6.4.2
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: None of the features described in this section are defined in the specification and they should not be because TLS is mandatory; it provides a secure communication channel (not only the voicemail contents are protected but the entire session).
Proposed Change: Remove this section.
	Status:  
TLS is optional. And all the features have been addressed in TS.



	B283
	2012.04.13
	T
	6.4.3
	Source: Alcatel-Lucent
Form: INP doc #0060

Comment: It’s mentioned that the encryption mechanism Elliptic Curve Integrated Encryption Scheme (ECIES) defined in [SECG SEC1] should be supported.

It’s suggested adding some more alternative encryption algorithms like AES.

Proposed Change:. .
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
As per the discussion in the joint meeting with SEC group in Budapest, it was pointed out that specific algorithms should not appear in AD level section. All the details should be specified in TS.
Move all the algorithms and add new algorithms to another section.

	B284
	2012.04.13
	T
	6.4.3
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: It was the agreement of the working group in the past to mandate at least one encryption method to ensure a minimum level of interoperability. China Unicom had legal concerns about this and for the time being, mandating ECIES was removed from the CR (and hence, the specification). The legal issues have been clarified offline with China Unicom and therefore the change to mandate ECIES can be reinstated.

Note: The schema and the XDM document are correct (at least one encryption mechanism is required).

Proposed Change: Reinstate the text removed from the revision (OMA-COM-EVVM-2012-0081 vs. OMA-COM-EVVM-2012-0081R01).
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B290
	04.01.12
	T
	6.4.3
	Source: Comverse

Form: DOC #0066
Comment: why is [SECG SEC1] recommended ? is this inline with other OMA enablers ? are there OMA alternatives ?
Proposed Change: consult with security experts in ARC and update the recommendation accordingly
	Status: CLOSED by OMA-COM-EVVM-2012-0169-CR
It was removed due to the postponement of the mutual-authentication requirement.


	B291
	2012.04.13
	T
	6.4.4
	Source: Alcatel-Lucent
Form: INP doc #0060

Comment: 
Voicemail interworking security is recommended, not mandatory.

Proposed Change:. 

While forwarding a voicemail as a MMS/EMAIL/SMS message, the EVVM Enabler SHALL SHOULD transfer the data confidentiality and/or integrity, if present, to the non-EVVM services if the non-EVVM services support the data confidentiality and/or integrity also..
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B292
	2012.04.13
	T
	6.4.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: The EVVM Enabler does not define any interworking aspects. Therefore, security of interworking is not needed.

Proposed Change: Remove this section.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
As per the discussed in Xiamen meeting, the background requirement was changed with a new wording.


	B293
	2012.04.13
	T
	6.4.4
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Forwarding is not interworking (hence the name change from Interworking Gateway to Forwarding Gateway), so this text should go elsewhere, but even if it was in the right section this paragraph would not make sense. How can “data confidentiality and/or integrity” be transferred in the first place? What does it even mean?

Proposed Change: Remove paragraph.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
See solution for B292.


	B296
	2012.04.13
	T
	7
	Source: ZTE
Form: doc #0064
Comment: In the current TS, the descriptions regarding VM security are still insufficient.
Proposed Change: Provide more details regarding the security mechanisms in the TS.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B360
	2012.04.13
	T
	7.3.2.1.1.1.3
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Was not specified; the ones for notifications are specified elsewhere.

Proposed Change: Remove blank section.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B385
	2012.04.13
	T
	7.3.2.2.5
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Was not specified.

Proposed Change: Remove blank section.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B515
	2012.04.13
	T
	7.5.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: This is a very awkward statement. It is not clear what is meant by a user requesting confidentiality. EVVM requires TLS, so it is not even clear why it should be needed. Does it mean applying some sort of end-to-end encryption?

Proposed Change: “If the EVVM user requests end-to-end encryption of one or more media items in a voicemail to ensure the confidentiality of the content between the originator and the recipient”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B516
	2012.04.13
	T
	7.5.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: There is no reason to require OpenPGP as the one and only mandatory encryption mechanism. In corporate environments S/MIME (RFC5751) is the de-facto standard; one would expect EVVM to support corporate use better. Also, the door should be left open for the future, without limitation.

Furthermore, RFC4880 does not support individual media encryption (it defines a message format rather than a mechanism to encrypt media), so its use is not appropriate in this context.

Proposed Change: “the EVVM Client MUST encrypt each selected media items using any suitable encryption mechanism and encapsulate them in the voicemail according to the procedures specified in [RFC1847]. Considering that the level of support at the endpoints cannot be determined and the end-to-end encryption has no impact on the interoperability, the EVVM Enabler leaves the choice of the encryption mechanism out of scope; OpenPGP [RFC3156], S/MIME [RFC5751], or any other suitable mechanism can be used. Implementers should take into account various characteristics of the intended service deployment, such as geographical region, applicable laws and regulations, business use vs. private use, etc.” [remember to add RFC5751 to normative references as well]
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B517
	2012.04.13
	T
	7.5.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Add missing text.

Proposed Change: Add this sentence at the end of the “encryption” paragraph: “Warning the sender that the recipient might not be able to decrypt some or all of the encrypted content is an implementation issue.”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B518
	2012.04.13
	T
	7.5.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: This is a very awkward statement. It is not clear what is meant by a user requesting integrity.

Proposed Change: “If the EVVM user requests signing one or more media items in a voicemail digitally to ensure that the integrity of the content can be verified by the recipient,”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B519
	2012.04.13
	T
	7.5.2.1
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: There is no reason to require OpenPGP as the one and only mechanism to provide digital signatures. In corporate environments S/MIME (RFC5751) is the de-facto standard; one would expect EVVM to support corporate use better. Also, the door should be left open for the future, without limitation.

Furthermore, RFC4880 does not support individual media encryption (it defines a message format rather than a mechanism to encrypt media), so its use is not appropriate in this context.

Proposed Change: “the EVVM Client MUST digitally sign each selected media items using any suitable encryption mechanism  and encapsulate them in the voicemail according to the procedures specified in [RFC1847]. Considering that the level of support at the endpoints cannot be determined and the digital signatures have no impact on the interoperability, the EVVM Enabler leaves the choice of the mechanism used for digital signatures out of scope; OpenPGP [RFC3156], S/MIME [RFC5751], or any other suitable mechanism can be used. Implementers should take into account various characteristics of the intended service deployment, such as geographical region, applicable laws and regulations, business use vs. private use, etc.” [remember to add RFC5751 to normative references as well]
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B523
	2012.04.13
	T
	7.5.2.1.2
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: Was not specified.

Proposed Change: Remove section.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
This section should be specified rather than removed. 


	B524
	2012.04.11
	Q
	7.5.2.1.2
	Source: DTAG

Form: INP doc #0059
Comment: Is this section of client procedures regarding application-level encryption complete? For example the decrypting of notifications is not mentioned here. Should we add a separate section of notification encryption/decryption?
Proposed Change: Agree on the content of the section.
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
Link to B525


	B525
	2012.04.13
	T
	7.5.2.1.2
	Source: ZTE

Form: doc #0064
Comment: The section “Application-level encryption” is still empty and it needs to be determined whether this section is to be kept or merged into other sections.

Proposed Change: 
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR
Link to B524


	B548
	2012.04.13
	T
	7.5.2.3
	Source: Research In Motion Ltd.

Form: Doc #0067

Comment: The text in this section should be neutral; it does not matter what mechanism was used to encrypt the content. Also, some text is missing.

Proposed Change: “If the voicemail fetched from the EVVM Server contains any encrypted data, the EVVM Client MUST decrypt the encrypted data before presenting the voicemail to the recipient. Warning the recipient that some or all of the encrypted content could not be decrypted is an implementation issue.
If the voicemail fetched from the EVVM Server contains any digital signature(s), the EVVM Client MUST verify the digital signature(s) before presenting the voicemail to the recipient. Warning the recipient in various scenarios - that the digital signature is missing (while it is required, for example, by a corporate policy), a digital signature is not valid, a digital signature cannot be verified, or that contents have been altered - is an implementation issue.”
	Status:  CLOSED by OMA-COM-EVVM-2012-0169-CR


	B653
	04.01.12
	T
	7.7
	Source: Comverse

Form: DOC #0066
Comment: it is not clear why there are guidelines (‘SHOULD’) for OpenPGP and only for OpenPGP

Proposed Change: justify the paragraph on OpenPGP, or remove it, or add similar information for all other encryption mechanisms.
	Status: CLOSED by OMA-COM-EVVM-2012-0169-CR



R01 addresses the R&A comments.

Comments from Comverse:

as per the proposed changes - some references are not mandated, hence they should move from Normative to Informative references list (e.g. [RFC3156], [RFC4880], [RFC5751]). I assume that if this CR is agreed, then the group can/should action the editor to make these changes.
Comments from RIM:

I do not understand the relevance of the following assessment to A062:

"TLS can only guarantee the security on the transport level, but cannot guarantee user-2-user security."

as none of the requirements listed in the comment deal with end-to-end security. Consequently, I do not agree with closing this comment with this resolution.

The resolution to B215 is recommending to remove compression and lead-in byte.

I do not agree with the assessment of compression being overly complicated, and still prefer to keep it.

Some servers might aggregate notifications and send them in batches, in which case the notification will compress very well.

Also, supporting compression is optional anyway.

The lead-in byte is required to identify the compression and the encryption we used on the content. Removing the lead-in byte means that additional content-type registrations will be required - none of which are proposed in this CR.

In addition, the lead-in byte even introduces an additional level of obfuscation, so it's also beneficial.

All changes that propose removal of content associated with notification compression and the lead-in byte in the ER are being objected to.

Since I do not agree with B215 and the changes proposed, I do not agree with B218, neither.

I do not agree with this assessment in response to B270:

"It does specify interworking aspects in section “Procedures at the Forwarding Gateway”"

I checked the current version of the ER; the is absolutely nothing about security of interworking (which B270 is all about).

The newly proposed text under 7.6.9.2 confirms this: "Security of EVVM voicemail contents can be achieved by the originating and terminating EVVM Clients only, without the intervention of the EVVM Server and the Forwarding Gateway."

Section 6.4.4 talks about "transfer the data confidentiality and/or integrity" however it is never said anywhere what it actually means (this is why 6.4.4 should be removed; it is not consistent with the rest of the specification).

[ZTE] Clarifications are given in R01. See sections 6.4.4 and 7.6.9.
The response to B281 is incorrect:

"TLS is optional. And all the features have been addressed in TS."

ER says: "To secure the IMAP communications channel, EVVM Servers SHALL support TLS 1.0, as specified in [RFC2595]."

The use of TLS from client-side is optional: the idea is that it's not needed when using a transport channel that's already secure (i.e. VPN, isolated network behind a firewall, etc).

Hence, we maintain out position that we need to update this section. Keeping the section is fine, but it changed to reflect the use of TLS.

There's a typo under 7.6.9.2:

"as speicified"

The change related to B283 created an awkward situation under the new section 7.6.9.1: the main section (7.6) is about client procedures yet the text talks about general and server-related information about notifications rather than client-specific procedures.

My recommendation to resolve this issue is:

 - move 7.6.9.1 under 7.4 instead (7.6.9.1 would become 7.4.1).

 - remove heading 7.6.9.2 (basically, the text under 7.6.9.2 moves one level up).

 - change title of 7.6.9 to: Securing voicemail contents using application-level encryption

[ZTE] Please see the updated sections.
Regarding B291: What the is reason to change SHALL to SHOULD?

There are two conditions already:

 - the content is protected

 - protection is supported by the destination system.

What can the SHOULD possibly imply?

Plus, see my response on B270 above; this section is better left out.

I do not understand the response on B292 (and consequently B293):

"As per the discussed in Xiamen meeting, the background requirement was changed with a new wording."

I don't know what the "background requirement" is, or what does it have to do with this section.

I maintain the RIM position to close B291, B292 and B293 with removal of section 6.4.4.

[ZTE] Please see the updated section 6.4.4 in R01.
B296: The ADRR comment refers to section 7 yet there are no changes in section 7. I guess it means that you're closing this comment without action, right?

Closing B385 is fine, but it seems you are closing B389 as well; B389 should be added to the CR cover page.

[ZTE] In the current CONRR document, the status of B389 is “Closed on 4/17; refer to B385”.
Regarding B517:

Why did you decide to close the comment without action? There's was no reason given in the CR, leaving me guessing.

Could you clarify, please?

There are two typos in 7.6.2.1:

"as speicified"

Regarding B519:

Some changes from the comment were not taken. I am curios why you kept wording:

"the EVVM Client SHALL generate a digital signature based on each of those selected media items and the sender's private key"

over the following:

"the EVVM Client MUST digitally sign each selected media items"

IMHO, the second one is more precise. I mean, the process of "digitally signing 'something'" is clearer than "generating 'some' signature based on 'something' and a 'something else'".

I would still prefer the second - unless of course there was a good reason to keep the original.

B523:

I am bit puzzled over your response to this comment; you did remove it in this very CR.

Remember that in the spec that went through CONRR the section is different: 7.5.2.1.2 Application-level encryption (now: 7.6.2.1.1).

Similary, B524 and B525 are linked together, when they should be both linked to B523.

Could you double-check, please?

[ZTE] This section has been moved to a new place. See section 7.6.9.
B548:

Some changes from the comment were not taken. I am curios why you decided to drop the warning notes.

I thought that the ones on signatures was very useful.

The bullets under 6.3.1.1 EVVM Client should not be removed; these are specified.

The bullets under 6.3.1.2 EVVM Client should not be removed; these are specified.

[ZTE] Those contents have been moved to section 6.4.3 “Security of notification content”.
In the newly added section 6.4.3 it should be clear that the client stores preferences for this (i.e. the request/exchange should be merged into a "manage these via preferences" kind of bullet).

[ZTE] Those contents are taken from section 6.3.1.1.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal
See attachment.
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