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1 Reason for Change

This CR proposes to adapt the ISC delegation procedures in order to reuse the CPM Enabler.
	C0010
	2013.12.10
	T
	ALL
	Source: Ericsson

Form: CONR-2013-0062

Comment: Several features of ISC enabler could be specified by reusing existing OMA enablers. This helps avoid fragmentation in the market, by building on top of the existing  OMA enablers also endorsed by RCS, such as:

· All messages between client and ISC Server, ISC server alerts should be specified to reuse CPM Messages (Standalone/chat or group chat/file transfer), with an ISC defined IARI. 

Proposed Change: Change following ISC defined new ICSI to ISC IARIs to be used on top of CPM ICSI. 

FROM:

urn:urn-7:3gpp-service.ims.icsi.oma.isc.social
TO:

urn:urn-7:3gpp-service.ims.iari.oma.isc.social
applied on top of CPM Feature Tags (ICSI) of the CPM feature used.


	Status: OPEN 




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to agree on the proposed changes
6 Detailed Change Proposal

Change 1:  Normative References
2.1    Normative References

	[3GPP TS24.229]
	“Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3”, 3GPP, TS24.229, URL:http://www.3gpp.org/

	[3GPP TS33.178]
	Security aspects of early IP Multimedia Subsystem(IMS)” 3GP,TS 33.178 URL:http://www.3gpp.org/

	[3GPP TS33.203]
	“3G security; Access security for IP-based services”, 3GPP, TS33.203, URL:http://www.3gpp.org/

	[OMA-CPM-CONV-TS]
	“CPM Conversation Functions”, Open Mobile Alliance™, OMA-TS-CPM_Conv_Fnct-V2_0, URL:http://www.openmobilealliance.org/

	[OMA-TS-ISC-MO]
	“Immersive Social Centre Management Object”, Open Mobile Alliance™, OMA-TS-ISC_MO-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC3261]
	“SIP: Session Initiation Protocol”, J. Rosenberg et al, June 2002, URL:http://www.ietf.org/rfc/rfc3261.txt

	[RFC3428]
	“Session Initiation Protocol (SIP) Extension for Instant Messaging”, B. Campbell (Editor), December 2002, URL:http://www.ietf.org/rfc/rfc3428.txts

	[RFC3515]
	“The Session Initiation Protocol (SIP) Refer Method”, R. Sparks, April 2003, URL:http://www.ietf.org/rfc/rfc3515.txt

	[RFC3840]
	Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)”, J. Rosenberg et al, August 2004,URL: http://www.ietf.org/rfc/rfc3840.txt

	[RFC3841]
	“Caller Preferences for the Session Initiation Protocol (SIP)”, J. Rosenberg et al, August 2004, URL:http://www.ietf.org/rfc/rfc3841.txt

	[RFC3966]
	"The tel URI for Telephone Numbers", H. Schulzrinne, December 2004, URL:http://www.ietf.org/rfc/rfc3966.txt

	[RFC4028]
	“Session Timers in the Session Initiation Protocol (SIP)”, S. Donovan et al, April 2005, URL:http://www.ietf.org/rfc/rfc4028.txt

	[RFC4122]
	 “A Universally Unique IDentifier (UUID) URN Namespace”, P. Leach et al, July 2005, URL:http://www.ietf.org/rfc/rfc4122.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4975]
	“The Message Session Relay Protocol (MSRP)”, B. Campbell (Editor), September 2006, URL:http://www.ietf.org/rfc/rfc4975.txt

	[RFC5366]
	“Conference Establishment Using Request-Contained Lists in the Session Initiation Protocol (SIP)”, G. Camarillo et al, October 2008, URL:http://www.ietf.org/rfc/rfc5366.txt

	[RFC5368]
	“Referring to Multiple Resources in the Session Initiation Protocol (SIP)”, G. Camarillo et al, October 2008, URL:http://www.ietf.org/rfc/rfc5368.txt

	[RFC5547]
	“A Session Description Protocol (SDP) Offer/Answer Mechanism to Enable File Transfer”, M. Garcia-Martin et al, May 2009, URL:http://www.ietf.org/rfc/rfc5547.txt

	[RFC5627]
	“Obtaining and Using Globally Routable User Agent (UA) URIs (GRUU) in the Session Initiation Protocol (SIP)”, J. Rosenberg, October 2009, URL:http://www.ietf.org/rfc/rfc5627.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	


Change 2:  Section 6.7 (Originating ISC Client)
6.7
Delegation of a Content Usage Right

6.7.1
Delegating a Content Usage Right to other ISC Users (Originating Side)

Note: See flow in Appendix C.7 “Delegating a Content Usage Right to other ISC Users”.
When the ISC Client receives a request from the ISC User to delegate the right to use a content to one or more ISC Users, the ISC Client SHALL generate a SIP REFER request according to the rules and procedures of [RFC3515]. The ISC Client:
1. SHALL set the Request-URI to the address of the ISC Server’s provisioned to the ISC Client;
2. SHALL include an Accept-Contact header field with the ISC Feature Tag ‘urn:urn-7:3gpp-service.ims.icsi.oma.isc.cv-cm’ percent encoded in a g.3gpp.icsi-ref media feature tag according to  [3GPP TS 24.229] section 7.2A.8.2 “Coding of the ICSI“; 
3. SHALL include the ISC feature tag ‘urn:urn-7:3gpp-service.ims.icsi.oma.isc.cv-cm’ percent encoded as per [3GPP TS 24.229] section 7.2A.8.2 “Coding of the ICSI“ in a g.3gpp.icsi-ref media feature tag of the Contact header field;
4. SHALL set the P-Preferred-Service header field with the value of the ISC feature tag ‘urn:urn-7:3gpp-service.ims.icsi.oma.isc.cv-cm’;
5. SHALL include the ISC User Address of the originating ISC Client that has been authenticated by the SIP/IP core as authenticated originator's ISC address;
6. SHALL include a User-Agent header field to indicate the OMA ISC release version of the ISC Client as specified in Appendix G “Release Version in User-agent and Server headers”;
7. SHALL include the option tag ‘timer’ in the Supported header field;
8. SHALL include the Session-Expires header with the refresher parameter set to ''uac'' according to the rules and procedures of [RFC4028];
9. If the delegation request is to be sent to one ISC User, the ISC Client SHALL:
a. set the address of the Refer-To header to the address of the target ISC User;
b. set the method header field value inside the Refer-To header to ‘INVITE’;
10. If the delegation request is to be sent to multiple ISC Users, the ISC Client SHALL include a MIME resource-lists+xml list in the body according to the rules and procedures of [RFC5368], with the following clarifications
a. Each resource entry SHALL include a uri header field set to the address of each target ISC User and the method value set to “INVITE”;
11. SHALL include a MIME body that includes information about the ISC Client’s authentication to use the content (content usage right), with the following clarifications:
a. The Content-Type header field SHALL be set to ‘application/vnd.oma.isc.authinfo’;

b. The Content-Transfer-Encoding header field SHALL be set to ‘binary’;

12. SHALL include a MIME body (e.g. with Content-Type set to ‘text/plain’) that includes information about the content for which the usage right is requested for delegation.

13. SHALL send the SIP REFER request towards the ISC Server according to the rules and procedures of the SIP/IP core.
Upon receiving the first SIP NOTIFY from the ISC Server, the ISC Client SHALL return a SIP 200 “OK” response to acknowledge its receipt.

Upon receiving a subsequent SIP NOTIFY from the ISC Server, the ISC Client:

1. SHALL return a SIP 200 “OK” response to acknowledge its receipt;

2. SHALL inform the sending ISC User about the status of the delegation request based on the received notification, including the status and reason(s) for failure as appropriate;

3. If the notification contains as a status line corresponding to a SIP 200 “OK” response, SHALL delete the content usage right information of the ISC User.

Change 3:  Section 5.7.1 (ISC Server)
5.7
Social Function
5.7.1   Handle Delegation of a Content Usage Right
Upon receiving a SIP REFER request that contains a MIME Content-Type ‘application/vnd.oma.isc.authinfo’, to delegate a content usage right, the ISC Server:

1. SHALL check whether the authenticated originator’s ISC address is of an ISC User that is allowed to send the request by checking the information about the ISC Client’s right to use the content, contained in the body of the MIME Content-Type ‘application/vnd.oma.isc.authinfo’. If the ISC Client is not authorized to send the request, the ISC Server SHALL return a SIP 403 “Forbidden” response and SHALL include a Warning header with the warning text set to “127 Service not authorised” in the response according to the rules and procedures of [RFC3261].
Otherwise, continue with rest of the steps;
2. SHALL check if the feature tag included in the Accept-Contact header is supported. If it is not, the ISC Server SHALL reject the SIP INVITE with a SIP 403 “Forbidden” response and a Warning header field with the warning text set to “122 Function not allowed” in the response according to the rules and procedures of [RFC3261].
Otherwise, continue with rest of the steps;
3. If a specific User Agent version must be supported, SHALL check the “User Agent” header field to determine if it supports the User Agent version as defined in Appendix G “Release Version in User-agent and Server headers” and if not, the ISC Server SHALL return a SIP 403 “Forbidden” response and SHALL include a Warning header with the warning text set to “132 Version not supported” in the response according to the rules and procedures of [RFC3261].
Otherwise, continue with rest of the steps;
4. SHALL generate a delegation request by initiating a CPM File Transfer Session (SIP INVITE) towards the terminating ISC Client(s) according to [OMA-CPM-CONV-TS] (Section 7.4.1, “CPM File Transfer Session Initiation”) and the rules and procedures of [RFC3261] with the following clarifications and differences. The ISC Server:
a. SHALL set the Request-URI to the target ISC User Address, if it is included in the Refer-To header of the received SIP REFER request;
b. If the Refer-To header of the received SIP REFER request refers to a MIME resource-list body:
· SHALL check from the MIME resource-list body that the maximum number of ISC Users allowed for this delegation request is not exceeded. If exceeded, the ISC Server SHALL return a SIP 486 “Busy Here”  response and SHALL include a Warning header with the warning text set to “102 Too many target users” in the response according to the rules and procedures of [RFC3261].

 Otherwise, continue with the rest of the steps; 

· SHALL check if the MIME resource-list body includes an empty URI list. If the URI list is empty, the ISC Server SHALL return a SIP 403 "Forbidden" response and SHALL include a Warning header with the warning text set to“129 No destinations” in the response according to the rules and procedures of [RFC3261].

Otherwise, continue with the rest of the steps;

· SHALL fetch the member list contained in MIME <resource-lists> body according to procedures specified in [RFC5366]. This list is used as the set of ISC Users that have to be invited for the delegation;

· For each ISC User found in the member list, SHALL initiate a separate 1-1 CPM File Transfer Session (SIP INVITE) with the Request-URI set to that ISC User’s address.
c. SHALL include an Accept-Contact header field with the ISC IARI feature tag ‘urn:urn-7:3gpp-service.ims.iari.oma.isc.social’ if an Accept-Contact header field has been received in the incoming request, according to the rules and procedures of [RFC3841];
d. 
e. SHALL include an Expires header with a positive value after which the SIP INVITE will timeout.
f. SHALL include the option tag ‘timer’ in the Supported header field;
g. SHOULD include the Session-Expires header with the refresher parameter set to ''uas'' according to the rules and procedures of [RFC4028];
h. SHALL include the ISC Server’s ISC address as the originator’s ISC address;
i. SHALL include a Referred-By header field with the authenticated originator’s ISC Address present in the incoming SIP REFER request;
j. SHALL include a MIME SDP body as an SDP offer by adding the relevant media attributes to the SDP as specified in [RFC5547] to initiate a file transfer, with the following additional considerations:
· The “name”, “size” and “type” sub-attributes of the “file-selector” attribute SHALL be included;

· The “type” sub-attribute of  “file-selector” attribute SHALL be set to “application/vnd.oma.isc.authinfo”;

k. SHALL copy any information about the content to be delegated, as received in a MIME body of the incoming request, to a corresponding MIME body in the SIP INVITE request.
5. SHALL generate and send a 202 Accepted towards the requesting entity in response to the SIP REFER, according to the rules and procedures of the SIP/IP core.
6. SHALL generate and send a first SIP NOTIFY towards the requesting entity in response to the implicit subscription created by the SIP REFER, according to the rules and procedures of [RFC3515].
7. SHALL send the SIP INVITE request towards the terminating ISC Client(s) according to the rules and procedures of the SIP/IP core.
Upon receiving a SIP 200 “OK” response to the sent delegation request(s) (SIP INVITE) from a terminating ISC Client, the ISC Server:
1. SHALL generate and send a SIP CANCEL request towards any other terminating ISC Clients in order to cancel the initial delegation request, according to the rules and procedures of [RFC3261];

2. SHALL create a new content usage right information for the receiving ISC User that accepted the SIP INVITE;

3. SHALL generate an MSRP SEND request according to the rules and procedure of [RFC4975] with the following clarifications:

a. SHALL include the newly created content usage right information for the receiving ISC User who accepted the delegation request in a MIME body, as follows:

i. The Content-Type header SHALL be set to “application/vnd.oma.isc.authinfo”;

ii. The Content-Transfer-Encoding header SHALL be set to “binary”;

iii. The body of the MIME content SHALL contain the newly created content usage right information.

4. SHALL send the MSRP SEND request on the established MSRP connection.

5. When the MSRP SEND request has been sent and acknowledged, the ISC Server:

a. SHALL generate a SIP BYE request according to the rules and procedures of [RFC3261];

b. SHALL send the SIP BYE request according to the rules and procedures of SIP/IP core;

6. SHALL generate and send a SIP NOTIFY towards the originating side to inform that a receiving ISC User accepted the delegation request and that the delegation has been successful, following the procedures of [RFC3515], with the following clarifications. The SIP NOTIFY:

a. SHALL include the received SIP 200 “OK” response;

b. SHALL include the received SDP answer as received in the SIP 200 “OK” response, which contains among others the address of the terminating ISC Client who accepted the delegation request in the “Origin” (o=) field of the SDP answer, and the “file-selector” attribute with the “type” sub-attribute set to “application/vnd.oma.isc.authinfo”.

7. SHALL delete the content usage right information of the ISC User who initially requested the delegation.
Upon receiving a SIP final response to the sent SIP INVITE(s) other than a SIP 200 “OK” response, the ISC Server SHALL:
1. If a SIP 302 “Temporarily Moved” response was received, the ISC Server SHALL send the SIP INVITE towards the address received in the Contact header of the response according to rules and procedures of [RFC3261];
2. If one of the following SIP responses is received from the a terminating ISC Client or other network entities on terminating network:

a. SIP 480 "Temporarily Unavailable" or,
b. SIP 408 “Timeout”, or 

c. SIP 487 “Request Terminated”, or 

d. SIP 500 “Server Internal Error”, or 

e. SIP 503 “Service Unavailable”, or 

f. SIP 504 “Server Timeout”, or

g. SIP 603 “Declined”, then

· If there are remaining SIP INVITEs for which a final SIP response has not been received, the ISC Server SHALL wait until all responses to the sent requests are received.

· If all SIP responses to the sent SIP INVITEs were received, and none of the responses was a SIP 200 “OK” response, the ISC Server SHALL generate and send a SIP NOTIFY that includes the aggregated received SIP responses towards the originating side, to inform that the delegation request was unsuccessful;
If the time indicated in the Expires header field of the outgoing SIP INVITE(s) is reached and no SIP 200 “OK” response was received from any of the terminating ISC Clients, the ISC Server:

1. SHALL generate and send a SIP NOTIFY that includes the aggregated SIP final responses received so far towards the originating side, to inform that the delegation request was unsuccessful;

2. SHALL generate and send a SIP CANCEL towards the ISC Clients that have not yet provided a SIP final response, following the procedures of [RFC3261].
Change 4:  Section 6.7.2 (Terminating ISC Client)
6.7.2
Handle Delegation of a Content Usage Right (Terminating Side)

Upon receiving a CPM File Transfer (SIP INVITE) request with the ISC IARI feature tag ‘urn:urn-7:3gpp-service.ims.iari.oma.isc.social’ included in the Accept-Contact header field, the terminating ISC Client
1. SHALL check if the request contains a MIME body with Content-Type header set to ‘application/vnd.oma.isc.authinfo’, to check if this is a request to delegate a content usage right. If such a header field value cannot be found, the ISC Client SHALL proceed with the request as described in Section 6.13.2 “1-1 Content Viewing and Communication (Terminating Side)”;

Otherwise, continue with the rest of the steps;
2. SHALL inform the receiving ISC User about the request and render relevant content, including the nature of the request (delegation request), the identity of the original sender of the request and any information about the content to be delegated;

3. SHALL offer the ISC User the possibility to provide an input to either accept or reject the request;

4. SHALL include a Server header field to indicate the OMA ISC release version of the ISC Client as specified in Appendix G “Release Version in User-agent and Server headers”;
5. SHALL generate a response based on the ISC User’s input or absence of input:

a. If the ISC User accepts the request, SHALL generate a SIP 200 “OK” response with an SDP answer containing the identities (name, size, type) of the delegation file to be transferred, as received in the incoming INVITE request;

b. If the ISC User rejects the request, SHALL generate a SIP 603 “Decline” response;

c. If the ISC User does not provide any input either until the value of the Expires header in the incoming SIP INVITE is reached (if present and time value is positive), or until a maximum time value set by the ISC Client is reached, whichever comes first, the ISC Client SHALL generate a SIP 408 “Timeout” response.

6. SHALL send the SIP response according to rules and procedures of the SIP/IP core;
If a SIP session was opened successfully and upon receiving an MSRP SEND request that contains the content usage right for the receiving ISC User, the terminating ISC Client:

1. SHALL receive and store the content usage right;

2. SHALL acknowledge the reception by returning a 200 “OK” response;

Upon receiving a SIP BYE request after a content usage right has been received, the terminating ISC Client SHALL return a SIP 200 “OK” response to acknowledge the request and close the SIP session.

Upon receiving a SIP CANCEL request to cancel a request to delegate a content usage right, the ISC Client:

1. SHALL return a SIP 200 “OK” response to acknowledge the request;

2. SHALL inform the receiving ISC User that the request for delegation of a content usage right has been cancelled.

Change 5:  Section C.7 (Flow)
C.7 Delegating a Content Usage Right to other ISC Users
This section describes the case where an ISC User delegates his right to use a specific content to other ISC Users.




[image: image2.emf]ISC Client A

ISC/CPM 

Client B1

1. SIP REFER

ISC/CPM 

Server A

5. SIP INVITE

ISC/CPM 

Client B2

16. MSRP SEND

11

. 

S

I

P

 

C

ANCEL

7

. 

S

I

P

 I

NV

I

TE

10. 200 OK

24. SIP NOTIFY

2. 202 Accepted

3. SIP NOTIFY

4. 200 OK

14. 200 OK (CANCEL)

19. 200 OK

20. SIP BYE

23. 200 OK

25. 200 OK

15. Create usage rights 

info for ISC Client B1

26. Delete usage rights 

info of ISC Client A

27. Delete usage rights 

info of ISC Client A

ISC/CPM 

Server B

6. SIP INVITE

8. SIP INVITE

9. 200 OK

12. SIP CANCEL

13. 200 OK (CANCEL)

17. MSRP SEND

18. 200 OK

21. SIP BYE

22. 200 OK


1. ISC Client A sends a request (SIP REFER) to ISC/CPM Server A to delegate his right to use a content to ISC/CPM Clients B1 and B2. 

2. ISC/CPM Server A checks whether ISC Client A has authorization to delegate his/her content usage rights to the ISC/CPM Clients, and if so sends back a response (202 Accepted) to accept to process the request.

3-4. ISC/CPM Server A sends an initial notification (SIP NOTIFY) related to the delegation request to ISC Client A, which responds back (200 OK) to confirm the reception of the notification.

5-6. ISC/CPM Server A sends an invitation (SIP INVITE) as a CPM File Transfer towards ISC/CPM Server B to delegate ISC Client A’s content usage right to ISC/CPM Client B1. ISC/CPM Server B relays the invitation to ISC/CPM Client B1.

7-8. Similarly, ISC/CPM Server A sends an invitation (SIP INVITE) as a CPM File Transfer towards ISC/CPM Server B to delegate ISC Client A’s content usage right to ISC/CPM Client B2. ISC/CPM Server B relays the invitation to ISC/CPM Client B2.

9-10. ISC/CPM Client B1 sends back a response (200 OK) towards ISC/CPM Server B to accept the invitation to delegate ISC Client A’s content usage right. ISC/CPM Server B relays the response to ISC/CPM Server A.

11-12. Since ISC/CPM Client B1 was the first to accept the delegation invitation, ISC/CPM Server A sends a request (SIP CANCEL) towards ISC/CPM Server B to cancel the delegation invitation that was sent to ISC/CPM Client B2. ISC/CPM Server B relays the cancellation request to ISC/CPM Client B2.

13-14. ISC/CPM Client B2 sends back a response (200 OK) towards ISC/CPM Server B to accept the cancellation request. ISC/CPM Server B relays the cancellation request ISC/CPM Server A.

15. ISC/CPM Server A creates a new usage rights information for ISC/CPM Client B1.

16-17. ISC/CPM Server sends (MSRP SEND) the created usage rights information towards ISC/CPM Server B, which relays it to ISC/CPM Client B1.

18-19. ISC/CPM Client B1 sends back a response (200 OK) towards ISC/CPM Server B to confirm the reception of the usage rights information. ISC/CPM Server B relays the response to ISC/CPM Server A.

20-21. ISC/CPM Server A sends a request to close the session (SIP BYE) towards ISC/CPM Server B, which relays it to ISC/CPM Client B1.

22-23. ISC/CPM Client B1 sends back a response (200 OK) towards ISC/CPM Server B to accept the closure of the session. ISC/CPM Server B relays the response to ISC/CPM Server A.

24. ISC/CPM Server A notifies (SIP NOTIFY) ISC Client A that ISC/CPM Client B1 accepted the delegation request made earlier by ISC Client A, and received the corresponding usage rights.

25. ISC Client A sends back a response (200 OK) to ISC/CPM Server A to confirm the reception of the notification.

26-27. Both ISC Client A and ISC/CPM Server A deletes the usage rights information of ISC Client A as it is no longer valid.
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