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1 Reason for Change

The privacy on the User Plane shall be implemented in the terminating PoC server performing the participating function (the last server before the receiving PoC Client).  This is important in the case that the controlling PoC server locates in another country and the authorities in the country where the participating server locates are interested in the talking party information for lawful interception purposes.   R01 contains changes based on received comments.  

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal

8. Talker identification

This chapter describes the procedures to provide talker identification.

Talker identification is the process of conveying the PoC Address and the display name from the Controlling PoC Server to the PoC Client. The PoC Address conveyed may either be the address of the PoC user or an anonymous PoC Address, if the PoC participant chooses to be anonymous.

8.1 Talker Identification information in the PoC Server
This sub-clause describes the procedure for the PoC server performing the Controlling PoC Function to collect the information about talker identification. 

The PoC Address and display name as well as the request of anonymity of the PoC participants engaged in the PoC session are collected by the Controlling PoC server in the process of establishing the SIP sessions with the PoC Clients, including the initiator PoC Address, display name and the request of anonymity, which were received in the initial SIP INVITE.  

The PoC server performing the Controlling PoC Function SHALL keep a list of all PoC participants’ PoC Address, display name, request of anonymity, and information whether the PoC participant’s Participating PoC server stays on media path. 

The PoC server performing the Controlling PoC Function SHALL include the PoC Address,display name and the request of anonymity of the PoC participant who has been permitted to send a talk burst in the Talk Burst Taken message when the PoC server performing the Controlling PoC Function sends the Talk Burst Taken message to the PoC server performing the Participating PoC Function.
If anonymity is not requested by the talking PoC Client the PoC server performing the Controlling PoC Function SHALL include the PoC Address and display name of the PoC participant, who has been permitted to send a talk burst, in the Talk Burst Taken message sent to either to the PoC server performing the Participating PoC Function or PoC Client..
If anonymity is requested by the talking PoC Client the PoC server performing the Controlling PoC Function SHALL include the PoC Address and display name of the PoC participant, who has been permitted to send a talk burst, and the anonymity request in the Talk Burst Taken message when sent to the PoC Server performing the Participating PoC Function, but SHALL NOT include the PoC Address if sent directly to the PoC Client.  
The PoC server performing the Participating PoC Function SHALL NOT include the PoC Address of the PoC participant, who has been permitted to send a talk burst, in the Talk Burst Taken message in the case the anonymity request is indicated by the PoC server performing the Controlling PoC Function.     
The Controlling PoC server SHALL record the SSRC identifier of the RTP stream of the PoC Clients in the PoC session and associate the SSRC identifier to the identities of the PoC participants. The SSRC identifier becomes known to the Controlling PoC server when:  

· It receives RTP media from the PoC Client, 

· It receives a RTCP compound packet from the PoC Client,  

The PoC server SHALL preserve the SSRC identifier, of the PoC Client that are sending the talk burst, in the RTP media packets sent to the PoC Clients that are receiving the talk burst. This allows the PoC Clients to use the SSRC identifier to identify the PoC participant sending the talk burst in the case when the Talk Burst taken message is lost. 
8.2 Talker identification information in the PoC Client

This sub-clause describes the procedure in the PoC Client for identifying the talking PoC participant. 

The PoC Client MAY receive the PoC Address and display name of the PoC participant who has been permitted to send a talk burst in the Talk Burst Taken message and it MAY display this information to the PoC participant. 
If for any reason the PoC Client receives the Talk Burst Taken message with anonymity request, it SHOULD NOT indicate the Talker Identity to the user. 
The PoC Client MAY collect information about the other PoC participants, their identities and the SSRC identifiers used by their PoC Clients in the PoC session in order to be able to map a RTP media packet in case the Talk Burst taken message is lost.

If the PoC Client collects information about the other PoC participants, it SHOULD keep itself updated with the information provided by the PoC server performing the Controlling PoC Function.  It should for instance store the latest mapping between the PoC participants PoC Address, the display name and SSRC identifier.

8.3 Talker Identification flow

This sub-clause contains an example flow that describes the talker identification procedure.  
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NOTE:
The signaling flow may be repeated for each participant in the PoC session.
Figure 1: Identifying talking PoC participant in the PoC Client.

1. The Controlling PoC Server sends a Talk Burst taken. This indication includes the PoC Address (in the case the sender don’t want to be anonymous) and the display name of the PoC participant that has been permitted to send a talk burst.
2. If the PoC Client has no mapping between the received PoC Address, the display name and the SSRC identifier of the received RTP media, or the PoC Client discover that the SSRC identifier of the PoC Client that transmits RTP media has changed, the PoC Client can store the mapping between the received PoC Address, display name and the SSRC identifier.


In the case the talking party has requested the anonymity the talk burst request/grant signaling is described in the figure 2 and 3.  Figure 2 describes the case when the PoC server perfoming the participating PoC Function is on the media path and the figure 3 described the case the PoC server performing the Participating PoC Function is not on the media path. 
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Figure 2: Floor Request Procedure – One-to-Many PoC Session, when anonymity requested.
1. The PoC Client A requests the talk permission.
2. The participating PoC server A sends the talk request to the controlling PoC server.
3. If the floor is not in use the controlling PoC server reserves the floor to the requesting party (PoC Client A) and informs about this to all other group participants by sending the Talk Burst Taken message to the participating PoC server(s) with talking party identification and the request of anonymity, when the requesting PoC Client has requested anonymity on the PoC session set-up.   
4. The participating PoC server B, when received the Talk Burst Taken  message, check the messages and finds the anonymity request.  The PoC server saves the talking party identification e.g. for legal interception purposes and forms a new Talk Burst Taken  message to the PoC Client without talking party identification (e.g. replacing it by anonymous identity).  

5 and 6.  The talk burst request is granted.
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Figure 3: Floor Request Procedure – One-to-Many PoC Session, when anonymity requested.
1. The PoC Client A requests the talk permission.

2. The participating PoC server A sends the talk request to the controlling PoC server.

3. If the floor is not in use the controlling PoC server reserves the floor to the requesting party (PoC Client A) and informs about this to all other group participants by sending the Talk Burst Taken message to the PoC Client(s) without talking party identification (e.g. replacing it by anonymous identity), when the requesting PoC Client has requested anonymity on the PoC session set-up. 

4 and 5.  The talk burst request is granted.
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