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1 Reason for Contribution

Discussions in the PoC WG have uncovered some open issues regarding requirements for the Accept List and Answer Mode.
2 Summary of Contribution

The current requirements text on this issue:

6.1.9.6 PoC accept / reject list and answer mode management

On the reject list the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber does not wish to receive PoC session invitiations. 

On the accept list, the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber agrees to receive PoC session invitations.  In addition to the accept list, there is a single auto-answer mode flag which is applicable to PoC subscribers and/or PoC groups on the accept list.  If the PoC subscriber sets the auto-answer mode flag ON, PoC session invitations from the accept list PoC subscribers and/or PoC groups SHALL be answered automatically. If the auto-answer mode flag is set to OFF, then the manual-answer mode is applied.

The PoC service entity SHALL maintain a list of sources per PoC subscriber that are to be rejected with no noticification to the PoC subscriber.

The PoC service entity SHALL reject PoC session invitations destined for a PoC subscriber when he has notified the service provider that he wishes to reject all PoC session invitations from the specified sources.

ISSUE 1:

The current text does not specify what the Answer Mode authorization is if the calling party is not on the Accept List or the Reject List. The assumption is that the default authorisation for users not on the accept list should be Manual Answer Mode. However for some applications (for instance a CB radio type chat application), it may be desired by the subscriber that users not on the Accept List are Automatically answered. If this type of scenario is to be enabled then the subscriber should be able to set the Answer Mode Authorisation for those users not on the Accept List.
Proposed Solution:   The following text is added:

A PoC subscriber SHALL have the ability to either accept or reject requests from users not listed in the access control lists. Manual-Answer SHALL be the authorization used for users not listed in the access control lists.  When desired by the PoC subscriber, authorisation for Auto-Answer MAY also be enabled by the access control list owner for requests from users not individually listed in the access control lists by adding an entry for all other users to the access control list.

ISSUE 2:

The current text does not clearly specify what answer mode takes precedence; the Answer Mode wishes of the subscriber set from his terminal or the current Answer Mode Authorisation Policy and/or current information stored in the network regarding the subscriber's terminals answer mode setting. Since the synchronisation between the terminal and the network takes a finite time there is a window of opportunity when a PoC Session will be attempted to be placed to a subscriber for an answer mode which is different from that of the current setting on the terminal.
The answer mode has big privacy concerns associated with it. If the subscriber has disabled the Auto-Answer Capability on their phone then their expectation is that no calls will Auto Answer immediately. The subscriber is not aware that the Answer Mode requires an interaction with the network and therefore their expectation is that the change in the setting takes place immediately.
For example someone meets someone from Zoltran for a business conversation so they disable Auto-Answer with a button click. However due to this race condition a competitor of the business associate calls and the terminal Auto Answers "Hi Bob its Jim from Acme we can do the deal for $15 Mil" revealing to Zoltran the fact that the subscriber is in business consultations with both companies and what Acme's pricing is. This is unacceptable.

Likewise the subscriber's wife enters the room he disables the Auto Answer setting – however due to the race condition his mistress is able to place an Auto Answered call revealing to the subscribers wife the illicit relationship. This is also a clear violation of the subscriber's privacy.

A subscriber is a court reporter. The Judge enters the court room "All rise". The reporter switches to Manual-Answer mode (silent alert) but due to the race condition an Auto Answer call is received which disrupts the court room. The reporter is sentenced to 2 days in jail for contempt of court. This is clearly another unacceptable situation.

NOTE that the Auto Answered voice and call doesn’t last just for the period of the race condition but it now a call in Auto Answer mode.
Proposed Solution:   That the following text is added:

If the PoC user has set the answer mode to manual-answer, then the manual-answer mode applies as soon as the PoC user changes the setting from his terminal. If Auto-answer is requested when the terminal is in manual-answer mode then the PoC Session SHALL be rejected by the terminal.
ISSUE 3:

If the proposed solution to Issue 1 is accepted then we have the concept of Answer Mode authorisation. It has been proposed previously that it should be possible for the subscriber to set the answer mode authorisation for each individual user or group on the accept list. This extends the authorisation to a per user basis. This allows a PoC Subscriber for example to assign work colleagues with Auto-Answer Privilege but assign friends Manual Answer Privilege. This possibility has been previously proposed and seems a very useful feature and even if not a mandatory requirement for the first release should be considered in the architecture. 
The Answer mode Authorisation concept (which is introduced in Issue 1) means that the network needs to indicate to the terminal what Answer Mode should be used for the Call based on the combination of the callers Authorisation privilege and the current Answer Mode setting. Previous discussions have revealed that there are two different interpretations of the interaction between indicated Answer Mode of the terminal and that of the Authorisation Privilege of the caller. 
1) One concept is that the Answer Mode Setting of the terminal establishes the limit for the incoming Call Type – If the Terminal Answer Mode Setting is set to Manual-Answer then all incoming PoC Sessions are manually answered but if the terminal Answer Mode Setting is set Auto-Answer then only those users with Auto-Answer privilege are answered Automatically those with Manual Answer Privilege are answered manually.
2) An Alternative concept is that the Terminal Answer Mode Setting may override the authorisation privileges of the incoming callers - If the Terminal Answer Mode Setting is set to Manual-Answer then all incoming PoC Sessions are manually answered but if the terminal Answer Mode Setting is set Auto-Answer then both users with manual answer privilege and auto-answer privilege are answered Automatically.
It seems that both these concepts have their appropriate usage and application and may be either alternatively supported by different terminals or both modes supported in the same terminal. We can choose to define the Auto Answer concept in (1) above to be "Individual Auto-Answer" and the concept in (2) as "Always Auto Answer".
Proposed Solution:   That the following concept of both these modes is added in the following table.:

	Answer Mode Indication
	Manual-Answer
	Individual Auto-Answer
	Always-Auto-Answer

	
	
	
	

	Accept List Authorization Level Attributes
	
	
	

	Manual-Answer
	Manual Answer
	Manual Answer
	Auto Answer

	Auto-Answer
	Manual Answer


	Auto Answer
	Auto Answer

	Not ON ACCEPT LIST

Manual Answer (default)
	Manual Answer


	Manual Answer


	Manual Answer




ISSUE 4:

The current text uses the terms PoC Subscriber and PoC user incorrectly and inconsistently. PoC Subscribers are the ones who pay for the subscription and have the privilege to set things like authorisation privileges for the calling users. PoC Users are the individuals who appear in the Accept list and the user of the called PoC Terminal who sets his Answer Mode indication at the terminal. The key point here is that the PoC User may not necessarily be the subscriber who pays the bills and may not have the permissions to change the Authorisation Policies. However all PoC users even if they are not PoC Subscribers need to be able to change the answer Mode for their incoming PoC sessions.
Proposed Solution:   That the text is cleaned up to correctly and consistently use the terms PoC Subscriber and PoC user.
ISSUE 5:

The current text does not address the optional Manual-Answer Override authorisation privilege.

Proposed Solution:   That the functionality of Manual-Answer Override privilege be added to the Answer Mode Table:

	Answer Mode Indication
	Manual-Answer
	Auto-Answer
	Always-Auto-Answer

	
	
	
	

	Accept List Authorization Level Attributes
	
	
	

	Manual-Answer
	Manual Answer
	Manual Answer
	Auto Answer

	Auto-Answer
	Manual Answer


	Auto Answer
	Auto Answer

	Manual-Answer-Override (if this option is supported)
	IF Manual-Answer-Override is requested in the Invitation

THEN

       Auto Answer

ELSE

      Manual Answer
	Auto Answer
	Auto Answer


ISSUE 6:

The current text users the term "auto-answer mode flag". This term "Flag" really does not belong in a requirements document as it has no meaning to a user and really is a software implementation concept that leads to confusion and dispute over the implementation.

Proposed Solution:   That the text be revised to use the term "Answer Mode Indication" instead of "Flag" for the PoC user set Answer Mode setting.

It is proposed that all these concepts be clarified by rewriting subclause 6.1.9.6 as proposed in section 3 below. This text is almost the same as text drafted by a number of companies as a revision of the never treated OMA-POC-2004-0176R02 prior to and during the Munich meeting but which was never discussed because one company wouldn’t agree to the change. 
At that time the architectural discussions on how the Answer Mode Indication is communicated to the network may have been a factor in the controversy concerning this contribution. Hopefully now that the architectural issue of how Answer Mode Indication is communicated to the network has been resolved this will be less controversial.

The only changes from the previously drafted document from the Munich discussion are 

1) It has been made optional MAY instead of mandatory SHALL to have per user authorisation on the Accept List 

2) The proposed text to address Issue 2 above has been added.

3 Detailed Proposal

Change:

6.1.9.6   PoC accept / reject list and answer mode management

On the reject list the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber does not wish to receive PoC session invitations. 

Answer Mode Control - via Accept List Authorisation Level Attributes 

On the accept list, the PoC subscriber maintains the identities of PoC subscribers and/or PoC groups from whom the PoC subscriber agrees to receive PoC session invitations.  The accept list MAY allow the owner of the list (e.g. the individual PoC Subscriber, or the Company who is paying for the employee's PoC service) to identify the answer-mode for each member on the accept list.  The answer mode is applicable to PoC subscribers and/or PoC groups.  The accept list also MAY contain answer mode authorisation level attributes used to authorise the answer mode applied for the PoC Session. The answer mode authorisation level attributes can have the values Manual-Answer, Auto-Answer, or Manual-Answer-Override (if this option is supported).  

Answer Mode Control - via PoC Terminal Indication

In addition to the authorization on the accept list, a PoC User SHALL be able to set an answer mode indication (Individual Auto-Answer, Manual Answer, Always-Auto-Answer), which indicates the current answer mode setting preference of the PoC User. The default answer mode setting shall be Manual-Answer; the PoC User MAY set this to either Individual Auto-Answer or Always-Auto-Answer mode.  The ability to set the answer mode indication SHOULD be accessible through the PoC User's terminal.
The entries in Table X identify how the PoC session invitation from PoC subscribers and/or Poc Groups in the accept list SHALL be answered based on the combination of the inviting PoC subscriber's or PoC Group's Authorisation level attributes as specified in the Invited PoC User's Accept list and the invited PoC User's current Answer Mode Indication

Table X PoC Session Operation based on the Accept list Authorisation level attributes and Answer Mode Indication

	Answer Mode Indication
	Manual-Answer
	Individual Auto-Answer
	Always-Auto-Answer

	
	
	
	

	Accept List Authorization Level Attributes
	
	
	

	Manual-Answer
	Manual Answer
	Manual Answer
	Auto Answer

	Auto-Answer
	Manual Answer


	Auto Answer
	Auto Answer

	Manual-Answer-Override
	IF Manual-Answer-Override is requested in the Invitation

THEN

       Auto Answer

ELSE

      Manual Answer
	Auto Answer
	Auto Answer

	Not ON ACCEPT LIST

Manual Answer (default)
	Manual Answer


	Manual Answer


	Manual Answer




If the PoC user has set the answer mode to manual-answer, then the manual-answer mode applies as soon as the PoC user changes the setting from his terminal. If Auto-Answer is requested when the terminal is in manual-answer mode then the PoC Session SHALL be rejected by the terminal.
The PoC service entity SHALL maintain a Reject list of PoC Subscribers and/or PoC groups per PoC subscriber that are to be rejected without notification to the PoC subscriber.

The PoC service entity SHALL reject PoC session invitations destined for a PoC subscriber when he has notified the service provider that he wishes to reject all PoC session invitations from the specified PoC Subscribers and/or PoC groups.

A PoC subscriber SHALL have the ability to either accept or reject requests from users not listed in the access control lists. Manual-Answer SHALL be the authorization used for users not listed in the access control lists.  When desired by the PoC subscriber, authorisation for Auto-Answer MAY also be enabled by the access control list owner for requests from users not individually listed in the access control lists by adding an entry for all other users to the access control list.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That clause 6.1.9.6 be replaced with the text proposed in section 3.
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