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1 Reason for Contribution

This document handles security requirements for PoC ETR. 
2 Summary of Contribution

This contribution describes the test requirements for security features to be presented in the PoC ETR. 
3 Detailed Proposal

5.1.1 Mandatory Test Requirements

5.1.1.x Security
	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Mutual authentication

Authentication of PoC  service entity and PoC subscriber (RD 6.1.7)
	Prior any PoC activity (admin or sessions) the mutual authentication needs to be verified.

	
	Transportation

Signalling as well as speech transport  in secure manner (RD 6.1.7)
	Signalling as well as speech transport needs to be verified to be handled in secure manner

	
	Integrity of PoC signaling

(RD 6.1.7)
	

	
	Logging of interaction information(*)

(*) recommended (RD 6.1.7)
	Logging of PoC interactions needs to be performed.

	
	Group and List Handling

Access and usage of group and list handling has safeguards (RD6.1.9.5)
	The access to the group and list handling is protected by means of e.g. password usage.

	
	Usage in Enterprise/ corporate environments

Protection of private addresses, parameter etc. used in corporate environment (RD 6.1.15)
	

	ERROR FLOW
	
	


Table x: Applicability Table for Enabler Specific Mandatory Test Requirements
5.1.2 Optional Test Requirements

5.1.2.x Security
	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	
	

	ERROR FLOW
	
	


Table x: Applicability Table for Enabler Specific Optional Test Requirements
4 Intellectual Property Rights Considerations

None.

5 Recommendation

It is proposed to discuss the provided material in the meeting session for the current ETR document. 
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