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1 Reason for Contribution

The PoC RD (2004-01-31) has requirements for the security, but these are not yet covered by the PoC AD.
2 Summary of Contribution

In this contribution the PoC specific security mechanisms are described.  
3 Detailed Proposal

8.5 Security

The security mechanism provides the protection to the PoC service environment. There are mainly three parts: SIP signalling security, user plane security and GLMS accessing security. 

8.5.1
SIP signaling security

The PoC client SHALL be authenticated prior to service usage. The PoC server SHOULD rely on the security mechanisms provided by the underlaying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. For the access level security, the SIP/IP Core SHOULD support integrity and confidentiality protections of SIP signalling towards the PoC client. For the network interworking security, the SIP/IP Core SHOULD utilize the Network Domain Security (NDS) mechanism to protect the IP layer interfaces between the network elements. 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the user equipment contains USIM/ISIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.P0086-0]. For further SIP signalling, the integrity protection mechanism SHALL be used as been specified in [3GPP TS 33.203]/[3GPP2 S.P0086-0].  The IP layer interfaces between PoC server and the IMS SHALL be protected as specified in [3GPP TS 33.210], and the PoC application servers adhere to other PoC entities located in the trust domains SHALL be supported as specified in [3GPP TS 24.229].

8.5.2
User plane security

The PoC service user plane communication between PoC client and PoC server, and between PoC servers, does not require standardization. The user plane traffic is protected with existing mechanisms being defined for radio access (3GPP GPRS or 3GPP2 PDN) and with secured connections between the network domains. 

User plane confidentiality is not specified in OMA PoC Release 1.

8.5.3
GLMS accessing security

The group and list management as well as accessing control for PoC service shall be secured over Im interface. The SIP/IP Core SHALL provide authenticated connection between the PoC client and the GLMS server by utilizing mechanism specified in [RFC2617]. 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the mechanism for securing Ut interface SHOULD be applied.

4 Intellectual Property Rights Considerations

None known.
5 Recommendation

It is proposed to discuss the provided material in the meeting and adopt the text to the AD.
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