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1 Reason for Contribution

[RFC3325] describes privacy handling in a way, that if the privacy:id header is included the terminating SIP/IP Core only removes the P-Asserted-identity header but not makes any modifications in the FROM or Referred-by header.

Therefore according to [RFC3325] it’s additionally recommends that the originating PoC Client inserts any meaningless identification in the FROM header if it not wants to disclose it’s identity.

The controlling PoC Server only puts information received into outgoing request:

The FROM contains, depending of the use case, a copy of the received FROM of the originating PoC Client, for which the PoC client itself has to take care to not disclose it’s identity, or the per-arranged PoC Group address, which is not affected by any privacy related issues at all. The consequences is that no special application specific handling for the FROM header is necessary.

In contradiction the Referred-by header, which always includes the identity of the originating PoC client, will also include information out of the P-Asserted-Identity, if included in the received request from the originating PoC Client, to allow a terminating, participating PoC Server to apply access control. 

To also disclose privacy within this header, the terminating, participating PoC Server should, in the case privacy is requested and indicated with the privacy:id header, remove the Referred-by header before forwarding the request via the SIP/IP Core to the terminating PoC Client..
This contribution provides a proposal on how to solve the above mention issue and also closes the following comments:

	2197
	2004.12.06
	CP General
	 The “rules and procedures of [RFC3892] say that the Referred-By header is a copy of the Referred-By received in the Refer that triggered the INVITE. 

An RFC-compliant PoC function does not populate that header itself; it only copies. 

As in OMA PoC in case of on-demand also INVITE triggered INVITEs including a Refered-by header, we propose the following CR:

Proposal: Replace “bullet 5” with

[Start]-------------------------------

“5. SHALL include a Referred-By header.  

That header SHALL be a copy of the Referred-By header of the REFER request that triggered the INVITE, in accordance with [RFC3892] 

If this INVITE was triggered by a REFER or INVITE that did not contain such a header, the Referred-By SHALL be set to the content of the Authenticated Originator’s PoC address of these trigger messages.

NOTE: This use of Referred-By is not in full accordance with [RFC3892].

[Stop ]-------------------------------

(OMA-POC-2004-1138)
	[2005.01.10]

Siemens will write the contribution

	2198
	2004.12.06
	CP 7.2.2.1
	The content of the FROM and Referred-By header is not clearly defined. This is especially is important when the caller required privacy.

In the case of using P-Asserted-Identity the FROM in the INVITE originated at the initiating PoC client could already be anonymous, if the network not supports P-Asserted-Identity the FROM of the initiating client will probably also be in the case of privacy the real Public ID.

Therefore in case of privacy the controlling PoC server should only insert anonymous IDs in Refered-by and FROM header.

The P-Asserted-Identity if available might just be copied because it will be deleted by the terminating SIP/IP core before sent to the terminating client.

(OMA-POC-2004-1138)
	


2 Summary of Contribution

His contribution proposes to remove the Referred-by header if privacy is requested at the terminating, participating PoC Server

3 Detailed Proposal

--- 1st change ----

7.2.2.1 General

The PoC Server SHALL generate an initial SIP INVITE request according to rules and procedures of [RFC3261]. The PoC Server

· 1. SHALL include an Accept-Contact header with the PoC feature-tag '+g.poc.talkburst' with "require" and "explicit" feature parameters according to rules and procedures of [RFC3841] in all initial INVITE requests. 
· 2. SHALL include User-Agent header to indicate the PoC release version as specified in subclause C.4.1 "Release version in User-agent and Server headers".

NOTE:
The use of the option tag ‘precondition’, as specified in [RFC3312], is not defined for the POC-2 reference point.

· 3. SHALL include an option tag '100rel' in a Supported header according to rules and procedures of [RFC3262].
· 4. SHALL include Authenticated Originator’s PoC Address 

a) set to the PoC Address of the inviting PoC Client in case of 1-1PoC Session and Ad-hoc PoC Group Session or

· b) set to the PoC Group Identity with the Session Type uri-parameter with the value "prearranged" or "chat" in case of the Pre-arranged or Chat PoC Group respectively;

· 5. SHALL include a Referred-By header with the Authenticated Originator’s PoC Address of the inviting PoC Client;

· 6. SHALL include in the Contact header as PoC Session Identity the contact address of the conference with the PoC feature-tag '+g.poc.talkburst' and the feature-tag "isfocus" and a Session Type uri-parameter set according to the type of the PoC Session. 

· 7. SHOULD include the Session-Expires header with the refresher parameter set to 'uas' according to rules and procedures of [draft-ietf-sip-session-timer] in all initial SIP INVITE requests.

· 8. SHALL include the Supported header set to "timer" in all initial SIP INVITE requests.

· 9. SHALL include value 'id' in a Privacy header according to rules and procedures of [RFC3323] and [RFC3325], if anonymity is requested with the "Privacy: id" header by the inviting PoC Client;

· 10. SHOULD include an Allow header with all supported SIP methods.

· 11. SHALL include unmodified a P-Alerting-Mode header if a P-Alerting-Mode header was present in the incoming SIP INVITE request or SIP REFER request that caused the outgoing SIP INVITE request to be generated.

On receipt of the SIP 200 "OK" response to the initial outgoing SIP INVITE request the PoC Server SHALL start the SIP Session timer according to rules and procedures of [draft-ietf-sip-session-timer].

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

--- 2nd change ----

7.3.3.2 PoC Session invitation request

Upon receipt of an initial SIP INVITE request that includes a PoC Address in the Request-URI the PoC Server: 

· 1. SHALL check that the PoC Address in the Request-URI is served by the PoC Server and if it is not then return a SIP 404 "Not Found" response without continuing the rest of the steps;

· 2. SHALL check whether the Accept-Contact header including the PoC feature-tag '+g.poc.talkburst' is included and if it is not then the PoC Server SHALL return a SIP 403 "Forbidden" response without continuing the rest of the steps;

· 3. SHALL check the presence of the "isfocus" feature parameter in the URI of the Contact header and if it is not present then the PoC Server SHALL reject the request with a SIP 403 "Forbidden" response including "isfocus not assigned" text in the Warning header without continuing the rest of the steps;

· 4. SHALL check the invited user's access rules associated to the PoC Address received in the Request-URI stored in the PoC XDMS as specified in [POC XDM Specification] against the Authenticated Originator’s PoC Address and the Referred-by header in the initial SIP INVITE request. If the "allow-invite" action does not allow to continue the Session the PoC Server SHALL respond with a SIP 403 "Forbidden" response and do not continue the rest of the steps; 

· 5. SHALL check the invited user's Incoming PoC Session Barring setting associated to the PoC Address received in the Request-URI. If the Incoming PoC Session Barring is activated the PoC Server SHALL respond with a SIP 403 "Forbidden" response and do not continue the rest of the steps;

· 6. SHALL check the invited PoC User's Answer Mode associated with the PoC Address received in the Request-URI. If the invited user is using Automatic Answer Mode the PoC Server SHALL perform the actions specified in subclause 7.3.2.2.2 "Automatic answer using the Pre-established Session" or 7.3.2.2.1 "Automatic answer on-demand" depending on whether the Invited PoC User has or has not, respectively, an ongoing Pre-establsihed Session with the PoC Address.  Otherwise the PoC Server SHALL perform actions specified in subsclause 7.3.2.2.3 "Manual answer".

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

7.3.2.2.1 Automatic-answer using On-demand Session

Editor’s note: It is for further study whether the PoC Server can act as a SIP Proxy. 

If the Authenticated Originator's PoC Address or the Referred-by header in the initial SIP INVITE request are "accepted" by the ”alow-invite” action associated to the Invited PoC User indicated by the Request-URI stored in the PoC XDMS as described in [POC XDM Specification] and the Answer Mode setting in the PoC settings of the Invited PoC User is set to Automatic Answer then continue here. Otherwise the PoC Server SHALL perform the actions specified in subclause 7.3.2.2.3 “Manual answer”.
The PoC Server:
· 1. SHALL generate a SIP 183 "Session Progress" response to the SIP INVITE request as specified in subclause 7.3.2.1 "General" and according to rules and procedures of [RFC3261] and [RFC3262];
· 2. MAY include a Require header set to ‘100rel’ according to rules and procedures of [RFC3262];
Editor’s note: How the PoC Server knows which codec to select is FFS.

· 3. SHALL include the P-Answer-State header set to "Unconfirmed";
· 4. SHALL send the SIP 183 “Session Progress” response towards the PoC Server performing the Controlling PoC Function according to rules and procedures of SIP/IP Core.
Editor's Note: Whether it is feasible to send SDP in 183 Session progress needs to be investigated.
The PoC Server 

· 1. SHALL generate a SIP INVITE request as specified in subclause 7.3.2.1 "General";
· 2. SHALL if a P-Alerting-Mode header is included with the value set to "MAO" authorize the Authenticated Originator's PoC Address to override the Invited PoC User’s Answer Mode setting and if authorized, include a P-Alerting-Mode header with the value "MAO";

· 3. SHALL if a P-Alerting-Mode header is not included or if the Authenticated Originator’s PoC Address is not authorized to override the Invited PoC User’s Answer Mode setting include a P-Alerting-Mode header with the value "Auto";

· 4. SHALL include an MIME SDP body as a SDP offer according to rules and procedures of [RFC3264] and [RFC2327] with the following information:
a) The IP address and port number at the PoC Server for the RTP session;

b) The offered codecs;

c) if another IP address or port is used instead of the default IP address and port number according to rules and procedures of [RFC3550], set the IP address and port number at the PoC Server for the RTCP Session according to rules and procedures of [RFC3605];

d) the offered Talk Burst Control Protocols and the port number(s) to be used for the Talk Burst Control Protocol.

· 5. SHALL remove the Referred-by header if anonymity is requested by the value "id" in the Privacy header
· 6. SHALL send the SIP INVITE request towards the PoC Client according to rules and procedures of the SIP /IP Core.

Upon receiving a SIP 200 "OK" response to the SIP INVITE request the actions in the PoC Server depends, according to rules and procedures of [RFC3261] and [RFC3262], on if the SIP 183 "Session Progress" was sent reliable or not as follow:

· 1. SHALL, if the SIP 183 "Session Progress" was sent unreliable, send the SIP 200 "OK" response immediately (since the PoC Server does not have to wait for a SIP PRACK request);

· 2. SHALL, if the SIP 183 "Session Progress" was sent reliable, send the SIP 200 "OK" according to rules and procedures of [RFC3262] and [RFC3261].

Upon receiving a SIP PRACK request the PoC Server 

· 1. SHALL generate a SIP 200 “OK” response to the SIP PRACK request according to rules and procedures of [RFC3262] and [RFC3261].

· 2. SHALL send the SIP 200 “OK” response towards the PoC Server performing the Controlling PoC Function according to the rules and procedures of SIP/IP Core.

Whenever the PoC Server sends the SIP 200 "OK" response the PoC Server:

· 1. SHALL generate a 200 "OK" response as described in the sub-clause 7.3.2.1 "General";
· 2. SHALL include a MIME SDP body with a SDP answer according to rules and procedures of  [RFC3264] and [RFC2327] with the following information:

a) the IP address and port number at the PoC Server for the RTP Session;

b) the supported codecs; 

c) if another IP address or port is used instead of the default IP address and port number, set the IP address and port number at the PoC Server to be used for RTCP according to rules and procedures of [RFC3605];

d) the supported Talk Burst Control Protocols and the port number(s) to be used for the Talk Burst Control Protocol..
· 3. SHALL send the SIP 200 "OK" response towards the PoC Server performing the Controlling PoC Function according to rules and procedures of SIP/IP Core;

· 4. SHALL interact with the User Plane as specified in [OMA-POC-UP] "Participating PoC Function procedure at initialization";

· 5. SHALL act as a B2BUA for the duration of the PoC Session according to rules and procedures of [RFC3261].

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS session establishment mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub-clause.


7.3.3.2.2. Automatic-answer using Pre-established Session

If the Authenticated Originator's PoC Address or the Referred-by header in the initial SIP INVITE request are "accepted" by the “allow-invite” action associated to the Invited PoC User indicated by the Request-URI stored in the PoC XDMS as described in [POC XDM] and the Answer Mode setting in the PoC settings of the Invited PoC User is set to Automatic Answer then continue here.  Otherwise the PoC Server SHALL perform the actions specified in subclause 7.3.2.2.3 “Manual answer”.

The PoC Server:

· 1. SHALL validate that the Media Parameters are acceptable for the PoC Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 2. SHALL generate a SIP 200 "OK" response to the SIP INVITE request as described in the subclause 7.3.2.1 "General".

a) Include a MIME SDP body as a SDP answer in the SIP 200 "OK" response according to rules and procedures of [RFC3264] and [RFC2327] as follows:   

i. The IP address and port number at the PoC Server for the RTP Session;

ii. The selected codec; 

iii. If another IP address or port shall be used instead of the default IP address and port number as specified by [RFC3550], set the IP address and port number at the PoC Server for the RTCP Session according to rules and procedures of [RFC3605].

iv. The selected Talk Burst Control Protocol and the port number(s) to be used for the Talk Burst Control Protocol.

· 3. SHALL include the P-Answer-State header set to “Unconfirmed”.

· 4. SHALL send the SIP 200 "OK" Response to the SIP INVITE request according to rules and procedures of SIP/IP Core;

· 5. SHALL interact with the User Plane as described in [OMA-POC-UP] "Participating PoC Function procedure at initialization". 
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

7.3.3.2.3. Manual-answer 

If the Authenticated Originator's PoC Address or the Referred-by header  in the initial SIP INVITE request are passed by the “allow-invite” action associated to the Invited PoC User indicated by the Request-URI stored in the PoC XDMS as described in [POC-XDMS] or the Answer Mode setting in the PoC Settings of the invited PoC User is set to Manual Answer then the PoC Server:

· 1. SHALL, if the P-Alerting-Mode header is included with the value "MAO", check the authorization of  the Authenticated Originator’s PoC Address to override the Invited PoC User’s Answer Mode setting  and if authorized continue as specified in subclause 7.3.2.2.1 "Automatic answer on demand" or as specified in subclause 7.3.2.2.2 "Automatic answer using Pre-established Session" depending on if a Pre-established Session exists or not. If not authorized continue with the following steps;

· 2. SHALL determine if the PoC Server stays in the media path and Talk Burst Control message path or not, as specified in  [OMA-PoC-UP] "User Plane routing";
· 3. SHALL, if the PoC Server stays on the media path the PoC Server

a) SHALL either

i. generate a SIP INVITE request as specified in  subclause 7.3.2.1 "General" if a Pre-established Session is not going to be used; or,
ii. generate a SIP re-INVITE according to the  rules and procedures of  [RFC3261] if a Pre-established Session is going to be used.
b) SHALL include a MIME SDP body as a SDP offer according to rules and procedures of [RFC3264] and [RFC2327] with the following information:

i. the IP address and port number at the PoC Server for the RTP Session;

ii. a list of codecs supported by the PoC Server;

iii. if another IP address or port number is used instead of the default IP address and port number as specified by [RFC3550], set the IP address and port number at the PoC Server to be used for RTCP according to rules and procedures of [RFC3605];

iv. the offered Talk Burst Control Protocols and the port number(s) for the Talk Burst Control Protocol.

c) SHALL continue, for the duration of the SIP Session, acting as a B2BUAaccording to rules and procedures of [RFC3261].

· 4. SHALL, if the PoC Server does not stay in the media path, 
a) for the duration of the SIP Session and as long as the PoC Client is a Participant in the PoC Session, act as a SIP proxy according to rules and procedures of [RFC3261]; and,

b) use the content of the received SIP INVITE to generate the SIP INVITE request according to rules and procedures of [RFC3261].

· 5. SHALL include the P-Alerting-Mode header set to "Manual".

· 6. SHALL remove the Referred-by header if anonymity is requested by the value "id" in the Privacy header

· 7. SHALL send the SIP INVITE request towards the PoC Client according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP 180 "Ringing" response to the SIP INVITE request the PoC Server:

· 1. SHALL generate a SIP 180 "Ringing" response as specified in subclause 7.3.2.1 "General" if acting as a B2BUA;
· 2. SHALL generate a SIP 180 "Ringing" response according to rules and procedures of [RFC3261] if acting as a SIP proxy.

· 3. SHALL send the SIP 180 "Ringing" response towards the PoC Server performing the Controlling PoC Function according to rules and procedures of SIP/IP Core;

Upon receiving a SIP 200 "OK" response to the SIP INVITE request the PoC Server:

· 1. SHALL, if the PoC Server acts as B2BUA 

a) generate a SIP 200 "OK" response as specified in the subclause 7.3.2.1 "General".

b) include a MIME SDP body as the SDP answer according to rules and procedures of [RFC3264] and [RFC2327] with the following information:

i. The IP address and port number at the PoC Server for the RTP Session;

ii. The selected Codec;

iii. if another IP address or port number is used instead of the default IP address and port number as specified in [RFC3550], set the IP address and port number at the PoC Server to be used for RTCP according to rules and procedures of  [RFC3605].

iv. The selected Talk Burst Control Protocol and the port number(s) to be used for the Talk Burst Control Protocol.

c) interact with the User Plane as specified in [OMA-POC-UP] "Participating PoC Function procedure at initialization".

· 2. SHALL, if the PoC Server acts as a SIP proxy

a) generate a SIP 200 "OK" response according to rules and procedures of [RFC3261];

b) include the same MIME SDP body as the SDP answer received in the SIP 200 "OK" response;

· 3. SHALL send the SIP 200 "OK" response to the PoC Server performing the Controlling PoC Function according to rules and procedures of SIP/IP Core.

The PoC Server SHALL forward any other SIP response that does not contain SDP along the signalling path to the originating network according to rules and procedures of SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS session establishment mechanisms according to rules and procedures of  [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

It is proposed to discuss the provided material in the meeting and adopt the text to the CP.
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