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1 Reason for Contribution

This contribution proposes to solve some unresolved CP comments listed in Nokia contribution 221R06. 
	ID
	Open Date
	Section
	Description
	Status
	Priority

	2475
	2004.12.07
	CP 7
	When anonymity is requested, it is not specified what a B2BUA inserts in the From header.

(OMA-POC-2004-1143)
	[2005.01.10]

B2BUA is not needed in this case.

If needed, contribution required.

NOKIA comment:

2475 (OPEN)
Covered by RFC 3261, but a note for clarification might be added.
	B1




1. When SIP/IP core corresponds with 3GPP/3GPP2 IMS, in case user requests Privacy, then the client should not using user's Public User Identity (a SIP URI). This is clearly specified in TS 24.229. It reads: 

" Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header to "Anonymous"."

Therefore the PoC server simply should use the same contents received from the client. So the conclusion is that setting From header is User Equipment's responsibility. 
2. In RFC3261 (SIP), Section 8.1.1.3 From, it also reads:
     "The From header field allows for a display name.  A UAC SHOULD use the display name "Anonymous", along with a syntactically correct, but otherwise meaningless URI (like sip:thisis@anonymous.invalid), if the identity of the client is to remain hidden."

Furthermore, in RFC3325 (SIP Asserted Identity), section 3, it reads:

" For example, a caller that wants to

   maintain privacy and consequently provides limited information in the

   SIP From header field will not be identifiable by recipients of the

   call unless they rely on some other means to discover the identity of

   the caller.  Masking identity information at the originating user

   agent will prevent certain services, e.g., call trace, from working

   in the Public Switched Telephone Network (PSTN) or being performed at

   intermediaries not privy to the authenticated identity of the user."

Therefore the PoC server simply should use the same contents received from the client. So the conclusion is that setting From header is User Equipment's responsibility. 

RFC 3323 is the baseline for SIP privacy, which is normatively referenced by http://www.ietf.org/internet-drafts/draft-ietf-sip-identity-04.txt. It reads in section 4.1 Constructing Private Messages:

"For example, users SHOULD create an anonymous From header field for the request. " and,

"4.1.1.2 URI Usernames

   The structure of a URI itself can reveal or conceal a considerable

   amount of personal information.  Consider the difference between:

   sip:jon.peterson@neustar.biz

   and

   sip:a0017@anonymous-sip.com

   From the former, the full name and employer of the party in question

   can easily be guessed.  From the latter, you learn nothing other than

   that the party desires anonymity.  In some cases, sufficient

   anonymity can be achieved by selecting an oblique URI.  Today, the

   SIP specification recommends a URI with "anonymous" in the user

   portion of the From header."

Therefore we recommend that From header should be set as anonymous.

2 Summary of Contribution

- A clerical change in section 5.2

- Same change in clause 6 Procedures at the PoC Client, for IMS SIP/IP Core
- A handle of Privacy header in Participating PoC server, 7.3.2.1 General, to resolve the CONRR 2475.
3 Detailed Proposal

5.2 Authenticated Originator's PoC Address

The Authenticated Originator's PoC Address is the PoC Address of the originating PoC Client that has been authenticated by the SIP/IP Core or the PoC Group Identity when the PoC Server performing the Controlling PoC Function invites PoC Users to a PoC Group Session. 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, then the Authenticated Originator's PoC Address is contained inthe P-Asserted-Identity header according to rules and procedures of  [TS24.229] /[3GPP2 X.S0013.4]. The PoC Client MAY insert a P-Preferred-Identity header which contains a Client preferred identity, for the SIP/IP core to use inside the P-Asserted-identity header. If Privacy is required, the From header SHALL contain an anonymous URI and optionally a nick name or "Anonymous".
The From header MAY be used to carry the Authenticated Originator's PoC Address, and MAY be supported by the PoC Server. The PoC Server MAY be able to support an Authenticated Originator's PoC Address in the From header if the PoC Server has transitive trust with the SIP/IP Core, and if the SIP/IP Core is able to perform proxy authentication of the PoC Client. 
4 Intellectual Property Rights Considerations

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

It is proposed to correct the Consistency Review report and the specifications according to the given status comments.
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