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1. Overall Description:

SA3 thanks OMA SEC for the LS on IMS media protection (OMA-LS_759-Reply_from_SEC_to_3GPP_SA3_

on_IMS_media_protection-20081024-A Liaison Statement).
SA3 welcomes the cooperation with OMA. SA3 reaffirms that it is willing to take care of specifying a Key Management Service in close cooperation with OMA. 
Regarding the status of the OMA submitted requirements in the LS itself (e.g. PoC Box, Multicast, IMS (in)dependency ) we can provide the following information:

· OMA description: One important difference between 3GPP IMS Application Servers (AS) and OMA enablers is that, in IMS, signalling and key management might be achieved by exploiting the underlying IMS security mechanisms and trust models. This is reflected by some of the Candidate Solutions in the above mentioned 3GPP TR.

However, in OMA, the enablers run on top of a generic SIP/IP Core infrastructure that may or may not be IMS. This means that the signalling and key management layer for media security should be designed in such a way that while it may exploit underlying IMS features if available, otherwise this layer should also contain equivalent features when these are not provided by the underlying SIP/IP Core. The potential relationship to GBA also needs to be considered. OMA would appreciate some indications on whether 3GPP SA3 could provide a solution to both scenarios IMS-based and IMS-independent key management.

SA3 Comment: As OMA SEC already has noted there are candidate solutions for e2e media protection which are fully reliant on SIP signalling security mechanisms. Other candidate solutions do not share this full reliance on SIP signalling security although automatic protection against certain downgrading attacks may rely on SIP signalling integrity. 
· OMA SEC description: The PoC Use Case in the provided 3GPP draft TR needs to be updated to consider the Multicast PoC feature from which Multicast key management requirements can be derived. For more information find attached the PoC Architecture and Requirements Description [OMA_PoC_AD] [OMA_PoC_RD]

PoC is reusing the MBMS key management for key updates in real-time. The proposed KMS should offer that same functionality, e.g. MSK updates to authorized UEs.

SA3 Comment: SA3 understands that for multicast it must be possible to establish a key shared by all users,  e.g. the MSK,  in the multicast group and the TR includes the following requirement:
· A key management solution shall support secure multiparty communications (i.e. key management to distribute a group key) where the server relaying multiparty communication (e.g. a conference bridge) does not / does know the group key.(Req 19/20).
In general, candidate solutions fulfill this requirement.
· OMA SEC description: For the architecture work the following threats have been identified:

· A malicious client gets hold of the media protection key but doesn’t accept the invitation to participate in a session.

· A malicious client leaves the PoC session, but can still received protected media.

SA3 Comment: These requirements seem to point at a need for a broadcast key management system. Up till now SA3 has not seen any such requirements and at present it is not foreseen that such requirements will be included. However, the SA3 defined key management solution could be used as a basis on which e.g. a MBMS-like key management system is designed, see previous bullet.
· OMA SEC description: The time to set up and distribute keys for media protection has to be as short as possible. Users should not experience delays that would negatively impact the user experience during PoC session establishment.

PoC has optimized some use cases to speed-up signalling, e.g. a server sending SIP 200 OK on behalf of the user. The key management needs to be adapted accordingly otherwise early media delivery would impact user experience.

SA3 Comment: The following requirement is included in the TR
· The solution should not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping. (Req. 36)

There are candidate solutions fulfilling this requirement.
· OMA SEC description: PoC is used for group communication and implements PoC multicast. The key management solution shall be able to talk to the XDM server in order to resolve PoC groups, distribute the keys for group communication and impose access control so that those keys only are accessible to the group.

SA3 Comment: The different candidate solutions have different characteristics with regard to this requirement. Some candidate solutions rely on having all the key management functionality in the terminals while others have network support in the form of a key management server. 
· OMA SEC description: Usability requirements need to be considered for different use cases. For example, how is a user expected to choose secure media mode? Or is it expected to be transparent to the user? When switching from plaintext to secure, who triggers that switching? 

SA3 Comment: A general answer to this is that SA3 aims for a solution in which user interaction is policy driven and that different user groups may apply different policies to fulfill their requirements. In particular it shall be possible to have fully automatic operation in which secure mode is the default.


· OMA SEC Description: PoC foresees that it should be possible to have network initiated secure media mode. One use case is when a closed, more-or-less static group always communicate in secure mode. In such a case, the key set-up may be carried out ahead of PoC sessions transparently so that keys are in place when a PoC session is about to start.

SA3 Comment: The different candidate solutions have different characteristics with regard to this requirement. Some candidate solutions rely on having all the key management functionality in the terminals while others have network support in the form of a key management server. Solutions having terminal centric key management today only support a per session key establishment.
All of the above answers are only provisional as the work in SA3 is still in a study phase and no firm working assumptions on working principles for the key management solution have been agreed. 

2. Actions:

To OMA group.

ACTION: 
SA3 ask OMA to continue to provide input on requirements and use cases together with indications on their importance for different user groups and applications. 
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