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1 Reason for Contribution

There has been a new problem report raised in the PR database. The goal of this contribution is to present this to the POC WG and discuss a solution. It is recommended to POC WG to review, if the problem appears due to inconsistency in the technical specs.
2 Summary of Contribution

Problem Report is shown in section 3.
3 Detailed Proposal

	Problem Report Number
	0039

	Submitter's Classification
	Specification Problem (INT)

	State
	SA Review

	Resolution
	No Resolution Given

	Raised
	2006-01-25 20:41

	PoC Version
	PoC 1.0

	Test Specification
	Client EICS OMA-EICS-CLIENT-POC-V1_0_1-20050215-A.zip

	Specification
	User Plane OMA-TS_PoC-UserPlane-V1_0-20050428-C

	Location in Spec
	6.2.5.2.3 Receive RTP Media packets (R: Media)

	Problem Summary
	RTP Sequence numbers were being reset on each PoC talk burst, with same 
SSRC.

	Problem Text
	During testing in the last OMA testfest for the PoC enabler, it was 
observed that another PoC client was resetting (to zero) the RTP 
sequence number for each talk burst with a session (with the same 
Synchronization Source, SSRC). Our client did not expect this behavior 
and did not playback the talkbursts. To get through testing we adjusted 
our client to allow this resetting of the sequence, but we do not 
expect to make this change permanent. We would like clarification to 
the standard in this regard, or request change to the standard to make 
clear the sequence number does not get reset on each talkburst, only on 
each SSRC. 

Reasoning: 

1) From RFC 3550 it is evident that the RTP sequence numbers should 
remain consistent for a given SSRC. 

From RFC3550: 

“Synchronization source (SSRC): The source of a stream of RTP 
packets, identified by a 32-bit numeric SSRC identifier carried in 
the RTP header so as not to be dependent upon the network address. 
All packets from a synchronization source form part of the same 
timing and sequence number space, so a receiver groups packets by 
synchronization source for playback. “ 

From this we expect the sequence numbers to remain in the same space 
for a given SSRC (eg. source in a PoC Talk Session). 

2) OMA PoC standards do not require use of RTCP Send Reports (SR) and 
RTCP Receiver Reports (RR), but they are recommended. SR and RR include 
parameters such as Cumulative Number of Packets Lost and Extended 
Highest Sequence Number received. 
Within a PoC session, if SR and RR are used, then the sequence numbers 
must remain consistent in order to properly compute the parameters 
listed. The SR and RR are not required to be synchronized with PoC Talk 
Bursts, so resetting the sequence with each talk burst will corrupt the 
computation of the parameter. 

3) Sequence number are recommended to be initialized with random 
numbers to limit known-plaintext attacks on encryption more difficult 
(when packets are encrypted). Along these lines, allowing the sequence 
number to be reset on each talk burst could allow attacks on each 
talkburst. Further, allowing sequence numbers to reset could make 
spamming more easy since a new packet sequence could be interpreted as 
just a new talkburst when it is actually a spam. 

From RFC3550: 

sequence number: 16 bits 
The sequence number increments by one for each RTP data packet 
sent, and may be used by the receiver to detect packet loss and to 
restore packet sequence. The initial value of the sequence number 
SHOULD be random (unpredictable) to make known-plaintext attacks 
on encryption more difficult, even if the source itself does not 
encrypt according to the method in Section 9.1, because the 
packets may flow through a translator that does. Techniques for 
choosing unpredictable numbers are discussed in [17]. 


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss the report. Find solution/clarification and assign action item to provide correct CR document against the mentioned POC spec.
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