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1 Reason for Change

a) Justification: 

According to the PR39 “RTP Sequence numbers were being reset on each PoC talk burst, with same SSRC”.

Detailed problem statement:

Problem Text:

During testing in the last OMA testfest for the PoC enabler, it was observed that another PoC client was resetting (to zero) the RTP sequence number for each talk burst with a session (with the same Synchronization Source, SSRC). Our client did not expect this behavior and did not playback the talkbursts. To get through testing we adjusted our client to allow this resetting of the sequence, but we do not expect to make this change permanent. We would like clarification to the standard in this regard, or request change to the standard to make clear the sequence number does not get reset on each talkburst, only on each SSRC.

This contribution proposes additional text specification to avoid any confusion in the spec so that RTP sequence numbers are not reset for each talk burst and avoid the security vulnerability.  
b) Clauses affected:

Sub clause 6.2.1. 

Sub clause 6.2.5.4.1. 

Sub clause 6.2.5.6.1. 

c) Summary of change:

This contribution specifies additional text specification so that RTP sequence numbers are not reset for each talk burst and the RTP sequence number is properly initialized at the start of the session as per the RFC 3550
d) Consequence if not approved:

Confusion to the reader; Receiver may not be able to properly re-sequence the received RTP packets; and Security vulnerability.
e) Reason for revision:

N/A.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To make the corrections according to the chapter below:

6 Detailed Change Proposal

6.2.1 PoC Client procedures at PoC Session initialization

When a PoC Session is established for a PoC Client, a new instance of the ‘PoC Session control state machine – basic’ is created or ‘PoC Session control state machine – queuing’ is created.

This applies to all cases of PoC Session establishment, that is:

· PoC Sessions using On-demand Session signaling origination or termination, or,

· PoC Sessions using Pre-established Session where the PoC Client initiates the PoC Session by sending a SIP REFER request; or,

· PoC Sessions using Pre-established Session where the PoC Server performing the Participating PoC Function sends a TBCP Connect message or RTP Media packet to initiate the PoC Session.

The SIP INVITE request or the SIP REFER request sent by the PoC Client

· can be regarded an implicit TBCP Talk Burst Request message if a 1-1 PoC Session or an Ad-hoc PoC Group Session or a Pre-Arranged PoC Group Session is initiated; or,

· can not be regarded as an implicit TBCP Talk Burst Request message if a Chat PoC Group Session is initiated or in case of a rejoin to an already active PoC Session.

Based on the negotiations during PoC Session establishment either the basic or the optional queuing state machine is started.

The state machines are defined in subclauses Error! Reference source not found. “PoC Session control state diagram – basic” and Error! Reference source not found. “PoC Session control state diagram – Queuing”.

If Simultaneous PoC Sessions are supported, multiple instances of the PoC Session control state machine can be executing at the same time. For the purposes of this specification, each state machine operates independently and both the basic and the optional queuing state machine can be executing simultaneously. When the second PoC Session is created, within each PoC Session control state machine, basic or queuing, a sub-state machine is created for the ‘U: not permitted and TB_Taken’ state. This state machine is specified in subclause Error! Reference source not found. “PoC Session control state diagram – Simultaneous PoC Sessions”.

Before the first RTP Media packet, RTCP packet or Talk Burst Control Protocol message is sent by a PoC Client in a PoC Session, the PoC Client SHALL assign itself a SSRC identifier for the PoC Session. A suitable algorithm to generate the SSRC identifier is described in Error! Reference source not found.. The allocated SSRC identifier SHALL NOT be 1111…1 (all 32 bits 1’s), because this SSRC identifier is reserved for a special use. The PoC Client SHALL assign a random (unpredictable) initial value for the RTP sequence number. The random (unpredictable) sequence number is to make known-plaintext attacks on encryption more difficult. A suitable technique for choosing unpredictable numbers is discussed in [RFC3550].

The PoC Client may negotiate the use of prioritization of TBCP Talk Burst Request messages. In that case, the PoC Client can request to talk at a priority level that is either the same as or lower than the highest priority that was permitted to the Participant in the PoC Session initialization.  If a PoC Client is authorized for pre-emptive priority in the PoC Session initialization it is good practise to always request to talk at a priority level that is lower than pre-emptive priority unless the Participant explicitly requests to pre-empt the current speaker.

6.2.5.4.1 Send RTP Media packets (S: Media)

Upon receiving encoded voice from the PoC User, the PoC Client:

1. SHALL create and send an RTP Media packet toward the PoC Server.

The RTP Media packet SHALL include:

a. The SSRC of the PoC Client; 
b. An incremental RTP sequence number (the sequence numbers must increment consistently across talk bursts in order to group packets by synchronization source for proper playback at the receiver); and,

c. Other media packets and payload attributes as defined in Error! Reference source not found..

2. SHALL remain in the ‘U: has permission’ state.

6.2.5.6.1 Send RTP Media (S: Media)

If the PoC Client has PoC User’s encoded voice remaining in the buffer, the PoC Client:

1. SHALL create and send an RTP Media packet toward the PoC Server.

The RTP Media packet SHALL include:

a. The SSRC of the PoC Client; 
b. An incremental RTP sequence number (the sequence numbers must increment consistently across talk bursts in order to group packets by synchronization source for proper playback at the receiver); and,

c. Other media and payload attributes as defined in Error! Reference source not found..

2. If the sent RTP Media packet has not been the last packet from the PoC Client’s buffer, the PoC Client SHALL remain in the ‘U: pending TB_Revoke’ state:

3. If the sent RTP Media packet has been the last packet from the PoC Client’s buffer, the PoC Client SHALL perform the action in Error! Reference source not found. “Send TBCP Talk Burst Release message”.
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