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1 Reason for Contribution

2 Justification: 

Problem statement:

According to the PR 0039, “RTP Sequence numbers were being reset on each PoC talk burst, with same SSRC”.

Detailed Problem Text:

During testing in the last OMA testfest for the PoC enabler, it was observed that another PoC client was resetting (to zero) the RTP sequence number for each talk burst with a session (with the same Synchronization Source, SSRC). Our client did not expect this behavior and did not playback the talkbursts. To get through testing we adjusted our client to allow this resetting of the sequence, but we do not expect to make this change permanent. We would like clarification to the standard in this regard, or request change to the standard to make clear the sequence number does not get reset on each talkburst, only on each SSRC.

This contribution summarizes the Resolution of PR-0039.  

3 Summary of Contribution

The Problem report PR-0039 was discussed at length on the OMA-POC mailing list and in the POC WG. This contribution summarizes the resolution that was reached after a common understanding. 
4 Detailed Proposal

Following text should be included in the resolution of PR-0039 and communicated to IOP group.
PoC UP specifies to follow RFC-3550 without exception. The problem stated in PR-0039 should not have arisen if RFC-3550 was followed. Thus no correction is needed in PoC UP due to PR-0039. 
Following is the recommendation for implementations and agreement of the common understanding of RFC-3350. 
1. When the PoC Client sends its first RTP Media packet or RTCP packet it enters a RTP Session. Unless a SSRC identifier collision occurs in the RTP Session, the PoC Client SHALL keep the SSRC identifier assigned at PoC Session initialization throughout the PoC Session.  Since all RTP Media packets and RTCP packets from a PoC Client in a PoC Session is being part of the same RTP Session, all RTP Media packets and RTCP packets from a PoC Client in a PoC Session SHALL form part of the same timing and RTP sequence number space.  Thus, it SHALL only be allowed to reset RTP sequence numbers and RTP timestamps at PoC Session release.
2. Any PoC implementation that resets the RTP sequence number for each talk burst within a session (with the same Synchronization Source, SSRC) is wrong and not compliant to RFC-3550. 
3. For PoC implementations, It is strongly recommended that during RTP session initialization the PoC Client should assign a random (unpredictable) initial value for the RTP sequence number. The random (unpredictable) sequence number is to make known-plaintext attacks on encryption more difficult. A suitable technique for choosing unpredictable numbers is discussed in [RFC3550].
5 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

6 Recommendation

Inform IOP group, about the above resolution.
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