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1 Reason for Change

a) Justification:

This CR addresses Problem Report # 0056, which is as follows:
Report No.  : 0056

Raised As   : Specification Problem (INT)

State           : SA Review

Resolution   : No Resolution Given

View URL    : http://tracking.opengroup.org/OMA-PR/PoC/PRView?PR=0056
Raised        : 2006-07-07 16:44

PoC Version: PoC 1.0

Specification: OMA-TS-PoC-XDM-V1_0-20060127-C

Location in Spec: 5.2.6

Problem Summary:

PoC User Access Policy inconsistency.  The same user may be referenced by 2 different rules with different value of <allow-invite>.

Problem Text:

Section 5.2.6 states that "These validation constraints ensure that the User is alerted to a contradictory choice".  This is not true.  

The scenario below is according to specifications but does not ensure that the User is alerted to a contradictory choice.

The above statement is not fulfilled if the same user URI is present in two different lists in Shared XDMS and each list is referenced using <conditions><external-list> by two different rulesets with different values of <allow-invite>.  The value of <external-list> element is checked but the contents of the list is not checked.

b) Clauses affected:

5.2.6 of the PoC XDM Specification.

c) Summary of change:  

Given the current validation constraints for rules containing the <allow-invite> action, it is still possible to have multiple matching rules if different external lists are used as the conditions.

The PoC User Access policy is an authorization policy that must comply with all of section 6.6.2 of the XDM Specification (OMA-TS-XDM_Core-V1_0-20060609-A).  According to section 6.6.2.3 of the XDM Specification, combining permissions for multiple matching rules is performed according to section 10.2 of draft-ietf-geopriv-common-policy-08, which states:

   The combining rules are simple and depend on the data types of the

   values of permissions: Let P be a policy.  Let M be the subset of P

   consisting of rules r in P that match with respect to a given

   request.  Let n be a name of a permission contained in a rule r in M,

   and let M(n) be the subset of M consisting of rules r in M that have

   a permission of name n.  For each rule r in M(n), let v(r,n) and

   d(r,n) be the value and the data type, respectively, of the attribute

   of r with name n.  Finally, let V(n) be the combined value of all the

   permissions values v(r,n), r in M(n).  The combining rules that lead

   to the resulting value V(n) are the following:

   CR 1: If d(r,n)=Boolean for all r in M(n), then V(n) is given as

   follows:  If there is a r in M(n) with v(r,n)=TRUE, then V(n)=TRUE.

      Otherwise, V(n)=FALSE.

   CR 2: If d(r,n)=Integer for all r in M(n), then V(n) is given as

   follows:  If v(r,n)=undefined for all r in M(n), then V(n) is not

      specified by this specification.  Otherwise, V(n)=max{v(r,n) | r

      in M(n)}.

   CR 3: If d(r,n)=Set for all r in M(n), then V(n) is given as

   follows:  V(n)=union of all v(r,n), the union to be computed over all

      r in M(n) with v(r,n)!=undefined.

   The combining operation will result in the largest value for an

   Integral type, the OR operation for boolean, and union for set.

   As a result, applications should define values such that, for

   integers, the lowest value corresponds to the most privacy, for

   booleans, false corresponds to the most privacy, and for sets, the

   empty set corresponds to the most privacy.

The data type for <allow-invite> is integer.  Therefore, if there are multiple matching rules containing the <allow-invite> action with different values, then the combined result has the following precedence from highest to lowest: ACCEPT (integer value 2), REJECT (integer value 1), and PASS (integer value 0).
Therefore, the Note in section 5.2.6 of the PoC XDM Specification is incorrect, because:

1) The PoC Server does have an unambiguous way to resolve conflicting rules (described by 6.6.2.3 of the XDM Specification), which has nothing to do with the validation constraints described in 5.2.6.
2) The PoC XDMS is not required to evaluate external lists, so it cannot prevent the user from making contradictory choices for <allow-invite>, when different external lists are used.
Therefore, this CR proposes that the validation constraints for rules having the <allow-invite> action be deleted, for the following reasons:

3) The constraints do not guarantee that the user is alerted to contradictory choices, and it is in fact impossible to guarantee this if external lists are used.
4) Such constraints add unnecessary complexity to the PoC XDMS, without achieving the desired result.
 It should be possible for the XDM Client implementation to catch contradictory rules and alert the user.
d) Consequence if not approved:  

Note under section 5.2.6 is misleading, and unnecessary complexity is introduced in the PoC XDMS.

e) Reason for revision: 

n/a
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the proposed changes for the latest version of the PoC XDM Specification.
6 Detailed Change Proposal

CHANGE # 1:  Section 5.2.6 Validation constraints
The PoC User Access Policy document SHALL conform to the XML Schema described in [COMMONPOL] and extended in subclause 5.2.3 “XML Schema”, with the additional validation constraints described in this sub-clause.

The “id” attribute of the <one> child element of <identity>, if present, SHALL contain a SIP URI or a TEL URI. 




Any AUID value other than “resource-lists” in the Document URL contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URL proposed in an <external-list> element does not match the XUI of the PoC User Access Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

CHANGE # 2:  Section 5.2.7 Data Semantics
The PoC User Access Policy document SHALL conform to the semantics for the “conditions” and “actions” described in [COMMONPOL] and extended in [XDMSPEC] sub-clause 6.6 “Common Extensions”, together with the clarifications required for the PoC service as given in this subclause.

When evaluating a “rule” against an identity, the value of the “entity” attribute of the  <one> element, if present, is compared against that identity to see if the “rule” is applicable.

The PoC User Access Policy document can contain references to URI Lists stored in Shared XDMS (as defined in [SHAREDXDM]).

The <allow-invite> element defines the action the PoC Server is to take when processing a PoC session invitation for a particular user. This element has one of the following three values, whose use is described in [OMA-PoC-CP “PoC Session invitation request”. The value is of an enumerated integer type:

 “pass”
instructing the PoC Server to process the PoC Session invitation using manual answer procedure (i.e. leave it for PoC User to decide the acceptance). This is the lowest value for this action, and also the value used when no match happens, according to [COMMONPOL]. This value is assigned the numeric value of 0.

“reject”
instructing the PoC Server to reject the invitation. This value is assigned the numeric value of 1.

“accept”
instructing the PoC Server to accept the invitation according to the User's Answer Mode setting. This value is assigned the numeric value of 2.

NOTE: If there are multiple matching rules containing conflicting values for the <allow-invite> action, then according to the procedures described in [XDMSPEC] sub-clause 6.6.2.3 “Combining Permissions”, the  result is the largest integer value (e.g. least privacy).
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