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1. Scope

The OMA PoC Invocation Descriptor specification defines the syntax and semantics of the PoC Invocation Descriptor and also the behaviour of the UE when it receives a PoC Invocation Descriptor. The behaviour of the Web server is outside the scope of this document.
The provisioning of the security related parameters such as white list data for server authorization is out of scope. The intended audience of this specification are implementers of PoC2.0 Client Agents and the content developers on the Web servers, as well as other people who have some in-depth interest in the PoC invocation from browsing. It is not intended to be a tutorial.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_3, URL:http://www.openmobilealliance.org/

	[GAA]
	“Generic Authentication Function; Access to Network Application Functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS); (Release 6)”, 3GPP TS 33.222 v6.4.0.  http://www.3gpp.org/ftp/Specs/html-info/33222.htm

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2246]
	T. Dierks and C. Allen, “Transport Layer Security (TLS) Version 1.0”, IETF RFC 2246, Jan 1999.  http://www.ietf.org/rfc/rfc2246.txt

	[RFC2046]
	N. Freed and N. Borenstein , “Multipurpose  Internet Mail Extensions (MIME) Part Two: Media Types”, IETF RFC 2046, November 1996. http://www.ietf.org/rfc/rfc2046.txt

	[RFC2617]
	J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen and L. Stewart, “HTTP Authentication: Basic and Digest Access Authentication”, IETF RFC 2617, June 1999.  http://www.ietf.org/rfc/rfc2617.txt

	[RFC3268]
	P. Chown, “Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 3268, June 2002.  http://www.ietf.org/rfc/rfc3268.txt

	[SSL3.0]
	The SSL Protocol, Version 3.0, <draft-freier-ssl-version3-02.txt>, Transport Layer Security Working Group, Alan O. Freier et al, November 18, 1996.

URL:http://www.netscape.com/eng/ssl3/draft302.txt

	[WAESpec]
	“Wireless Application Environment Specification”, OMA-WAP-TS-WAESpec-V2_3-20050118-C, URL:http://www.openmobilealliance.org/

	[WAPCert]
	WAP Certificate profile Specification”, WAP Forum™, WAP-211-WAPCert-20010522-a.  http://www.openmobilealliance.org/

	[WAPTLS]
	“WAP TLS Profile and Tunneling Specification”, WAP Forum™, WAP-219-TLS-20010411-a.  http://www.openmobilealliance.org/

	[XCAP_List]
	“Extensible Markup Language (XML) Formats for Representing Resource Lists”, J.Rosenberg, February 7 2005, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-xcaplist-usage-05.txt

Note: IETF Draft work in progress.

	[XDMAD]
	“XML Document Management Architecture”, Version 1.0. Open Mobile Alliance(. OMA-AD-XDM-V1_0

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Version 1.0, Open Mobile Alliance™,

OMA-TS-XDM_CORE-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMA-PoC-CP] 
	“OMA PoC Control Plane”, Version 1.0, Open Mobile Alliance™, OMA-TS-PoC_ControlPlane-V1_0, URL:http://www.openmobilealliance.org/

	[PoC XDM]
	OMA: “PoC XDM Specification”, V1.0.

URL: http://www.openmobilealliance.com/

	[RFC2046]
	N. Freed and N. Borenstein , “Multipurpose  Internet Mail Extensions (MIME) Part Two: Media Types”, IETF RFC 2046, November 1996. http://www.ietf.org/rfc/rfc2046.txt


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
	1-1 PoC Session
	A feature enabling a PoC User to establish a PoC Session with one other PoC User

	Ad-hoc PoC Group Session
	An Ad-hoc PoC Group Session is a PoC Session for multiple PoC Users that does not involve the use or definition of a Pre-arranged or Chat PoC Group

	Browser
	A piece of software in the device that accesses and displays files and other media data available on the Web server. When the HTTP is used for transport, the Browser is supposed to include the HTTP User Agent.

	Chat PoC Group
	A Chat PoC Group is a persistent PoC Group where the <invite-members> element is set to “false” as specified in the [OMA-POC-XDM] “PoC Group” and in which a PoC User individually joins to have a PoC Session with other joined PoC Users, i.e., the establishment of a PoC Session to a Chat PoC Group does not result in other members of the Chat PoC Group being invited.

	Conference-Factory-URI
	A provisioned SIP URI that identifies the PoC service in the Home PoC Network, typically used for setting up an Ad-hoc PoC Group or 1-1 PoC Session. The provisioning procedures of Conference-Factory-URI is specified in [OMA-PoC-CP] Appendix “”

	Content-Encoding
	HTTP header field indicates what additional content codings have been applied to the data, and thus what decoding mechanisms must be applied in order to obtain the Media type

	Content-Type
	HTTP header field specify the Media type of the underlying data 

	HTTP User Agent
	A piece of software in the device that processes the HTTP transport level protocol and manages the HTTP state. HTTP User Agent is often implemented as a part of the Browser.

	Media type
	A MIME media type [RFC2046]

	PoC Address
	A PoC Address identifies a PoC User. The PoC Address can be used by one PoC User to request communication with other PoC Users. 

	PoC Client
	A PoC Client is a PoC functional entity that resides on the PoC User Equipment that supports the PoC service.

	PoC Group
	A PoC Group is a predefined set of PoC Users together with its attributes. A PoC Group is identified by a SIP URI.

	PoC Server
	The PoC Server implements the 3GPP IMS and 3GPP2 MMD application level network functionality for the PoC service. A PoC Server may perform the role of the Controlling PoC Function or Participating PoC Function, or both at the same time.

	PoC Session
	A PoC Session is a SIP Session established by the procedures in [OMA-POC-CP]. The following types of PoC Sessions are supported:  1-1 PoC, Ad-hoc PoC Group, Pre-arranged PoC Group, or Chat PoC Group Session.

	PoC User
	A PoC User is a user of the PoC service.

	Pre-arranged PoC Group 
	A Pre-arranged PoC Group is a persistent PoC Group, where the <invite-members> element is set to “true” as specified in the [OMA-POC-XDM] “PoC Group”. The establishment of a PoC Session to a Pre-arranged PoC Group results in all members being invited.

	PoC Group Identity
	The PoC Group Identity is a SIP URI of the Pre-arranged PoC Group or Chat PoC Group

	Shared Group XDMS
	The Shared Group XDMS is an XCAP Server that manages XML documents (e.g. PoC Groups), which are common to several enablers

	SIP URI
	From RFC 3261: "A SIP or SIPS URI identifies a communications resource" and "follows the guidelines in [RFC 2396]". PoC uses SIP URIs to identify PoC Clients, PoC Servers, and PoC Sessions, resource lists that point to URI lists, etc.

	Status Report
	A message sent from the mobile device to a server to indicate the positive or negative outcome of a PoC Invocation. 

	User Equipment
	User Equipment is a hardware device that supports a Browser and PoC Client e.g., a wireless phone.


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	OMA
	Open Mobile Alliance

	HTTP
	Hypertext Transfer Protocol

	GAA
	General Authentication Architecture

	MIME
	Multipurpose Internet Mail Extensions

	PoC
	Push-to-Talk Over Cellular

	SIP
	Session Initiation Protocol

	SSL
	Secure Socket Layer

	TLS
	Transport Layer Security

	UE
	User Equipment

	URI
	Uniform Resource Identifier

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language


4. Introduction

Browsers are widely deployed in mobile UEs. They have extensive presentation capabilities. PoC2.0 should leverage browsing to enrich and enhance its capabilities.  

There are two aspects to leveraging browsing in PoC2.0:

(1) Facilitating group management

The browser interface can be used to manage large group lists. This is especially effective when PCs with larger displays are used. A Web server having an XCAP interface to an XDM server allows such applications. It should be noted that for such a Web based system, a Web front end system, can be developed within OMA PoC1.0 specifications and no additional standardization is needed. A Web server having an XDM-3 interface enables browsers, on PCs or mobile UEs, to access XDM servers, with appropriate security mechanisms.

(2) Invoking PoC Client and initiating 1-1, Adhoc and pre-arranged group sessions

A Web server which has connections to the XDM server as well as other back end servers is able to present to the browser on the mobile UE various information relative to groups. For example, a Web server can present particular information associated with the group that provides agenda for the group to talk about. While PoC Users are browsing such information and find agenda to talk about, browsing should enable the PoC Users to instantly invoke the PoC Client and initiate PoC 1-1, Adhoc and pre-arranged group sessions, with a single click of a link or button from the page that is presented on the browser. Such automatic and seamless initiation while browsing enriches the user experience and increases traffic.
In order to enable this functionality, it is necessary to standardize a mechanism to invoke the PoC Client and initiate 1-1, Adhoc and pre-arranged group sessions by clicking a link or button from a page that is presented on the browser of a mobile device.
5. Use Cases (Informative)
5.1 Invocation of PoC Client from Browser
5.1.1. Usage Example

Fig. 1 shows an example of a configuration where the browser is used to;

•Retrieve group information, 

•Present some information associated with the group (information on a ski resort in this example), 

•Allow the PoC User to select the member(s) to call, and

•Invoke the PoC Client to initiate a session.
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Fig.  1 an Example of browser invocation of the PoC Client
Assuming Alice, Bob, Carol, David and Edward are the PoC Users, the normal and alternative flows are as follows:

(1) Normal Flow

•Alice connects to the Web server using the browser in her UE.

•The Web server is provided by the PoC Service Provider.

•The Web server authenticates Alice and presents Alice’s home page on her browser.

•The home page presents a list of the groups which Alice is a member of, along with other information such as news, offers, etc.

•Alice selects one of her groups, Ski_Buddies, on her browser.

•The browser presents a list of members of Ski_Buddies as well as updates of certain ski resort. The updates contain such information as dates, time, current weather, forecast, wind, temperature, near real time pictures of the resort, etc.

•Since the conditions look perfect, using PoC, Alice decides to call Bob, Carol and David to discuss their trip to the ski resort tomorrow. Alice knows that Edward is not available due to his trip abroad and she does not attempt to call him.

•Alice selects Bob, Carol and David and clicks the “CALL” button on the browser.

•The PoC Client is automatically invoked by clicking the “CALL” button and the invitation is sent to Bob, Carol and David. The four talk in the Ad-hoc PoC Group Session and discuss their ski trip tomorrow.

Note: If Alice selects only one person, it becomes a 1-1 PoC Session.

(2) Alternative Flow 

•Instead of selecting each member whom Alice wants to talk to, Alice selects the “CALL ENTIRE GROUP” button on the browser. In this case, Alice knows that everyone should be available.

•PoC Client is automatically invoked by clicking the “CALL Entire Group” button and invitation is sent to everyone in the group. The participants talk in the Pre-Arranged PoC Group Session and discuss their ski trip tomorrow.
5.1.2. Sequence Example
Fig. 2 depicts an example of the sequence of the PoC Invocation Descriptor.
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Fig.  2 an Example of Sequence of PoC Invocation Descriptor
1. The PoC User request a Web page which includes the PoC Group information by clicking a link for example. 

2. The Browser agent sends the HTTP request to the Web server to request the page for the PoC Group information.

3. The Web server queries the group information from the XDMS via the Aggregation Proxy to compose the PoC Group information page by the procedures specified in [XDMSPEC]”Procedures at the Aggregation Proxy”with the security procedures specified in [XDMSPEC]”Security Procedures”.. The Web server should receive the necessary information from the PoC User in advance for the user authorization by XDMS. The Web server may obtain the related information from external information resources other than the XDMS.

4. The Web server sends the PoC Group information page to the Browser. 

5. The PoC User may input some additional information through the form interface such as choosing the individual PoC User(s) by the checkboxes.

6. The PoC User pushes the submit button after finishing the form input. The PoC User request for the PoC Session invocation is detected by the Browser. 

7. The Browser sends the information contained in the form to the Web server.

8. The Web server creates the PoC Invocation Descriptor compliant to the XML Schema specified in Section 6.4  using the information specified by the PoC User, and then sends the PoC Invocation Descriptor to the Browser. 

9. The Browser analyzes the MIME Media Type [RFC2046] of the HTTP header, and passes the PoC Invocation Descriptor and the necessary information to the PoC Client to invoke the PoC Session. 

10. PoC Client analyses the PoC Invocation Descriptor then sends the SIP INVITE request to the PoC server to initiate the PoC Session according to the information received from the Browser. 

6. PoC Invocation Descriptor Syntax and Semantics (Normative)

The PoC Invocation Descriptor is an XML document, used to describe information for PoC Session Invocation. The defined elements and attributes allow the PoC Client to invoke the required PoC Session.

6.1 PoC Invocation Descriptor
The PoC Invocation Descriptor is received by the HTTP User Agent. The HTTP User Agent SHALL use the MIME media type declared by the transport to identify a PoC Invocation Descriptor object. The MIME media type is defined in Section 6.3. 

Note: The complete PoC Invocation Descriptor is passed to the PoC Client. A predefined set of elements and attributes is specified to allow the PoC Client to invoke the PoC Session. 

Basically, a PoC Invocation Descriptor contains a list of the PoC Address entries. A PoC Invocation Descriptor SHALL be compliant to the XML Schema specified in Section 6.4.  The UE SHOULD verify the received PoC Invocation Descriptor. When the received PoC Invocation Descriptor is NOT compliant to the XML Schema specified in Section 6.4, the UE SHALL NOT invoke the any PoC Session.
6.2 PoC Invocation Descriptor elements and attributes
This section defines only the semantics of the PoC Invocation Descriptor. The elements and attributes in the PoC Invocation Descriptor SHALL be formatted according to the syntax defined in Section 6.4. If not, then the PoC Client should display an error message to the PoC User.

A PoC Invocation Descriptor retrieved through HTTP should use the standard HTTP content negotiation mechanisms, such as the Content-Encoding header and the Content-Type charset parameter to decode the entity to the preferred character set for the actual MIME media type representation of the PoC Invocation Descriptor.

6.2.1. The <list-service> element

The <list-service> element determines PoC Session to be used for invoking PoC Session.

The <list-service> element SHALL appear exactly one time in the PoC Invocation Descriptor.

Element attributes

uri

This attribute represents the PoC Group Identity. 

This attribute when associated with a <list-service> element SHALL be in the format of a SIP URI [RFC3261]. This attribute SHALL be either a PoC Group Identity or Conference-Factory-URI. When the value of the “uri” attribute is a PoC Group Identity, the PoC Session will be a Pre-arranged PoC Group Session or Chat PoC Group Session. When the value of the “uri” attribute is a Conference-Factory-URI, the PoC Session will be an Ad-hoc PoC Group Session or 1-1 PoC Session. 
When the attribute value is a Conference-Factory-URI, the PoC Client SHOULD create and send a SIP INVITE request for an Ad-hoc PoC Group Session or 1-1 PoC Session Initiation as specified in [OMA-PoC-CP]”Procedures at the PoC Client” using the contents of the <entry> elements included in the <list> element.

When the attribute value is NOT a Conference-Factory-URI, the PoC Client SHOULD create and send a SIP INVITE request for  a Pre-arranged PoC Group Session or Chat PoC Group Session Initiation as specified in [OMA-PoC-CP] ”Procedures at the PoC Client” using the attribute value as PoC Group Identity.

In this context, a URI is a Conference-Factory-URI if it matches one of the provisioned Conference-Factory-URI values in the UE. A URI that is not a Conference-Factory-URI is a PoC Group Identity.

Element content

The <list-service> element MAY contain the <display-name> element. 
When the value of the “uri” attribute is set to the Conference-Factory-URI, the <list-service> element SHALL contain exactly one <list> element. When the value of the "uri" attribute is set to a PoC Group Identity, the <list-service> element MAY contain one or zero <list> element.
When the value of the “uri” attribute is set to a PoC Group Identity, the <list-service> element SHALL contain exactly one <invite-members> element. When the value of the “uri” attribute is set to the Conference-Factory-URI, the <list-service> element MAY contain one or zero <invite-members> element.
The <list-service> element MAY contain any other elements from any other namespaces for the purpose of extensibility.
Note: In case of Pre-arranged and Chat PoC Group Sessions, the SIP INVITE request is to be sent to the PoC Group Identity specified by the <list-service> element , not the URI(s) specified by each <entry> element in the <list> element.

6.2.2. The <list> element

The <list> element determines the entries to be used for Ad-hoc PoC Group Session or 1-1 PoC Session.

Element content

The <list> element SHALL contain one or more <entry> elements. 

6.2.3. The <entry> element

The <entry> element determines a PoC User to be invited to the PoC Session.

The <entry> element SHALL appear at least once in the <list> element. The <entry> element SHALL have a single mandatory attribute, “uri”.

Element attributes

uri

This attribute represents the single PoC User. 

This attribute when associated with a <entry> element SHALL be in the format of a SIP URI as specified in [RFC3261] or a TEL URI as defined in [RFC3966]. The "uri" attribute SHALL be unique amongst all other "uri" attributes in <entry> elements within the same <list> element.
Element content

The <entry> element MAY contain the <display-name> element.

6.2.4. The <display-name> element

The <display-name> element specifies a human readable name of each parent’s element as defined in [XCAP_List]. 

When the parent element is the <list-service> element, the <display-name> element determines the PoC Session name. When the parent element is the <entry> element, the <display-name> element determines the single PoC User name.

The usage of the <display-name> element is implementation specific.

Element attributes
xml:lang

This attribute specifies the language of the display name. 

6.3 The <invite-members> element

The <invite-members> element SHALL indicate whether the PoC Invocation Descriptor is for a Pre-arranged PoC Group or for a Chat PoC Group when the value of the “uri” attribute of its parent <list-service> element is set to a PoC Group Identity.

A syntactically valid <invite-members> element MAY be presented even if the value of the “uri” attribute of its parent <list-service> element is set to the Conference-Factory-URI. However the <invite-members> element is not required in this case, and MUST be ignored.
Element content

The possible values of the <invite-mambers> element are:
“false”
represents a Chat PoC Group (see [OMA-PoC-CP]).

6.4 “true”
represents a Pre-arranged PoC Group (see [OMA-PoC-CP]).
6.5 MIME Media Type

MIME Type for the PoC Invocation Descriptor is

application/vnd.oma.poc.invocation-descriptor+xml

6.6 XML Schema 
The PoC Invocation Descriptor SHALL conform the following XML Schema.

<?xml version="1.0" encoding="UTF-8" ?>

<xs:schema

  targetNamespace="urn:oma:xml:poc:session-invocation-descriptor"

  xmlns="urn:oma:xml:poc:session-invocation-descriptor"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  elementFormDefault="qualified"

  attributeFormDefault="unqualified">

  <!-- This import brings in the IETF resorce-lists -->

  <xs:import namespace="urn:ietf:params:xml:ns:resource-lists" />

  <!-- The root "group" element -->

  <xs:element name="group">

    <xs:complexType>

      <xs:sequence>

        <xs:element name="list-service" type="list-service-type" />

      </xs:sequence>

    </xs:complexType>

  </xs:element>

  <xs:complexType name="list-service-type">

    <xs:sequence>

      <xs:element name="display-name" type="rl:display-nameType" minOccurs="0" />

      <xs:element name="list" type="list-type" minOccurs="0" />
<xs:element name="invite-members" type="xs:boolean" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccures="0" maxOccures="unbounded" />

    </xs:sequence>

    <xs:attribute name="uri" type="xs:anyURI" use="required" />

    <xs:anyAttribute namespace="##other" processContents="lax" minOccures="0" maxOccures="unbounded" />

  </xs:complexType>

  <xs:complexType name="list-type">

    <xs:sequence>

      <xs:element name="entry" type="rl:entryType" maxOccures="unbounded" />

    </xs:sequence>

  </xs:complexType>

</xs:schema>
Editor’s Note: This XML Schema is besed on the “PoC Group” of PoC XDM v1.0. If any elements or attributes which should be reflected into this XML Schema are newly defined in the PoC XDM v2.0, this XML Schema should be updated to include them. Then, Section 6.2 of this document will also be updated.

Editor’s Note: XML Schema must be cut out to SUP file eventually after all of necessary works are finished.
6.7 Security
The security description for the PoC Invocation Descriptor download is described in APPENDIX C “Security (informative)” as informative section.
Appendix A. Static Conformance Requirements
(Normative)

The SCR’s defined in the following tables include SCR for:

· UE for PoC Invocation Descriptor
· PoC Invocation Descriptor Document Conformance
Each SCR table identifies a list of supported features as:

Item: Identifier for a feature. 

Function: Short description of the feature. 

Reference: Section(s) of this specification with more details on the feature. 

Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 
Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 

This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 

TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 

ScrReference = ScrItem / ScrGroup 

ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 

ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 

SpecScrName = 1*Character; 

GroupType = 1*Character; 

DeviceType = “UE” / “DOC”;

NumericId = Number Number Number 

LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 

FeatureType = “MCF” / “OCF” / “MSF” / “OSF”;
Character = %x41-5A ; A-Z 

Number = %x30-39 ; 0-9 

A- 1 UE for PoC Invocation Descriptor
	Item
	Function
	Reference
	Status
	Requirement

	PoC-ID-UE-001
	Access Web server using Browser (HTTP User Agent)
	6.1
	O
	PoC-ID-UE-002

PoC-ID-UE-003

	PoC-ID-UE-002
	HTTP support for delivery of PoC Invocation Descriptor
	6.1
	O
	PoC-ID-UE-001

PoC-ID-UE-003

	PoC-ID-UE-003
	MIME-type support to identify PoC Invocation Descriptor
	6.1

6.3
	O
	PoC-ID-UE-001

PoC-ID-UE-002

	PoC-ID-UE-004
	Validate conformance of received PoC Invocation Descriptor with XML Schema
	6.1

6.4
	O
	PoC-ID-UE-003

	PoC-ID-UE-005
	Invoke Ad-hoc PoC Group Session or 1-1 PoC Session
	6.1

6.2

6.4
	O
	PoC-ID-UE-004

	PoC-ID-UE-006
	Invoke Pre-arranged PoC Group Session or Chat PoC Group Session
	6.1

6.2

6.4
	O
	PoC-ID-UE-004

	PoC ID-UE-007
	Handle invalid PoC Invocation Descriptor
	6.1
	O
	PoC-ID-UE-004


A- 2 PoC Invocatoin Descriptor Document Conformance
	Item
	Function
	Reference
	Status
	Requirement

	PoC-ID-DOC-001
	Document conformant with PoC Invocatoin Descriptor
	6.2

6.4
	O
	

	PoC-ID-DOC-002
	Document delivery as proper MIME-type
	6.1

6.3
	O
	


Appendix B. Examples
(Informative)
B.1 Ad-hoc PoC Group Session / 1-1 PoC Session Invocation

Figure B.1 describes how an Ad-hoc PoC Group Session or 1-1 PoC Session is invoked using the PoC Invocation Descriptor.
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Fig B. 1 Ad-hoc PoC Group Session /1-1 PoC Session Invocation Signalling Flow.
The details of the flows are as follows:
1) Alice decides to access to her buddy list on the Web server. The Browser (HTTP UA) sends an HTTP GET request to the Web server. At this time, the Web server must authenticate the UE, (the details of authentication are omitted here.)

2) In response to the HTTP GET request, the Web server generates a Web page. (At this time the Web server may retrieve some resources relating to the Web page from external entities, however this is completely implementation specific.)
3) After generating the Web page, the Web server returns an HTTP 200 OK response together with the generated Web page to the Browser (HTTP UA). This Web page is rendered on the Browser and then Alice is able to make use of her buddy list. 
4) Alice selects her friend(s) to talk with in an Ad-hoc PoC Group Session or 1-1 PoC Session from her buddy list, and submits a PoC Session invocation. The Browser (HTTP UA) sends an HTTP request to the Web server to get a PoC Invocation Descriptor.
In this example, it is assumed that Alice now selects Bob, Carol and Dave to talk with from her buddy list.
5) In response to the HTTP request, the Web server must generate a PoC Invocation Descriptor according to section 6.4, and return an HTTP 200 OK response to the Browser (HTTP UA) together with the PoC Invocation Descriptor in its body.
In this example, the PoC Invocation Descriptor is for an Ad-hoc PoC Group Session, because it contains a Conference-Factory-URI, and includes 3 <entry> elements corresponding to Bob, Carol and Dave respectively.
HTTP/1.1 200 OK

...

Content-Type: application/vnd.oma.poc.invocation-descriptor+xml

<?xml version="1.0" encoding="UTF-8" ?>

<group xmlns="urn:oma:xml:poc:session-invocation-descriptor"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list-service uri="sip:conferencefactory@example.com">

    <list>

      <entry uri="sip:bob@example.com">

        <display-name xml:lang="en">Bob</display-name>

      </entry> 

      <entry uri="sip:carol@example.com">

        <display-name xml:lang="en">Carol</display-name>

      </entry>

      <entry uri="sip:dave@example.com">

        <display-name xml:lang="en">Dave</display-name>

      </entry>

    </list>

  </list-service>

</group>
6) When the Browser (HTTP UA) receives the PoC Invocation Descriptor from the Web server, the PoC Invocation Descriptor must be passed from the Browser (HTTP UA) to the PoC Client.
7) When the PoC Client receives the PoC Invocation Descriptor, the PoC Client should send a SIP INVITE request to initiate a PoC Session. In this case, the SIP INVITE request is for Ad-hoc PoC Group Session or 1-1 PoC Session because the value of the “uri” attribute of the “list-service” element is Conference-Factory-URI. Then the SIP INVITE request is generated and sent as specified in [OMA-PoC CP] ”PoC Client initiates an Ad-hoc PoC Group Session and 1-1 PoC Session”. 
B.2 Pre-arranged PoC Group Session / Chat PoC Group Session Invocation

Figure B.2 describes how a Pre-arranged PoC Group Session or Chat PoC Group Session is invoked using the PoC Invocation Descriptor.
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Fig B. 2 Pre-arranged PoC Group Session / Chat PoC Group Session Invocation Signalling Flow.
The details of the flows are as follows:
1) Alice decides to access to her group list on the Web server. The Browser (HTTP UA) sends an HTTP GET request to the Web server. At this time, the Web server must authenticate the UE, (the details of authentication are omitted here.)

2) In response to the HTTP GET request, the Web server generates a Web page. (At this time the Web server may retrieve some resources relating to the Web page from external entities, however this is completely implementation specific.)
3) The Web server may attempt to access the Shared Group XDMS to retrieve information about Alice’s directory to prepare a list of XML documents belonging to her. Then the Web server sends an HTTP GET request to the Aggregation Proxy according to [XDMSPEC].

GET http://xcap.example.com/services/org.openmobilealliance.xcap-directory/users/sip:alice@example.com/directory.xml/~~/xcap-directory/folder[@auid="org.openmobilealliance.poc-groups"] HTTP/1.1

HOST: xcap.example.com

...

Content-Length: 0
4) The Aggregation Proxy forwards the HTTP GET request to the Shared Group XDMS based on the AUID included in the request.
5) The Shared Group XDMS responds with an HTTP 200 OK response together with information from Alice’s directory.
HTTP/1.1 200 OK

...

Content-Type: application/xcap-el+xml

<folder auid="org.openmobilealliance.poc-groups">

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/chatting.xml tag="qwe123" />

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/sports.xml tag="asd456" />

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/movies.xml tag="zxc789" />

</folder> 

6) The Aggregation Proxy routes the HTTP 200 OK response to the Web server.
7) The Web server generates a Web page according to Alice’s directory information in the HTTP 200 OK response received from the Aggregation Proxy. After generating the Web page, the Web server returns an HTTP 200 OK response together with the generated Web page to the Browser (HTTP UA). This Web page is rendered on the Browser and then Alice is able to make use of her group list.
8) Alice selects her group to initiate a Pre-arranged PoC Group Session or Chat PoC Group Session from her group list, and submits a PoC Session invocation. The Browser (HTTP UA) sends an HTTP request to the Web server to get a PoC Invocation Descriptor.
In this example, it is assumed that Alice now selects “chatting.xml” as the group to be invoked from her group list.
9) In response to the HTTP request, the Web server attempts to retrieve the XML document specified by Alice. The Web server sends an HTTP GET request to the Aggregation Proxy according to [PoCXDM].
GET http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/chatting.xml HTTP/1.1

...

Content-Length: 0

10) The Aggregation Proxy forwards the HTTP GET request to the Shared Group XDMS. 

11) The Shared Group XDMS responds with an HTTP 200 OK response together with the content of the XML document specified by Alice.
HTTP/1.1 200 OK

...

Content-Type: application/vnd.oma.poc.groups+xml

<?xml version="1.0" encoding="UTF-8"?>

<group xmlns="urn:oma:xml:poc:list-service"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  xmlns:cr="urn:ietf:params:xml:ns:common-policy"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list-service uri="sip:myconference@example.com">

    <display-name xml:lang="en">Chatting</display-name>

    <list>

      <entry uri="sip:bob@example.com" />

      <entry uri="sip:carol@example.com" />

      <entry uri="sip:dave@example.com" />

      <entry uri="sip:ellen@example.com" />

      <entry uri="sip:frank@example.com" />

    </list>

    <invite-members>true</invite-members>
    <max-participant-count>10</max-participant-count>

    <cr:ruleset>

      <cr:rule id="a7c">

        <cr:conditions>

          <is-list-member />

        </cr:conditions>

        <cr:actions>

          <join-handling>true</join-handling>

          <allow-anonymity>true</allow-anonymity>

        </cr:actions>

      </cr:rule>

    </cr:ruleset>

  </list-service>

</group> 

12) The Aggregation Proxy routes the HTTP 200 OK response to the Web server.
13) Based on the HTTP 200 OK response from the Aggregation Proxy, the Web server must generate a PoC Invocation Descriptor according to section 6.4 and return an HTTP 200 OK response to the Browser (HTTP UA) together with the PoC Invocation Descriptor in its body.
In this example, the PoC Invocation Descriptor is for a Pre-arranged PoC Group Session or Chat PoC Group Session, because it contains a PoC Group Identity.
HTTP/1.1 200 OK

...

Content-Type: application/vnd.oma.poc.invocation-descriptor+xml

<?xml version="1.0" encoding="UTF-8" ?>

<group xmlns="urn:oma:xml:poc:session-invocation-descriptor"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list-service uri="sip:myconference@example.com">

    <display-name xml:lang="en">Chatting</display-name>

    <list>

      <entry uri="sip:bob@example.com" />

      <entry uri="sip:carol@example.com" />

      <entry uri="sip:dave@example.com" />

      <entry uri="sip:ellen@example.com" />

      <entry uri="sip:frank@example.com" />

    </list>
    <invite-members>true</invite-members>
  </list-service>

</group>
14) When the Browser (HTTP UA) receives the PoC Invocation Descriptor from the Web server, the PoC Invocation Descriptor must be passed from the Browser (HTTP UA) to the PoC Client.
15) When the PoC Client receives the PoC Invocation Descriptor, the PoC Client should send a SIP INVITE request to initiate a PoC Session. In this case, the SIP INVITE request is for Pre-arranged PoC Group Session or Chat PoC Group Session because the value of the “uri” attribute of the “list-service” element is PoC Group Identity. Then the SIP INVITE request is generated and sent as specified in [OMA-PoC CP] ”PoC Client initiates a Pre-arranged PoC Group Session or joins a Chat PoC Group Session”.
Appendix C. Security
(Informative)

C.1 Risks
For the secure PoC Invocation Descriptor download, there are two areas where security risks exist: between the Web Server and the UE for the PoC Client; and between the Web Server and the XDMS for Group information. 

C.1.1 Risks for PoC Client Protection

The followings are the typical risks for PoC Client protection

· an unsolicited group session is invoked when a PoC Invocation Descriptor is downloaded other than the one intended by the PoC User, and

· PoC service invites unintended/undesirable PoC User(s) by downloading a PoC Invocation Descriptor which includes unsolicited/inappropriate entities.

The first risk case is categorized as server authentication/authorization issue and the second risk includes not only server authentication and server authorization issues but also confidentiality and integrity issue.

Thus, the risks for PoC Client Protection are categorized as followings,

· UE authentication

· Server authentication

· Server authorization

· Confidentiality and integrity protection

C.1.2 Risks for PoC Group Information Protection

The followings are the typical risks for PoC Group information

· An unauthorized server obtains group information from the XDMS and utilizes the information for unauthorized purposes.

· An unauthorized server overwrites the data stored in the XDMS for illegal purposes for example to include addresses of premium rate services
C.2 Proposed Solutions

C.2.1 Proposed Solutions for PoC Client Protection
5. UE Authentication

When a PoC Invocation Descriptor is downloaded from the Web server to the UE, secure UE authentication is enforced by the Web server. The typical UE authentication is Basic Authentication [WAESpec] “Basic Authentication Scheme”, or HTTP Digest authentication [RFC2617]. If the HTTP Digest authentication is implemented in accordance to the 3GPP UE implementations, the HTTP Digest authentication is performed as specified in 3GPP GAA[GAA] specifications. 

C.2.1.2 Server Authentication

When a PoC Invocation Descriptor is downloaded from the Web server to the UE, the UE  supports at least one server authentication method such as TLS1.0 [RFC2246] or SSL3.0 [SSL3.0] transport layer server authentication. When HTTPS is used to indicate the need for Server Authentication, HTTPS implementations conform to RFC2818 [RFC2818].
C.2.1.3 Server Authorization

The UE may use the white list configured by the address of each authorized Web server for server authorization. Or when the UE doesn’t have the authorized Web server information, the UE request user confirmation. 

C.2.1.4 Confidentiality and Integrity Protection

When TLS is used to provide Web server authentication, the authenticated PoC Invocation Descriptor download also is confidentiality and integrity protected using the mechanisms defined in the TLS specification [RFC2246]. 
When SSL is used to provide Web server authentication, the authenticated PoC Invocation Descriptor download  also is confidentiality and integrity protected using the mechanisms defined in the SSL specification [SSL3.0].
C.2.2 Proposed Solutions for PoC Group Information Protection

The access to the PoC Group information is processed via the Aggregation Proxy using XDM-3 reference point as specified in [XDMAD]”Reference Point XDM-3: XDM Client – Aggregation Proxy”. For the PoC Group information protection, the Web server supports the security procedure specified in  [XDMSPEC]“Security Procedures”
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