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1 Reason for Change

a) Justification:
The privacy on the User Plane shall be implemented in the terminating PoC Server performing the Participating PoC Function (the last server before the receiving PoC Client).  This is important in the case that the CF locates in another country and the authorities in the country where the PF locates are interested in the talking party information for lawful interception purposes.   
b) Clauses Affected:
Subclause 8.1, 8.1A, 6.5.7, 6.1.2.1, 6.1.2.1.6, 6.4.4.3.1 and 6.4.5.1.1.
c) Summary of Change:
PF removes the PoC Address from the TB_Taken message if privacy is indicated by CF.  
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree this proposal.

6 Detailed Change Proposal

8. Talker Identification

This subclause describes the procedures to provide Talker Identification.

Talker Identification is the process of conveying the PoC Address and the Nick Name from the PoC Server performing the Controlling PoC Function to the PoC Client. The PoC Address conveyed may either be the address of the PoC User or an anonymous PoC Address, if the Participant chooses to be anonymous.

8.1 Talker Identification information in the PoC Server performing the Controlling PoC Function

This subclause describes the procedure for the PoC Server to collect the information about Talker Identification.

The PoC Addresses as well as the requests of anonymity of the Participants engaged in the PoC Session SHALL be collected by the PoC Server in the process of establishing the SIP Sessions with the PoC Clients, it SHALL include the initiator PoC Address, the requests of anonymity and the information if Participating PoC Function will stay on the Media path and the anonymous identity, which was received in the initial SIP INVITE request or in the SIP 200 “OK” response.
Editor's Note:  Information if PF stays on the media path is FFS.
The Nick Names of the Participants engaged in the PoC Session SHALL be obtained as specified in Error! Reference source not found. “Nick Name” when used.

The PoC Server SHALL keep a list of all Participants’ PoC Addresses and Nick Names.

The PoC Server SHALL include the PoC Address and Nick Name of the Participant who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message, if PoC Server performing Participanting PoC Function has not indicated to stay on the Media path or if privacy is not requested.
The PoC Server SHALL replace the PoC Address and Nick Name of the Participant who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message by an anounous identity, if PoC Server performing Participanting PoC Function has indicated to stay on the Media path and if privacy is requested.
NOTE 1:
Subclause [OMA-CP] "PoC Session initiation" and subclause [OMA-CP] "PoC Client invited to a PoC Session" describes how privacy is requested.
NOTE 2:
If PoC Server uses unique anonymous identities, then this is applied also when sending the anonymous identity in the TBCP Talk Burst Taken message.

The PoC Server SHALL record the SSRC identifier of the RTP stream of the PoC Clients in the PoC Session and associate the SSRC identifier to the identities of the Participants. The SSRC identifier becomes known to the PoC Server when:

· It receives RTP Media packets from the PoC Client.

· It receives TBCP packets from the PoC Client.

· It receives a RTCP compound packet from the PoC Client.
The PoC Server SHALL preserve the SSRC identifier, of the PoC Client that are sending the Talk Burst, in the RTP Media packets sent to the PoC Clients that are receiving the Talk Burst. This allows the PoC Clients to use the SSRC identifier to identify the Participant sending the Talk Burst in the case when the TBCP Talk Burst Taken message is lost.
8.1A Talker Identification information in the PoC Server performing the Participating PoC Function

This subclause describes the procedure for the PoC Server to deliver the information about Talker Identification to the receiving PoC Clients in case PoC Server performing Participating PoC Function stays on the Media path.

The PoC Server SHALL replace the PoC Address and Nick Name of the Participant who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message by an anonymous identity, if privacy is indicated in the TBCP Talk Burst Taken message.   The PoC Server SHOULD use the received unique anonymous identity, if received in the TBCP Talk Burst Taken message.
The PoC Server SHALL forward the PoC Address of the Participant who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message, if privacy is not indicated in the TBCP Talk Burst Taken message.
The PoC Server MAY change the Nick Name of the Participant who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message as specified in [OMA-POC-CP] “Nick Name” when used.
8.2 Talker Identification information in the PoC Client

This subclause describes the procedure in the PoC Client for identifying the talking Participant.

The PoC Client SHALL receive the PoC Address and MAY receive the Nick Name of the Participant that who has been permitted to send a Talk Burst in the TBCP Talk Burst Taken message and it MAY display this information to the Participant.

The PoC Client MAY collect information about the other Participants, their identities and the SSRC identifiers used by their PoC Clients in the PoC Session in order to be able to map a RTP Media packet in case the TBCP Talk Burst Taken message is lost.

If the PoC Client collects information about the other Participants, it SHOULD keep itself updated with the information provided by the PoC Server performing the Controlling PoC Function. It should for instance store the latest mapping between the Participants PoC Address, the Nick Name and SSRC identifier.

6.5.7 TBCP Talk Burst Taken message

The TBCP Talk Burst Taken message is sent as an action from the PoC Server performing the Controlling PoC Function to inform non-requesting PoC Client(s) that someone has been granted permission to send a Talk Burst.

Table 7 “TBCP Talk Burst Taken message” shows the content of the message.

Table 7: TBCP Talk Burst Taken message.

 0                   1                   2                   3   

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| subtype |   PT=APP=204  |           length              |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|  SSRC of PoC Server performing the Controlling PoC Function   |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name=PoC1                            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| SSRC of PoC Client granted a permission to send a Talk Burst  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|         SDES item CNAME followed by SDES item NAME            |

:                                                               :

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| P-count = 100 |    P-count-   |                               |

|               |    length = 2 |    Participants    
     | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Privacy = 105 |    Privacy-   |                               |

|               |    length = 2 |    Privacy request    
     | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Anonymous     |    Identity-  |                               |

| identity = 106|    length     |    Unique anonymous identity  | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
The following bit pattern in the subtype field SHALL be used for the TBCP Talk Burst Taken message: 

· 00010, when no acknowledgement reply is expected; and,

· 10010, when the sender of the TBCP Talk Burst Taken message expects an acknowledgement reply.

SSRC

The SSRC field SHALL carry the SSRC of the PoC Server performing the Controlling PoC Function.

The SSRC field in the application dependent data of the Talk Burst Taken message SHALL carry, either;

1. the SSRC of the PoC Client that has been granted a permission to send a Talk Burst, if known by the PoC Server, or;

2. the SSRC field with all 32 bits set to ‘1’. In this case the receiving PoC Client SHALL ignore the SSRC field.

SDES item CNAME followed by SDES item NAME
In the application dependent data, the TBCP Talk Burst Taken message SHALL carry a SSRC field and SDES items, CNAME and MAY carry SDES item NAME to identify the PoC Client that has been granted permission to send a Talk Burst. 

If the PoC Client that has been granted permission to send a Talk Burst has requested privacy an anonymous URI SHALL be included instead of the PoC User's PoC Address in CNAME. The anonymous URI SHALL follow the guidelines defined in [RFC3323] for anonymous URIs and be the same as in Participant information specified in [OMA-CP] "Generating a SIP NOTIFY request".

The SDES item NAME SHALL be included if it is known by the PoC Server. The TBCP Talk Burst Taken message MAY also carry Participants item indicating the number of the Participants in the PoC Session. Therefore the length of the packet will vary depending on number of SDES items and the size of the SDES items and existence of the optional Participants indication.

The CNAME identifier SHALL carry the URI of the PoC User that has been granted permission to send a Talk Burst, while the NAME identifier, if included and privacy is not requested, SHALL carry the Nick Name of the PoC User that has been granted permission to send a Talk Burst. The SDES items and the proper encoding of the URI and the Nick Name are specified in [RFC3550]. The format of the SIP URI is defined in [RFC2396] and [RFC3261].

Participants
If the optional Participants item is included, it SHALL give the number of the Participants currently in the PoC Session.

The coding of the Participants is specified in subclause 6.5.1.2.1 “P-count 

Privacy
The Privacy SHALL give the information, if privacy is requested in the Talker Identification.

The coding of the Privacy is specified in subclause 6.5.1.2.6 “Privacy" 

Anonymous identity
If the optional Anonymous identity item is included, it SHALL give a unique anonymous identity for the Participant in the PoC Session. 

The coding of the Anonymous identity is specified in subclause 6.5.1.2.7 “Anonymous identity" 

6.1.2.1 TBCP specific fields

This subclause list fields specific for TBCP.

	Field name
	Field ID
	Length
	Reference
	Description

	-
	000-099
	-
	[RFC3550]
	Used by RTCP [RFC3550]

	P-count
	100
	2
	6.5.1.2.1
	Participants

	T2-timer
	101
	2
	6.5.1.2.2
	Stop talking time

	TB-priority-level
	102
	2
	6.5.1.2.3
	TB-priority value

	Time-stamp
	103
	8
	6.5.1.2.4
	Time stamp value

	Alert-margin
	104
	2
	6.5.1.2.5
	Advanced Revocation Alert time information

	Privacy
	105
	2
	6.5.1.2.6
	Privacy for Talker Identification

	Anonymous identity
	106
	varies
	6.5.1.2.7
	Unigue anonymous identity

	-
	107-255
	-
	Future releases of the PoC Enabler
	Reserved for future use


6.5.1.2.6 Privacy

If used, the Privacy field SHALL include the value 105 (decimal) indicating that this information field is used to indicate if privacy is requested for Talker Identification.
The Privacy-length field SHALL include the value 2 indicating the length of this item.

The Privacy request field SHALL be a 16 bits integer and it SHALL be used as follows:

0
= Privacy not requested.
1   
= Privacy requested. 

2 … 65535
= Not used.
If this optional field is not included then the privacy is not requested.

6.5.1.2.6 Anonymous identity
If used, the Anonymous identity field SHALL include the value 106 (decimal) indicating that this information field is used to indicate a unique identity fo an anonymous PoC User.
The Identity-length field SHALL include the value indicating the length of this item.

The Unique anonymous identity field SHALL indicate the PoC Server performing Controlling PoC Function selected unique identity for an anonymous Participant (e.g. anonymous 3 @operator.net).
If the unique anonymous identity functionality is not used, this optional field is not included.
6.4.4.3 State ‘G: TB_Taken’

The ‘G: TB_Taken’ state is a stable state and the PoC Server uses this state when it has permitted one of the PoC Clients in the PoC Session to send a Talk Burst.

The timer T1 (End of RTP) and the timer T2 (Stop talking) may be running when the PoC Server is in this state.

6.4.4.3.1 Enter the state ‘G: TB_Taken’

When entering this state the PoC Server:

1. SHALL send a TBCP Talk Burst Granted message to the requesting PoC Client;

The TBCP Talk Burst Granted message:

a. SHALL include the identity of the PoC User that has been given permission to send a Talk Burst as specified in subclause 8.2 "Talker Identification";
b. MAY include notification of the number of Participants in the PoC Session; 
c. SHOULD include Alert Margin for Advanced Revocation Alert; and,
d. SHALL include information about the stop talking timer;

2. SHALL send TBCP Talk Burst Taken message to all other PoC Clients;

TBCP Talk Burst Taken message:

a. SHALL include the SSRC of the PoC Client granted a permission to send a Talk Burst, if known by the PoC Server, or alternatively;

b. SHALL have the SSRC of the PoC Client granted a permission to send a Talk Burst field all 32 bits set to ‘1’; 
c. SHALL include Privacy as specified in the subclause 6.1.2.1 "TBCP specific fields", if privacy requested;
d. MAY include notification of the number of Participants in the PoC Session, and;
e. MAY include Anonymous identity as specified in subclause 6.1.2.1 "TBCP specific fields", if privacy requested.
3. SHALL start the timer T1 (end of RTP Media timer); and,

4. SHALL set the general state to ‘G: TB_Taken’ state.

6.4.5.1.1 SIP Session initiated
When a SIP Session is established and:

1. if the associated PoC Client initiates a PoC Session other than a Chat PoC Group Session,and 

if no PoC Client has the permission to send a Talk Burst, the PoC Server:

a. SHALL send a TBCP Talk Burst Granted message, including information about the stop talking timer, to the PoC Client; and,

b. SHALL perform the actions specified in the subclause 6.4.5.4.1 “Enter the state ’U: permitted’ state” if a PoC Session is initiated by the associated PoC Client;

if another PoC Client has the permission to send a Talk Burst, the PoC Server: 

c. SHALL send a TBCP Talk Burst Taken message to the PoC Client

TBCP Talk Burst Taken message:

i. SHALL include the identity of the PoC User that has been given permission to send a Talk Burst as specified in subclause 8.2 "Talker Identification";
ii. SHALL include the SSRC of the PoC Client granted a permission to send a Talk Burst, if known by the PoC Server, or alternatively;

iii. SHALL have the SSRC of the PoC Client granted a permission to send a Talk Burst field all 32 bits set to ‘1’;
iv. SHALL include Privacy as specified in the subclause 6.1.2.1 "TBCP specific fields", if privacy requested; 
v. MAY include notification of the number of Participants in the PoC Session; and,
vi. MAY include Anonymous identity as specified in subclause 6.1.2.1 "TBCP specific fields", if privacy requested.
d. SHALL perform the actions specified in the subclause 6.4.5.3.1 “Enter the ’U: not permitted and TB_Taken’ state”.

2. if the associated PoC Client rejoins an ongoing PoC Session or initiates or joins a Chat PoC Session, and

if no PoC Client has the permission to send a Talk Burst, the PoC Server:

a. SHOULD send a TBCP Talk Burst Idle message to the PoC Client, and

b. SHALL perform the actions specified in the subclause 6.4.5.4.1 “Enter the state ’U: not permitted and TB_Idle’ state”

if another PoC Client has the permission to send a Talk Burst, the PoC Server: 

c. SHOULD send a TBCP Talk Burst Taken message to the PoC Client;

TBCP Talk Burst Taken message:

i. SHALL include the identity of the PoC User that has been given permission to send a Talk Burst as specified in subclause 8.2 "Talker Identification";
ii. SHALL include the SSRC of the PoC Client granted a permission to send a Talk Burst, if known by the PoC Server, or alternatively;

iii. SHALL have the SSRC of the PoC Client granted a permission to send a Talk Burst field all 32 bits set to ‘1’;
iv. SHALL include Privacy as specified in the subclause 6.1.2.1 "TBCP specific fields",  if privacy requested;
v. MAY include notification of the number of Participants in the PoC Session; and,
vi. MAY include Anonymous identity as specified in subclause 6.1.2.1 "TBCP specific fields", if privacy requested.
d. SHALL perform the actions specified in the subclause 6.4.5.3.1 “Enter the ’U: not permitted and TB_Taken’ state”.

3. if the optional feature “priority” has been negotiated at PoC Session initiation and if the priority level is pre-emptive and if the current PoC Client with permission to send a Talk Burst does not have the pre-emptive priority, the PoC Server:

a. SHALL send TBCP Talk Burst Granted message, including information about the stop talking timer, to the PoC Client;

b.  SHALL perform the action in subclause 6.4.4.3.6 “Receive TBCP Talk Burst Request message with pre-empt priority (R: TB_Request(pre-emptive)”; and,

c. SHALL perform the actions specified in the subclause 6.4.5.4.1 “Enter the state ’U: permitted’ state”.

4. if the optional TBCP feature, “queuing,” has been negotiated at PoC Session initiation and if the associated PoC Client joins an ongoing PoC Session and if another PoC Client has the permission to send a Talk Burst, the PoC Server:

a. SHALL set the priority of the implicit TBCP Talk Burst Request message, to the maximum priority that the PoC Client is permitted to request, except if maxpriority=3 (pre-emptive priority), then the priority will be set to 2 (high priority);

NOTE:
The initial implicit TB_Request will not result in pre-emption, when a PoC Client is joining an ongoing PoC Session. If the PoC Uses wants to pre-empt the current talker, an explicit TB_Request with pre-emptive priority is required.

b. SHALL place the PoC Client in the Talk Burst request queue immediately following all queued requests at the same priority level.

c. SHALL send a TBCP Talk Burst Request Queue Status Response message to the PoC Client.

The TBCP Talk Burst Request Queue Status Response message

i.
SHALL indicate that the PoC Client has been placed in the Talk Burst request queue;

ii.
MAY do so by giving the position of the PoC Client in the Talk Burst request queue; and,

iii.
MAY give the priority granted to the TBCP Talk Burst Request message in the queue.

d. SHALL perform the actions described in the subclause 6.4.5.3.1 “Enter the ‘U: not permitted and TB_Taken’ state”.

5. If the PoC Client is invited to a PoC Session and

if another PoC Client has permission to send a Talk Burst, the PoC Server: 

a. SHOULD send a TBCP Talk Burst Taken message to the PoC Client;

TBCP Talk Burst Taken message:

i. SHALL include the identity of the PoC User that has been given permission to send a Talk Burst as specified in subclause 8.2 "Talker Identification";
ii. SHALL include the SSRC of the PoC Client granted a permission to send a Talk Burst, if known by the PoC Server, or alternatively;

iii. SHALL have the SSRC of the PoC Client granted a permission to send a Talk Burst field all 32 bits set to ‘1’;
iv. SHALL include Privacy as specified in the subclause 6.1.2.1 "TBCP specific fields", if privacy requested;
v. MAY include notification of the number of Participants in the PoC Session; and,
vi. MAY include Anonymous identity as specified in subclause 6.1.2.1 "TBCP specific fields", if privacy requested.
b. SHALL perform the actions specified in the subclause 6.4.5.3.1 “Enter the ’U: not permitted and TB_Taken’. 

if no other PoC Client has the permission to send a Talk Burst; the PoC Server:

c. SHOULD send a TBCP Talk Burst Idle message to the PoC Client; and,

d. SHALL perform the actions specified in the subclause 6.4.5.2.1 “Enter the ’U: not permitted and TB_Idle’ state”.
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