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1 Reason for Change

a)
Justification: 

EN in the access rules subclause should be solved. 

b)
Clauses affected:

Sub clause 4.18.2.
c)
Summary of change:

If any of the access rules indicates "reject" then request is rejected.

If not rejected and any of the access rules indicates "pass" then Manual Answer is applied to the request.

If none of the access rules indicate "reject" or "pass" then Auto Answer is applied to the request.   

d)
Consequence if not approved:

Specification is not mature enough for consistency review.
e)
Reason for revision:
R01:  Used language more suitable for SD. 
R02: Meeting comments taken account.
R03. Meeting (Washington) comments taken account.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review by PoC WG, agree to the changes and incorporate in the next release of PoC SD.
6 Detailed Change Proposal
4.18 Access Control

4.18.1 Access Control management

Access Control management includes operations that allow the XDMC to reliably manipulate the PoC User access policy located in the PoC XDMS and PoC Group authorization rules located in the Shared Group XDMS. The documents describing PoC User access policy and PoC Group authorization rules MAY include references to Contact Lists or Group Lists stored in the Shared XDMS as URI lists.

A PoC Subscriber SHALL be able to manipulate the PoC User access policy and PoC Group authorization rules when queried.     

Access Control list management uses the XML Document Management operations specified in the [XDM AD V2.0].

4.18.2 PoC User access policy

PoC User access policy MAY be used by the PoC User as a means of controlling incoming and outgoing PoC Session requests from other PoC Users or PoC Groups. 
The PoC User access policies include: 

· General access rules;
· Media specific access rules; 

· PoC Box criteria access rules; and

· Invited party identity information access rules.

In case several access rules, described above, are applicable the following main rule applies:

· If any of the access rules indicates 'block' then 'block' is applied to the request.
· If none of the access rules indicates 'block' and any of the access rules indicates 'manual answer' then 'manual answer'  is applied to the request.
· If none of the access rules indicates 'block' or 'manual answer' then 'automatic answer'  is applied to the request.
· If access rule is not defined, then 'manual answer' is applied to the request.
· Editor's Note:  The exceptions to the main rule are FFS.
· NOTE:  PoC User's answer mode setting also affects the Answer Mode applied to the request as described in the subclause 4.31 "Answer Mode". 
PoC User access policies are superseded by the Incoming PoC Session Barring state.
4.18.2.1 General access rules
The PoC User access rules SHALL support the following actions:

· Allow/block PoC User and PoC Groups incoming PoC Session request
· Block anonymous PoC User’s incoming PoC Session request
· Allow PoC Users to be treated in Automatic Answer Mode

The PoC User access rules MAY support the following actions:

· Allow PoC Users to override Manual Answer Mode setting, known as MAO.
The access rules MAY be applied also on the delivery of the Instant Personal Alerts.
4.18.2.2 Media specific access rules
The Media specific access rules SHALL support following:

· Allow PoC User to configure Automatic or Manual Answer Mode for PoC Session offering Video

· Allow PoC User to configure Automatic or Manual Answer Mode for PoC Session offering Audio
· Allow PoC User to configure Automatic or Manual Answer Mode for PoC Session offering Discrete Media.
The Media specific access rules SHALL be PoC User specific.

4.18.2.3 PoC Box criteria access rules
The PoC Server MAY support the PoC Box criteria access rules.

The XDMC MAY support configuration of PoC Box criteria access rule conditions.

If the PoC Server supports PoC Box the PoC XDMS SHALL support storing of PoC Box criteria access rule conditions.

If the PoC Server supports PoC Box the PoC Server performing the Participating PoC Function of the Invited PoC Client SHALL check the PoC Box criteria access rule conditions defined by the Invited PoC User. 

The PoC Box criteria access rule SHALL support the following action:

· PoC Server unconditional forwarding of invitations to the NW PoC Box when the PoC User is not registered with a PoC Client and UE PoC Box.
NOTE 1: When the PoC Service Setting is expired because, e.g., the PoC User is not registered, the same access rule is applied.

NOTE 2:  The PoC Server can identify the non-registered PoC User from the incoming INVITE request from the SIP/IP Core. 
· Use the default PoC Box (i.e., UE or NW PoC Box) if both UE and NW PoC Box can be connected.
A local policy MAY be used to determine if all Media Types in an invitation to a PoC Session can be forwarded to the PoC Box or not.
4.18.2.4 Invited party identity information access rules
The XDMC MAY support configuration of the invited party identity information access rules.

If the PoC Server supports the invited party identity information functionality the PoC XDMS SHALL support storing of invited party identity information access rules.

The Invited Party Identity Information access rules SHALL support the following action: 
· Allow/disallow Automatic Answer Mode to the invitation request containing invited party identity information
The access rules supersede the Automatic Answer Mode setting stored in the PoC Server.
4.18.3 PoC Group authorization rules

The PoC Group owner MAY use authorization rules to control permissions to access a pre-defined PoC Group. The PoC Group authorization rules SHALL support the following actions:

· Allow/block PoC User initiating the conference

· Allow/block PoC User joining the conference

· Allow/block PoC User adding Participants to the conference

· Allow/block subscription to the conference state

· Allow/forbid the anonymity of certain Participants

































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

